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REAUTHORIZATION OF THE PATRIOT ACT 


WEDNESDAY, MARCH 9, 2011 

House of Representatives, 

Subcommittee on Crime, Terrorism, 

AND Homeland Security, 
Committee on the Judiciary, 

Washington, DC. 

The Subcommittee met, pursuant to notice, at 1:30 p.m., in room 
2141, Rayburn Office Building, the Honorable F. James Sensen- 
brenner, Jr. (Chairman of the Subcommittee) presiding. 

Present: Representatives Sensenbrenner, Smith, Gohmert, Lun- 
gren, Poe, Chaffetz, Griffin, Marino, Gowdy, Adams, Quayle, Scott, 
Conyers, Johnson, Chu, Wasserman Schultz, and Quigley. 

Staff present: (Majority) Caroline Lynch, Subcommittee Chief 
Counsel; Sarah Allen, Counsel; Arthur Radford Baker, Counsel; 
Sam Ramer, Counsel; Lindsay Hamilton, Clerk; (Minority) Bobby 
Vassar, Subcommittee Chief Counsel; Sam Sokol, Counsel; and 
Veronica Eligan, Professional Staff Member. 

Mr. Sensenbrenner. The Subcommittee will come to order. 

And welcome to today’s hearing on the reauthorization of the PA- 
TRIOT Act. I would like to especially welcome our witnesses and 
thank you for joining us today. 

Presently I am joined by the distinguished Ranking Member and 
Chairman emeritus of the Subcommittee, Bobby Scott of Virginia. 
There will be more Members that will be coming later on. 

I yield myself 5 minutes for an opening statement. 

Today’s hearing on the reauthorization of the PATRIOT Act will 
focus on three provisions set to expire May 27th: section 206, rov- 
ing authority; section 215, business records; and the “lone wolf’ 
definition. 

Last month. Congress approved a 90-day extension of these pro- 
visions to ensure their continued use by the intelligence commu- 
nity. The extension also affords this Committee the opportunity to 
review how these provisions are used and how to assist our na- 
tional security investigations and to ensure that they are not being 
misused. The Committee plans to hold an additional hearing later 
this month on the permanent provisions of the PATRIOT Act. 

As the then Chairman of the House Judiciary Committee, I 
oversaw the enactment of the USA PATRIOT Act in response to 
the 9/11 terrorist attacks. Title 2 of the act addressed enhanced for- 
eign intelligence and law enforcement surveillance authority. 14 of 
the 16 sections of that title were made permanent by the 2005 PA- 
TRIOT Act reauthorization. The roving wiretap and business 
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records provisions were extended to December 31st, 2009. Also set 
to expire on that date was section 6001 of the Intelligence Reform 
and Terrorist Prevention Act of 2004, which we call IRTPA, the 
lone wolf definition. Congress did not enact a reauthorization in 
2009. Instead the expiring provisions were extended three times, 
first for 60 days, then for a year, and now for 90 days, and it is 
time for Congress to reauthorize this law. 

Congress should make permanent the lone wolf definition. This 
provision closes a gap in FISA that if allowed to expire could per- 
mit an additional terrorist to slip through the cracks and carry out 
his plot undetected. It has nothing to do whatsoever with any type 
of surveillance on these people. That is in other parts of the act. 

When FISA was originally enacted in 1978, America was con- 
cerned largely with collecting intelligence from foreign nations such 
as the Soviet Union or terrorist groups like the FARC in Colombia. 
Therefore, the law authorized intelligence gathering to foreign pow- 
ers and their agents. 

The intelligence landscape has changed dramatically in the last 
30 years. Today we are confronted with threats from individuals 
who may subscribe to certain beliefs but do not belong to a specific 
terrorist group. Without the lone wolf definition, our surveillance 
tools will be powerless against this growing threat to America’s se- 
curity. 

Section 206 of the PATRIOT Act authorizes the use of roving or 
multi-point wiretaps for national security and intelligence inves- 
tigation. This allows the Government to use a single wiretap order 
to cover any communications device that the target is using or 
about to use. Without roving wiretap authority, investigators are 
required to seek a new court order each time a terrorist or spy 
changes cell phones or computers. 

Section 215 of the act allows FISA Courts to issue orders pant- 
ing the Government access to business records and foreign intel- 
ligence, international terrorism, and clandestine intelligence cases. 
The 2005 reauthorization expanded congressional oversight and 
added additional procedural requirements and judicial review. 

Since the PATRIOT Act was enacted, these provisions have been 
scrutinized by Congress and have been either unchallenged or 
found constitutional. The lone wolf definition has never been chal- 
lenged. Section 206 roving authority has never been challenged. 
The criminal roving wiretap authority was upheld under the 
Fourth Amendment to the Constitution by the Ninth Circuit in 
1992. Section 215 business records was challenged, but after Con- 
gress made changes to that provision in the 2005 reauthorization, 
9ie lawsuit was withdrawn. Each of these provisions is integral to 
defending America against enemy nations, terrorist groups, and in- 
dividual terrorists and must be kept intact. 

I wish to welcome our witnesses and thank you for joining us 
today. 

And now I would like to recognize for his opening statement the 
gentleman from Virginia, Mr. Scott, who is the Ranking Member 
of the Subcommittee. 

Mr. Scott. Thank you, Mr. Chairman. I thank you for holding 
this hearing on the reauthorization of the expiring provisions of the 
USA PATRIOT Act. We are here on a temporary 3-month exten- 
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sion. The House passed a much longer extension. I am pleased that 
it was shorter extension, but I remain opposed to the extension of 
these provisions without changes to them to better ensure the 
rights of innocent Americans are not trampled upon. 

Three sections scheduled to sunset are deeply troubling. Section 
215 of the PATRIOT Act authorizes the Government to secretly ob- 
tain any tangible thing so long as it provides, in an ex parte pro- 
ceeding, a statement of facts showing that there is reasonable 
grounds to believe that the tangible things are relevant to a foreign 
intelligence, international terrorism, or espionage investigation. No 
showing of probable cause, no direct connection to a foreign power 
or agent is needed, and any tangible thing includes business 
records, library records, tax records, educational records, medical 
records, or anything else. 

Before the enactment of section 215, only specific types of records 
were subject to such orders and the Government had to show spe- 
cific and articulable facts giving reason to believe that the person 
to whom the records pertain is a foreign power or an agent of a 
foreign power. While these extraordinary powers were authorized 
and defended under the rubric that they are necessary to protect 
us from patriotism, the secret dragnet style approach allows the 
Government to review personal records even if there is no specific 
and articulable facts giving reason to believe that the individual 
targeted had anything to do with terrorism. The justification of 
these extraordinary powers is to protect us from terrorism. Con- 
gress should either ensure that things collected with this power 
have a meaningful connection to at least suspected terrorism or the 
provision should expire. 

Section 206 provides for roving wiretaps, including a John Doe 
roving wiretap, which permit the Government to secretly tap 
phones it believes a non-U. S. person may use. The order may be 
against any phone, including a phone of a neighbor if the person 
has visited before and used the phone whether or not he is deter- 
mined to be using the phone again or if the officials represent to 
a judge, on an ex parte basis, that the person is evasive in the use 
of phones. 

Section 6001, the so-called “lone wolf’ provision, permits secret 
intelligence gathering of non-U. S. persons in the U.S. even if they 
are not affiliated with a foreign government or terrorist organiza- 
tion. We have traditionally limited this kind of Government power 
to situations that involve agents of foreign governments or foreign 
terrorist organizations. With the necessity for business people to 
operate in a global economy and the frequency with which Amer- 
ican citizens interact with people from around the world, the risk 
that this provision poses for ordinary activities of such Americans 
to be subject to spying is unacceptable, especially since the Govern- 
ment testimony indicates that the lone wolf provision is rarely, if 
ever, used. And even if there was a case where there was good 
cause for the Government to keep tabs on such people, there is no 
reason to jeopardize the safeguards that protect the traditional 
rights and freedoms of Americans when we can pursue such per- 
sons under existing authorities which allow emergency warrants 
and just about any other Government action that is reasonably 
based on pursuing a suspect. 
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It is encouraging that there was significant bipartisan opposition 
to the extension of these PATRIOT Act provisions. It shows a 
healthy skepticism of unrestrained Government power to spy on 
people in the United States. We need to restore our traditional re- 
spect for the right of every individual to be secure from unchecked 
Government intrusion. I hope that we can arrive at ways of doing 
so in our review of these authorities. We did so before under your 
leadership, Mr. Chairman, when we arrived at a version of the PA- 
TRIOT Act when it was originally passed that every Member of the 
House Judiciary Committee voted for, and I am confident that we 
can again under your leadership do the same thing. 

Thank you and I yield back. 

Mr. Sensenbrenner. The time of the gentleman has expired. 

The Chair now recognizes the Chairman of the Committee, the 
gentleman from Texas, Mr. Smith. 

Mr. Smith. Thank you, Mr. Chairman. 

The September 11th attack — and this September 11th marks the 
10-year anniversary of the worst terrorist attack in U.S. history. 
America is fortunate not to have suffered another attack of such 
magnitude and devastation in the past decade. This does not mean 
that the terrorists have given up their plot to destroy America or 
that we should no longer be prepared for another large-scale at- 
tack. As we have seen in recent years, the absence of a major at- 
tack does not mean that America is secure. 

To avoid detection, terrorists have shifted their tactics away from 
complex, coordinated attacks by a group of terrorists to smaller, in- 
dividualized plots by rogue terrorists. 

On Christmas Day 2009, a foreign terrorist from Nigeria at- 
tempted to detonate a bomb hidden under his clothes on a plane 
on the way to Detroit. 

Last spring, a radicalized American citizen from Pakistan tried 
to explode a car bomb in Times Square. 

Plots to attack both the Washington, D.C. Metro and New York 
subway systems have also been thwarted. 

And just 2 weeks ago, a 20-year-old student from Saudi Arabia 
was arrested in my home State of Texas for attempting to use 
weapons of mass destruction. Khalid Aldawasari entered the 
United States in 2008 on a student visa to complete English lan- 
guage training, but in reality, he came to the United States to 
carry out violent jihad on innocent Americans. Aldawasari had 
been planning his bombing plot for years, even seeking out a par- 
ticular scholarship to attend school in the U.S. while carrying out 
this plot. According to prosecutors, Aldawasari obtained two of the 
three chemicals needed for a bomb over the last 3 months and had 
attempted to buy the third. He had also researched potential tar- 
gets, including the Dallas residence of former President George W. 
Bush, several dams in Colorado and California, and the homes of 
three former military guards who served in Iraq. 

The PATRIOT Act was enacted to prevent both large-scale at- 
tacks and terrorist plots by individual terrorists acting alone like 
the one in Dallas. Unfortunately, the myths surrounding the PA- 
TRIOT Act often overshadow the truth, but this is not “Law and 
Order” or some criminal justice show painting the PATRIOT Act as 
a tool of “Big Brother” just for their ratings. This is the real world 
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where we must address the real threat from foreign terrorists. As 
we review these expiring provisions, Congress must set aside fic- 
tion and focus on the facts. 

The three expiring national security provisions that Congress 
will consider this year are both constitutional and common sense. 
For example, the roving wiretap provision allows intelligence offi- 
cials, after receiving approval from a Federal court, to conduct sur- 
veillance on terrorist suspects regardless of how many communica- 
tion devices they use. We know terrorists use many forms of com- 
munication to conceal their plots, including disposable cell phones. 

Roving wiretaps are nothing new. Domestic law enforcement 
agencies have had roving authority for criminal investigations 
since 1986. If we can use this authority to track down a drug lord, 
why shouldn’t we also use it to prevent a terrorist attack? 

The business records provision allows the FBI to access tangible 
items, including business records in foreign intelligence, inter- 
national terrorism, and espionage cases. Again, this provision re- 
quires the approval of a Federal judge. That means the FBI must 
prove to a Federal judge that the documents are needed as part of 
a legitimate national security investigation. 

The third provision amends the legal definition of an agent of a 
foreign power to include a lone wolf provision. National security 
laws allow intelligence gathering on foreign governments, terrorist 
groups, and their agents. But what about a foreign terrorist who 
either acts alone or cannot be immediately tied to a terrorist orga- 
nization? The lone wolf definition simply brings our national secu- 
rity laws into the 21st century to allow our intelligence officials to 
answer the modern day terrorist threat. 

We cannot fight terror in this century with the tools of the last 
century. Congress must reauthorize these important national secu- 
rity laws. We simply cannot afford to leave our intelligence commu- 
nity without the resources it needs to dismantle terrorist organiza- 
tions, identify threats from both groups and individuals, and inter- 
rupt terrorist plots of all sizes. 

Mr. Chairman, let me say in conclusion that I personally appre- 
ciate all the work that you have done on the PATRIOT Act. You 
were the Chairman of this Committee when it first passed. You 
have conducted oversight of the PATRIOT Act in the past. You are 
continuing to do so today. And I hope the results of all of our ef- 
forts will be to reassure individuals that these three provisions 
need to be extended and that they are doing a lot to protect the 
lives of Americans today. 

I yield back. 

Mr. Sensenbrenner. The Chair recognizes the most recent 
Chairman emeritus of the Committee, the gentleman from Michi- 
gan, Mr. Conyers. 

Mr. Conyers. I want to thank the most senior Chairman emer- 
itus for recognizing me and to let you know that I do not know if 
you are, as our present Chairman, about to move the discussion of 
the PATRIOT Act from the Constitution Subcommittee to the 
Crime Subcommittee. That is your prerogative. And I noticed that 
is what the senior Chairman emeritus did when he was Chair. And 
here we are doing it again. 
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Now, it is my understanding that many Members in the Sub- 
committee opposed this 3-month extension. They wanted it longer. 
I am satisfied with 3 months and apparently so is the other body. 

So we are here today. And I guess no one else has to recount all 
the horror stories of terrorism, incidents of terrorists, people ar- 
rested for terrorism and not yet prosecuted. That has all been done. 
But I am not sure if that is the main issue that surrounds us today 
because the most basic questions raised to me are what intrusions 
on our freedom and privacy will we accept, how much will we ac- 
cept in this fight against terrorism. I noticed that the Chairmen of 
the Subcommittee and the full Committee have failed to even com- 
ment on that, which I consider to be the crux of us coming to- 
gether. It is commented on by one of the witnesses here from the 
Cato Institute. 

What we are trying to do here today is reach a balance between 
protection and our liberties. I just want to read you what came 
from a former Senator from Minnesota — Wisconsin: “Of course, 
there is no doubt that if we lived in a police state, it would be easi- 
er to catch terrorists. If we lived in a country that allowed the po- 
lice to search your home at any time for any reason, if we lived in 
a country that allowed the Government to open your mail, eaves- 
drop on your conversations, intercept your email, if we lived in a 
country that allowed the Government to hold people in jail indefi- 
nitely based on what they write or think or based on mere sus- 
picion that they are up to no good, then the Government would, no 
doubt, discover and arrest more terrorists. But that is not a coun- 
try which we would want to live in and that would not be a country 
for which we could, in good conscience, ask our young people to 
fight and die for. In short, it would not be America.” And so it is 
that set of concerns that to me bring us here today. 

And for all of us, I keep remembering that the Chairman’s origi- 
nal PATRIOT bill was passed unanimously out of this Committee, 
and then not so mysteriously substituted in the Rules Committee 
for a bill that no one had ever seen before. And so it is against that 
backdrop that I join in welcoming all of the witnesses today for this 
discussion. 

Thank you. 

Mr. Sensenbrenner. The time of the gentleman has expired. 

Without objection. Members’ opening statements will be made a 
part of the record. 

And also without objection, the Chair will be authorized to de- 
clare recesses during votes on the House floor. 

It is now my pleasure to introduce today’s witnesses. 

Todd Hinnen is the Acting Assistant Attorney General for Na- 
tional Security at the Department of Justice. Prior to assuming this 
position, Mr. Hinnen was the Deputy Assistant Attorney General 
for Law and Policy at the National Security Division of the Depart- 
ment of Justice. He also has previously served as chief counsel to 
then Senator Joseph Biden, Jr., and as a director in the National 
Security Council’s Combating Terrorism Directorate and as a trial 
attorney in the Department of Justice’s Computer Crime and Intel- 
lectual Property Section. 
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Mr. Hinnen clerked for Judge Richard Tallman on the Ninth Cir- 
cuit Court of Appeals and he is a graduate of Amherst College and 
Harvard Law School. 

Robert Litt is the General Counsel in the Office of the Director 
of National Intelligence. Before joining ODNI, Mr. Litt was a part- 
ner with the law firm of Arnold & Porter, LLP. He served as a 
member of the governing body of the American Bar Association’s 
Criminal Justice Section and is a member of the advisory com- 
mittee to the standing Committee on Law and National Security. 

From 1993 to 1999, Mr. Litt worked at the Department of Justice 
where he served as the Deputy Assistant Attorney General in the 
Criminal Division and then as the Principal Associate Deputy At- 
torney General. His duties at DOJ included FISA applications, cov- 
ert action reviews, computer security, and other national security 
matters. 

He started his legal career as a clerk for Judge Edward Weinfeld 
of the Southern District of New York and Justice Potter Stewart 
of the United States Supreme Court. From 1978 to 1984, he was 
an assistant U.S. attorney for the Southern District of New York. 
He also spent 1 year as a special advisor to the Assistant Secretary 
of State for European and Canadian Affairs. 

He holds a B.A. from Harvard college and an M.A. and J.D. from 
Yale University. 

Nathan Sales is an Assistant Professor of Law at the George 
Mason University School of Law where he teaches national security 
and administrative law. Prior to coming to George Mason, he was 
a Deputy Assistant Secretary for Policy Development at the U.S. 
Department of Homeland Security. 

He has previously served as counsel and then senior counsel in 
the Office of Legal Policy at the U.S. Department of Justice. In 
2002, he received the Attorney General’s Award for exceptional 
service for his role in drafting the USA PATRIOT Act. 

He graduated from Duke Law School magna cum laude where he 
joined the Order of the Coif and was research editor of the Duke 
Law Journal. 

He clerked for the Honorable David B. Sentelle of the U.S. Court 
of appeals for the D.C. Circuit, and from 2003 to 2005, he practiced 
at the Washington, D.C. law firm of Wiley, Rein & Eielding. He 
was the John N. Olin Eellow at Georgetown University Law Center 
in 2005 and 2006. 

Julian Sanchez is a research fellow at the Cato Institute who 
studies the intersection of privacy, technology, and public policy. 
He has written extensively about surveillance and the intelligence 
community for publishers across the political spectrum, from Na- 
tional Review to Newsweek and The Nation. As a journalist, 
Sanchez has covered these same issues as Washington editor of the 
technology site, Ars Technica, a blogger for the Economist, and an 
editor for Reason magazine. He studied philosophy and political 
science at New York University. 

Without objection, the witnesses’ statements will appear in the 
record in their entirety. Each witness will be recognized for 5 min- 
utes to summarize their written statement, and the Chair now rec- 
ognizes Mr. Hinnen. 
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TESTIMONY OF TODD M. HINNEN, ACTING ASSISTANT ATTOR- 
NEY GENERAL, NATIONAL SECURITY DIVISION, DEPART- 
MENT OF JUSTICE 

Mr. Hinnen. Thank you, Mr. Chairman. 

Mr. Sensenbrenner. The Chair may withdraw his recognition of 
Mr. Hinnen, seeing if we have some votes on the floor. We have 
three votes on the floor. We will wait until the votes are over with 
and then I will recognize you for 5 minutes. 

The Committee is recessed. Would Members please come back 
here promptly following the last vote? 

[Recess.] 

Mr. Sensenbrenner. The Subcommittee will be in order, and the 
Chair will re-recognize Mr. Hinnen for 5 minutes. 

Mr. Hinnen. Thank you, Mr. Chairman. 

Chairman Sensenbrenner, Ranking Member Scott, Ranking 
Member Conyers, and Members of the Subcommittee, thank you for 
inviting me to testify today concerning the three provisions of the 
Foreign Intelligence Surveillance Act currently scheduled to sunset 
in May: the roving wiretap provision, the lone wolf definition, and 
the business records provision. 

I will make four general observations about these provisions and 
then discussion each of them briefly. 

First, these provisions are constitutional. Two of them, the roving 
wiretap provision and the business records provision have close 
analogues in criminal law: Title III roving wiretaps, and grand jury 
subpoenas. The courts have upheld each of these criminal ana- 
logues as constitutional. The lone wolf definition is simply a spe- 
cific application of FISA surveillance authority which the courts 
have also upheld as constitutional. 

Second, they are important to our ability to conduct effective na- 
tional security investigations. Allowing them to expire even for a 
brief time would make America less safe from international ter- 
rorism and other foreign threats. 

Third, they are subject to robust protections for privacy and civil 
liberties that involve all three branches of Government. Each re- 
quires the Government to make certain showings to an inde- 
pendent court, the FISA Court. Each imposes strict rules governing 
how the Government handles information regarding United States 
persons. Each is subject to extensive executive branch oversight, 
and each is subject to congressional reporting requirements. 

Eourth, these authorities have been subject to extensive discus- 
sions between Congress and the executive branch, and Congress 
has already renewed them several times. 

My written testimony sets forth a detailed explanation of how 
each of them works. Let me summarize it briefly. 

Eirst, the roving wiretap provision. Ordinarily when the Govern- 
ment demonstrates probable cause that a subject is an agent of a 
foreign power and is using a facility such as a telephone number, 
the FISA Court issues two orders. One order is to the Government 
authorizing the surveillance, and the second order is to the pro- 
vider, the telephone company, directing it to assist the Govern- 
ment. When we demonstrate to the court that the subject may take 
steps to thwart surveillance, such as by switching telephone compa- 
nies, the court can issue a roving order, directing any telephone 
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company to assist the Government. When the Government identi- 
fies the new phone number that the subject is using and initiates 
surveillance, it must notify the court within 10 days and provide 
the facts indicating that the subject is using that phone number. 

As courts have repeatedly held in the criminal context, a roving 
order is not a general warrant. The Government may use roving 
surveillance only against that specific agent of a foreign power and 
on a specific phone number that person is using. The Government 
obtains roving authority about 20 times a year on average, gen- 
erally where the subject is a highly trained foreign intelligence offi- 
cer or a terrorist with particularly sophisticated tradecraft. 

Second, the lone wolf definition permits surveillance when the 
Government demonstrates probable cause that a subject is engaged 
in international terrorism, even if the Government does not dem- 
onstrate a connection to a terrorist organization. The Government 
may not use this authority against a United States citizen or law- 
ful permanent resident. Although we have not used this authority 
to date, it fills an important gap in our collection capabilities. It al- 
lows us to collect on an individual engaged in terrorist activity who 
is inspired by but not a member of a terrorist group. 

Third, the business records provision allows the Government to 
apply to the FISA Court for an order directing the production of 
tangible things that are relevant to an authorized national security 
investigation. This authority is analogous to grand jury subpoena 
authority in criminal cases. In fact, the Government can only ob- 
tain records that could be obtained by subpoena in criminal cases. 
But this authority imposes more demanding requirements on the 
Government than a criminal subpoena. The Government must 
demonstrate relevance and obtain an order from an independent 
court. This provision is used about 40 times per year on average. 
It has never been used to obtain library circulation records or the 
titles of books borrowed. 

In closing, Mr. Chairman, it is appropriate to discuss these au- 
thorities which are so important to our national security and to 
Americans’ privacy and civil liberties, and we appreciate the oppor- 
tunity to do so. Congress based these provisions on well-estab- 
lished, time-tested authorities in the criminal context and has re- 
fined them since they were enacted. All three are on solid constitu- 
tional footing. All three are important to protect this country from 
international terrorism and other foreign threats, and all three are 
subject to robust protections for privacy and civil liberties. The De- 
partment urges Congress to renew them. 

I look forward to the Subcommittee’s questions. 

[The statement of Mr. Hinnen follows:] 
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Chaimian Sensenbrenner, Ranking Member Scott, and members of the House 
Judiciary Subcommittee on Crime, Terrorism and Homeland Security, thank you for 
inviting me to testify today concerning the three provisions of the Foreign Intelligence 
Surveillance Act (“FISA”) that were recently reauthorized but are scheduled to sunset 
again in May. Two of these provisions have been part of FISA since the USA PATRIOT 
Act was enacted nearly a decade ago, and the third has been in FISA since 2004. They 
have all been reauthorized several times since enactment. As you know, we continue to 
believe these are critical tools for national security investigations that facilitate the 
collection of vital foreign intelligence and counterintelligence information. 

Consequently, we strongly support their continued reauthorization. The Attorney 
General and Director of National Intelligence have written to the leadership of both 
houses of Congress urging that Congress grant a reauthorization of sufficient duration to 
provide those charged with protecting our nation with reasonable certainty and 
predictability. 

Today I will briefly describe the three expiring provisions (the “roving” 
surveillance provision, the “lone wolf’ definition, and the “business records” provision), 
explain how they have typically been used in practice, and identify some of the 
safeguards that ensure that these authorities are used responsibly. 

Roving Surveillance 

FlSA’s “roving” electronic surveillance provision allows the Government to 
continue surveillance where the target of the surveillance switches from a facility {e.g., a 
telephone) associated with one service provider {e.g., a telephone company) to a different 
facility associated with a different provider. This provision, now codified at 50 U.S.C. § 

1 805(c)(2)(B), was enacted in the USA PATRIOT Act to correspond to roving authority 
that has applied to law-enforcement surveillance since 1986. See 18 U.S.C. § 2518(1 1). 

To explain the significance of FlSA’s roving surveillance provision, 1 need first to 
describe how FISA functions in ordinary, non-roving cases, and then highlight the 
differences in roving cases. In an ordinary FISA surveillance case, the Government must 
demonstrate to the FISA Court probable cause that the target of the surveillance is a 
foreign power or an agent of a foreign power, and that he is using, or about to use, a 
facility, such as a telephone. See 50 U.S.C. § 1 805(a)(2). 
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If it finds probable cause and approves the Government’s application, the FISA 
Court then issues two separate orders. One order goes to the Government, and actually 
authorizes the surveillance. The other, referred to as a “secondary” order, goes to the 
provider - the telephone company - and directs it to assist the Government in conducting 
the surveillance. See 50 U.S.C. § 1805(c)(l)-(2). The secondary order is necessary 
because, in most cases, we need the affinnative assistance of the phone company to 
implement the surveillance. In an ordinary case, if the target switches to a new provider 
the Government must submit a new application and obtain a new set of FISA orders, 
because the new provider will - rightly - refuse to honor a secondary order directed at 
another company. However, where the Government can demonstrate in advance to the 
FISA Court that the larget's actions may hcn’e the effect of thwarting surveillance, such 
as by changing providers, FISA’s roving surveillance provision allows the FISA Court to 
issue a generic secondary order that we can serve on the new provider to commence 
surveillance without first going back to Court. The Government’s probable cause 
showing that the target is an agent of a foreign power remains the same, and the 
Government must also demonstrate to the FISA Court, normally within 1 0 days of 
initiating surveillance of the new facility, probable cause that that specific agent is using, 
or is about to use, that new facility. 

This provision is, as noted above, modeled on similar “roving” authority that has 
applied to law enforcement wiretaps since 1986 and has repeatedly been upheld in the 
courts. See, e.g.. United States i’. Jackson, 207 F.3d 910, 914 (7**’ Cir. 2000), vacated on 
other grounds, 531 U S. 953 (2000); United States v. Gaytan, 74 F.3d 545, 553 (5'’’ Cir. 
1996); United States v. Bianco, 998 F. 2d I 112, 1 122-1 123 (2d Cir. 1993); United States 
V. Petti, 973 F.2d 1441, 1445 (9* Cir. 1992). These courts have expressly rejected the 
argument that roving surveillance violates the Fourth Amendment’s “particularity” 
requirement. 

In sum, there are three key points with respect to roving authority: first, in a 
roving case, just as in an ordinary case, the Government must establish (and the Court 
must find) probable cause that the target of the surveillance is a foreign power or an agent 
of a foreign power, and only that particular target’s use of a new facility will justify a 
roving wire tap. See 50 U.S.C. 

§ 1805(a)(2). Even where we do not know the target’s name, we must provide the court 
sufficient detail to identify him with particularity. Second, we can obtain roving 
authority only where the FISA Court “finds, based upon specific facts in the application,” 
that the actions of the target “may have the effect of thwarting” our ability to conduct 
surveillance with the aid of a specified provider or other third party. See 50 U.S.C. § 

1 805(c)(2)(B). Third, whenever we implement roving authority, we must report to the 
FISA Court, normally within 1 0 days, with the probable cause that ties the target to the 
new facility. See 50 U.S.C. § 1805(c)(3). 

The authority to conduct roving electronic surveillance under FISA has proven 
operationally useful in a small but steady number of national security investigations each 
year. Typically, these situations involve highly-trained foreign intelligence officers 
operating in the United States, or other investigative subjects who have already shown an 
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apparent propensity to evade electronic surveillance. Between 2001 and 2010, the 
Government has sought roving surveillance authority in about 20 cases per year, on 
average. 

Lone Wolf 

The next expiring provision is the so-called ‘Tone-wolf’ definition, contained in 
section 1801(b)(1)(C) of Title 50. This definition allows us to conduct surveillance and 
physical search of non-U.S. persons engaged in international terrorism without 
demonstrating that they are affiliated with a particular international terrorist group. 

There are two key points to understand about this provision. First, it applies only 
to non-U.S. persons (not to American citizens or green-card holders), see 50 U.S.C. § 

1 801(b)(1)(C), and only when they engage or prepare to engage in “international 
terrorism.” 50 U.S.C. 

§ 1 80 1 (c). In practice, the Government must know a great deal about the target, 
including the target’s purpose and plans for terrorist activity (in order to satisfy the 
definition of “international terrorism”), but need not establish probable cause to believe 
the target is engaging in those activities for or on behalf of a foreign power.. 

Second, although we have not used this authority to date, it is designed to fill an 
important gap in our collection capabilities by allowing us to collect on an individual 
foreign terrorist who is inspired by - but not a member of- a terrorist group. For 
example, it might allow surveillance when an individual acts based upon international 
terrorist recruitment and training on the internet without establishing a connection to any 
terrorist group. It might also be used when a member of an international terrorist group, 
perhaps dispatched to the United States to form an operational cell, breaks with the group 
but nonetheless continues to plot or prepare for acts of international terrorism. If such 
cases arise, which seems increasingly likely given the trend toward independent extremist 
actors who “self-radicalize,” we might have difficulty obtaining FTSA collection 
authority without the lone-wolf provision. 

Business Records 

The third expiring provision is the so-called “business records” provision, enacted 
in section 215 of the USA PATRIOT Act. This part of the statute allows the Government 
to apply to the FISA Court for an order directing the production of business records or 
tangible things that are relevant to an authorized national security investigation. See 50 
us e. § 1861. This authority allows the Government to obtain under FISA in a national 
security investigation the same types of records that can be obtained by a grand jury 
subpoena in an ordinary criminal investigation, though unlike a grand jury subpoena, it 
requires an order from the FISA Court. See 50 U.S.C. § 1861(c)(2)(D). 

Section 215 has been used to obtain driver’s license records, hotel records, car 
rental records, apartment leasing records, credit card records, and the like. It has never 
been used against a library to obtain circulation records. Some orders have also been 
used to support important and highly sensitive intelligence collection operations, on 
which this committee and others have been separately briefed. On average, we seek and 
obtain section 21 5 orders less than 40 times per year. Many of these are cases where FBI 
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investigators need to obtain information that does not fall within the scope of authorities 
relating to national security letters and are operating in an environment that precludes the 
use of less secure criminal authorities. 

To obtain a business records order from the Court, the Government generally 
must show three main things. First, the Government must show that it is seeking the 
infonuation in certain authorized national security investigations conducted pursuant to 
guidelines approved by the Attorney General. See 50 U.S.C. § 1861(a)(2)(A). Second, 
where the investigative target is a U.S. person, the Government must show that the 
investigation is not based solely on activities protected by the First Amendment. See 50 
U.S.C. § 1861(a)(1), (a)(2)(B). Third, the Government must show that the information 
sought is relevant to the authorized investigation. 50 U.S.C. § 1861(b)(2)(A). In 
addition, under the language of section 215, the Government must adhere to minimization 
procedures that limit the retention and dissemination of the information that is obtained 
concerning U.S. persons. See 50 U.S.C. § 1861(b)(2)(B) and (g). 

The business records provision also bars the recipient of a business records order 
from disclosing it. However, the recipient of the order may challenge its legality, as well 
as any non-disclosure requirement, in court. To date, no recipient of a FISA business 
records order has challenged the validity of the order or a non-disclosure requirement. 

Some have argued that section 215 runs afoul of the Fourth Amendment because 
it allows the Government to obtain records upon a showing of “relevance” to an 
authorized investigation rather than “probable cause.” However, for constitutional 
purposes, a business records order is not a “search” within the meaning of the Fourth 
Amendment. It does not authorize the Government to enter premises and seize records or 
other tangible things. Instead, like a grand jury subpoena or administrative subpoena, it 
requires the recipient to identify the responsive items and provide them to the 
Government. Therefore, the probable cause requirement is inapplicable in this context. 

Cf. Zurcher v. Stanford Daily, 436 U.S. 547 (1978) (grandjury subpoenas “do not 
require proof of probable cause”); Oklahoma Press Pub. Co. v. Walling, 327 U.S. 186 
(1946) (orders for the production of records “present no question of actual search and 
seizure”). The “relevance” standard for business records orders under FISA parallels the 
standards that Congress has authorized for administrative subpoenas in health care fraud. 
See 18 U.S.C. § 3486; 21 U.S.C. § 876. In addressing administrative subpoenas, the 
Supreme Court has explained that “[i]t is not necessary, as in the case of a warrant, that a 
specific charge or complaint of violation of law be pending or that the order be made 
pursuant to one. It is enough that the investigation be for a lawfully authorized purpose, 
within the power of Congress to command.” Oklahoma Pre.ss Piih. Co., 327U.S. at 208- 
09. 


In closing, we continue to believe that these three authorities are critical to 
national security investigations and should be reauthorized for a period that will provide 
our intelligence professionals confidence that these important tools will continue to be 
available to protect national security. Robust substantive standards and procedural 
protections are in place to ensure that these tools are used responsibly and in a manner 
that safeguards Americans’ privacy and civil liberties. All three authorities require 
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approval of the FTSA Court before they can be used. Tf Congress feels that there are ways 
that those protections can be further enhanced while maintaining the effectiveness of 
these and other intelligence tools, we remain open to such measures. 

Thank you again for inviting me to this hearing and I am happy to answer any 
questions you may have. 
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Mr. Sensenbrenner. Thank you, Mr. Hinnen. 

Mr. Litt? 

TESTIMONY OF ROBERT S. LITT, GENERAL COUNSEL, 

OFFICE OF THE DIRECTOR OF NATIONAL INTELLILGENCE 

Mr. Litt. Thank you, Mr. Chairman. Chairman Sensenbrenner, 
Ranking Member Scott, Ranking Member Conyers, Members of the 
Subcommittee, thank you for inviting me here to testify today 
about the three expiring provisions of the Foreign Intelligence Sur- 
veillance Act. 

Mr. Chairman, I particularly want to thank you for your leader- 
ship on PATRIOT Act issues since 2001 which have been so helpful 
for the intelligence community. 

I want to start by making clear that the three expiring provisions 
are tools that are critical to help us defend our national security 
and they must be reauthorized. At the same time, I want to say 
that I think the distinguished Ranking Member of the full Com- 
mittee correctly identified the issue which is what is the proper 
balance to strike between the tools to protect national security and 
the protection of civil liberties. I think our position is — and I hope 
to be able to persuade you — that these tools in fact do that. 

I do want to begin by giving you a couple of unclassified exam- 
ples of how these tools have been used. 

For roving taps, I can tell you that we are currently using one 
against a foreign agent who changes cellular phones frequently. 
Without roving surveillance, there would be a gap in collection each 
time this agent switched phones because of the time we would need 
to get a new court order. 

The business records provision is also important. For example, 
recently a business record order was used to obtain information 
that was essential in the investigation of Khalid Aldawasari, which 
Chairman Smith referred to earlier, who was subsequently ar- 
rested in Texas. 

In another case, hotel records that we obtained under a business 
records order showed that over a number of years a suspected spy 
had arranged lodging for other suspected intelligence officers. 
These records provided information about the subject that helped 
the FBI ultimately to get full FISA coverage. 

As you know, many uses of the authorities under FISA are clas- 
sified and we cannot discuss them publicly. This has led to some 
myths and misconceptions about FISA and the PATRIOT Act, and 
I want to take a couple of minutes to dispel some of those. 

First, although the lone wolf definition has not been used, it is 
nonetheless an important tool to have in our toolbox in light of the 
constantly evolving terrorism threat that we face. Michael Leiter, 
the Director of the National Counterterrorism Center, has testified 
that the availability of sophisticated extremist propaganda on the 
Internet means that terrorist organizations can reach out and in- 
cite individual extremists to attack us even when those extremists 
may not actually be agents of the terrorist organization. This is the 
kind of situation that the lone wolf definition applies to, and I want 
to reiterate what Todd Hinnen just said, which is that this applies 
only to foreigners, not to U.S. citizens or lawful permanent resi- 
dents. 
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Second, criminal law authorities are not always an adequate sub- 
stitute for FISA authorities. In particular, criminal wiretaps under 
Title III have to be disclosed to the target which may make it im- 
possible to protect critical intelligence sources and methods. And in 
some cases, for example, in many instances when we are tracking 
foreign spies, we may not have a criminal predicate to support a 
Title III wiretap. 

Third, despite what some claim, we cannot get a roving wiretap 
without identifying the target. The statute requires that we provide 
the identity, if known, or a description of the specific target of 
FISA electronic surveillance. 

Finally, it is critical that the public understand that these are 
not unchecked or unrestrained authorities. We recognize that effec- 
tive oversight of the intelligence community is essential both be- 
cause of the powers the intelligence community has and because 
those powers are often exercised in secret. And we welcome that 
oversight. There is, in fact, extensive and effective oversight of 
these provisions by all three branches of Government. The legal 
framework requires that we can’t predicate investigations on activ- 
ity that is protected by the First Amendment, that information we 
collect under these authorities has to be minimized in accordance 
with procedures that are approved by the court, and intelligence 
agencies are governed by rules that limit the collection, retention, 
and dissemination of information about U.S. persons. 

Each of these authorities, as Todd said, requires prior approval 
by the FISA Court, and I can say from my experience in a year and 
a half on this job, that the FISA Court is not a rubber stamp but 
gives a searching review to each application that comes before it 
and often requires changes and modifications. In addition, FISA 
applications get extensive high-level review within the executive 
branch even before they are submitted to the court. Agents and an- 
alysts who work in this area get regular training in the require- 
ments of the law, and use of these authorities is subject to over- 
sight by inspectors general, by the National Security Division of 
the Department of Justice, and by my office, the Office of the Direc- 
tor of National Intelligence. 

And finally, the use of these authorities, including classified de- 
tails that we can’t disclose publicly, is regularly reported to the ap- 
propriate committees of Congress in a variety of ways. So there is 
really an extensive oversight framework. 

And I just want to close by reiterating that, first, as the Attorney 
General and the DNI have said, we are prepared to consider appro- 
priate additional protections for civil liberties that don’t com- 
promise the operational utility of these provisions, but it is impor- 
tant that these provisions be reauthorized and reauthorized for as 
long a period as possible. 

Thank you. 

[The statement of Mr. Lift follows:] 
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Chairman Sensenbrenner, Ranking Member Scott and members of the House Judiciary 
Subcommittee on Crime, Terrorism and Homeland Security, thank you for inviting me to testify 
today concerning the three provisions of the Foreign Intelligence Surveillance Act (FISA) that 
are scheduled to sunset again on May 27, 2011. The Department of Justice has provided a brief 
overview of the three expiring provisions (the “roving” surveillance provision, the “lone wolf’ 
definition, and the “business records” provision) and has explained in general terms how these 
authorities have been used in practice, 1 will focus on two things: (1) the Intelligence 
Community’s need for these authorities to keep the Homeland safe and (2) the safeguards that 
are in place to ensure that the authorities are used responsibly, in a manner consistent with the 
law and with appropriate protections for Americans’ privacy and civil liberties. 

The threat to the Homeland from violent extremists is growing. As Director of National 
Intelligence Clapper testified recently, counterterrorism is the Intelligence Community’s top 
priority. Since 9/11, the Intelligence Community has helped thwart many potentially 
devastating attacks, apprehend numerous known and suspected terrorist throughout the world 
and greatly weaken much of al-Qa’ida’s core capabilities. The nature of the terrorism threat that 
we face is evolving. Our adversaries are constantly adapting their strategies and communication 
techniques. As Mr. Hinnen noted in his testimony, the provisions that are expiring — the roving 
wiretap provision, the “lone wolf’ definition, and the business records authority — along with 
other critical intelligence tools, provide valuable tools needed to help us detect and disrupt plots 
directed against the United States. 

One aspect of this evolution that is particularly relevant to the “lone wolf’ definition is 
the growing threat from individuals, both at home and abroad, whose affiliation with foreign 
terrorist organizations, if any, is often vague. Although such violent extremists come in many 
forms, they often operate independent of one another and largely independent of any organized 
terrorist group overseas such as al-Qa’ida. 

Increasingly sophisticated propaganda that is easily accessible and downloaded through 
the Internet and social media can quickly shape the views of extremists and provide them 
guidance, inspiration or justification to carry out attacks, even when they may not have received 
direct instruction or assistance from foreign terrorist organizations. Indeed, some al-Qa’ida 
organizations — in particular al-Qa’ida in the Arabian Peninsula (AQAP) — have actually 
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sought to encourage and “virtually” recruit such actors through their propaganda. 

In some instances, these individuals come to our attention when they take direction or get 
training and equipment from international terrorists, whether in Paldstan, Yemen or elsewhere. 
But we may encounter some potential terrorists about whom we know only that they are inspired 
by the foreign terrorist organizations, and perhaps seek guidance from them, but we have 
insufficient intelligence to conclude that they are acting for or on behalf of an international 
terrorist organization. This would include violent extremists who are inspired by the 
international terrorist organizations — who seek to further their obj ectives — but who may not 
be agents of those organizations. 

It is this situation — one which the Intelligence Community believes is a realistic 
possibility — the “lone wolf’ definition can provide us critical intelligence capabilities. As Mr. 
Hinnen explained, absent the “lone wolf’ definition, the United States Government is required to 
establish probable cause to show that a person is acting as an agent of a specific foreign power, 
which could include an international terrorist organization, before the United States can initiate 
electronic surveillance in the United States against the person for foreign intelligence purposes. 

In certain cases, we might encounter a non-United States person within this country, have 
information that indicates he is planning a terrorist attack, using the aims and means of 
international terrorism, but not have information sufficient to establish probable cause that he is 
acting “for or on behalf of’ an international terrorist organization. In some cases, the United 
States Government may be able to nonetheless proceed with criminal electronic surveillance 
under Title HI and thereby be able to monitor and ultimately thwart the subject’s terrorist plans. 
But in other cases, Title 111 coverage might not be available and the Government would be forced 
to delay the institution of electronic surveillance until further information can be acquired from 
other sources. In the face of an active terrorist threat, such a delay could have profound 
consequences. Moreover, while Title III coverage might be available in some such cases, it may 
be impossible to use that tool and still protect critical intelligence sources and methods. In this 
case, the “lone wolf’ definition may provide the only opportunity to track a potential terrorist 
and prevent a damaging attack on the homeland. 

Over the years, a number of myths have developed about these authorities. At times, 
these myths have overshadowed the truth. It is easy to understand how some of these myths 
have developed. I will be the first to admit that FISA is a complicated statute. In addition, while 
transparency is important to the functioning of our government, so is the ability to conduct 
certain activities in secret so that our adversaries will not be able to take countermeasures and 
avoid detection. Therefore, certain uses of these authorities have remained classified, and 
although they have been fully briefed to the appropriate committees of Congress, this has made it 
more difficult to understand the complexities of FISA. Therefore, I think it is important to try to 
clarify some of the common misunderstandings regarding the expiring provisions. 

• First, I want to reiterate what the Department of Justice has told the Committee and re- 
emphasize that contrary to some public reports, none of the provisions up for renewal 
provide the Intelligence Community with unchecked authority. Each of these provisions 
— the “lone wolf’ definition, the roving wire tap provision and the FISA Business 
Records provision — requires that before the Intelligence Community undertakes 



21 


collection, a federal court must review the matter and issue an order authorizing 
collection. The requirement of independent judicial review helps ensure that the balance 
is appropriately struck in each case between the government’s need to acquire 
infonnation to protect the country from potential threats and the need to safeguard the 
constitutional rights and civil liberties of U.S. persons. 

• Second, these are critical tools that help the Intelligence Community disrupt terrorist 
plots and without these authorities we hamper our ability to keep America safe by 
detecting and disrupting the next attack before it happens. 

• Third, although Title III wiretaps, grand Jury subpoenas and criminal search warrants are 
important tools, they cannot substitute for the FISA. Most notably, the procedural 
requirements associated with Title HI wiretap, including disclosure to the target and full 
discovery of the basis for the surveillance may make it impossible to protect critical 
intelligence sources and methods. 

• Fourth, the concerns about “Roving John Doe” wiretaps are misplaced. While the 
government may not always have the name of the person to be targeted, we must always 
be able to provide the FISA Court sufficient detail to identify the person with 
particularity. If we are not able to do that, we have failed to meet the statutory 
requirements and the FISA Court will not authorize the use of the authority. 

• Fifth, the roving authority is not, and cannot, be used to, for example, wiretap an entire 
neighborhood in the hopes of acquiring intelligence information. Even when the FISA 
Court has granted authority for a roving wiretap, we can only conduct surveillance on a 
phone if we believe the target of the surveillance is using it, 

• Sixth, Congress, though the appropriate oversight committees, is aware of how the FISA 
authorities are used, 

• Seventh, the FISA Court is not a “rubber stamp” for the government. It is true the Court 
operates in secret and on an ex parte basis since it is almost always necessary to keep the 
identities of the targets and the intelligence used to identify the targets secret. But the 
judges and staff of that Court give a searching review to every application that comes 
before them, and frequently require changes or limitations on proposed orders. 

1 want to take that last point, and place it in the broader context of the oversight process 
that exists to ensure that the expiring authorities and FISA in general, are used in compliance 
with the Constitution and the law. 

The Executive Branch understands its obligation to ensure that it exercises the powers 
granted it in accordance with the law and in a manner that protects civil liberty and privacy rights. 
We believe that vigorous and effective oversight — by all three branches of government — is 
essential to help ensure that the American people have confidence in our ability to protect both 
their civil liberties and their security. The public has entrusted the Intelligence Community with 
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important powers and it is our collective duty to ensure that those powers are exercised 
responsibly. 

The legal framework we operate under is founded on the Constitution and in particular 
the First and Fourth Amendments. It includes the FISA itself, which prescribes specific and 
detailed requirements that must be met for the exercise of these authorities. It also includes 
Executive Orders governing the Intelligence Community which limit the collection, retention and 
dissemination of information concerning U.S. persons. Taken together, these provide an 
extensive legal framework protecting individual privacy and liberty. This framework is overseen 
by all three branches of the government. 

First, the judiciary. The FISA Courtis composed of eleven Article HI judges selected 
from districts around the country and appointed by the Chief Justice of the United States for 
seven-year terms. As noted above, the judges of the FIS A Court engage in a thorough and 
searching review of every FISA application to ensure that the application complies with the 
statutory standards. Moreover, the FISA Court not only approves the use of these authorities, it 
also takes an active role in ensuring that the government is complying with the FISA Court 
orders, by regularly reviewing the activities approved, prescribing procedures that agencies must 
follow in executing their orders and by requiring that violations of these procedures be reported. 

In addition to the oversight by the FISA Court, the Executive Branch has developed its 
own robust oversight regime. First, FISA applications, which require a high level of approval 
within the Executive Branch, receive extensive and detailed review before the application is 
submitted to the FISA Court. In fact, FISA applications receive far more extensive review than 
criminal search warrants or electronic surveillance orders. Moreover, the National Security 
Division of the Department of Justice conducts regular training and oversight to ensure that FISA 
Court orders are properly implemented. In addition, agencies that use these authorities require 
personnel to participate in comprehensive training programs to ensure that they understand what 
is permissible under the law, and are implementing automated systems to help ensure that the 
authorities are properly used. Finally, the use of these FISA authorities is subject to oversight by 
the appropriate Offices of General Counsel, Inspectors General, and intelligence oversight 
offices. The Office of the Director of National Intelligence, (including the ODNFs Civil 
Liberties Protection Officer and his office) has statutory responsibility to ensure that the 
elements of the Intelligence Community comply with the Constitution and laws of the United 
States. It works closely with the National Security Division of the Department of Justice to 
provide oversight of FISA activities. 

Finally, Congress is an active player in FISA oversight. Starting with our confirmation 
hearings, the DNI and I have steadfastly committed to keeping Congress, through the appropriate 
committees, informed of intelligence activities. This includes keeping Congress fully informed 
of how these FISA authorities are being used, including classified activities. In addition to the 
requirements to provide Congress several reports each year on the use of these collection 
authorities and copies of significant FISA Court opinions, the Congress regularly receives 
information concerning the use of these authorities to ensure that the authorities are used in 
compliance with the law and in a manner that protects privacy and civil liberties. 
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In closing, I would stress that these three authorities are critical to national security 
investigations and the protection of our nation. They should be reauthorized. Robust substantive 
standards and procedural protections are in place to ensure that these tools are used responsibly, 
in a manner consistent with the law, and in a manner that safeguards Americans’ privacy and 
civil liberties. We are committed to working with Congress to obtain reauthorization. We think 
it is essential that the extension be long enough to provide our intelligence professionals 
confidence that these important tools will continue to be available to protect national security. 

Thank you again for inviting me to this hearing and we are happy to answer any 
questions you may have. 
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Mr. Sensenbrenner. Mr. Sales? 

TESTIMONY OF NATHAN A. SALES, ASSISTANT PROFESSOR 
OF LAW, GEORGE MASON UNIVERSITY 

Mr. Sales. Thank you, Mr. Chairman. Chairman Sensenbrenner, 
Ranking Member Scott, Ranking Member Conyers, thank you for 
your time. Members of the Subcommittee, thank you for your time. 

My name is Nathan Sales. I am a law professor at George Mason 
Law School. 

My testimony today is that the three provisions that are up for 
renewal, roving wiretaps, business records, and lone wolf, are actu- 
ally quite modest. Generally speaking, these tools simply let 
counter-terrorism investigators use some of the same investigative 
methods that ordinary cops have been using for decades, tools in 
fact that the Federal courts repeatedly have upheld. Plus, the law 
contains elaborate safeguards. In several respects, these safeguards 
under the PATRIOT Act are even stronger than the laws that 
apply in the ordinary criminal context. 

Take, for instance, roving wiretaps. Sophisticated criminals like 
drug dealers and mobsters sometimes try to evade surveillance by 
using burner cell phones or swapping out their SIM cards. The re- 
sult is a drawn-out game of cat and mouse. Investigators get a 
court order to tap a particular phone, only to find out that he al- 
ready switched to an even newer one. So it is back to the court- 
house for a fresh warrant. 

Now, in 1986, Congress solved this problem for criminal inves- 
tigators by letting them use roving wiretaps, basically a wiretap — 
a court order that applies to particular people rather than to par- 
ticular devices. Agents, thus, can monitor a cell phone — a suspect 
regardless of what cell phone he happens to be using without first 
heading back to court for yet another order. 

Now, roving wiretaps have been upheld by no fewer than three 
Federal appellate courts, the Ninth, the Fifth, and the Second Cir- 
cuits. To my knowledge, no appellate court has disagreed. 

So what the PATRIOT Act did was allow the same sort of inves- 
tigative technique in terrorism cases. The basic idea is to level the 
playing field. If a roving wiretap is good enough for Tony Soprano, 
it is good enough for Mohamed Atta. 

In addition, the law contains strict safeguards. A court order is 
necessary. FBI agents can’t unilaterally eavesdrop on every phone 
a person uses. They have to convince a judge that there is probable 
cause first. Agents also have to follow minimization procedures. 
That means they have to follow rules that limit their collection, re- 
tention, and sharing of information about innocent Americans, in- 
formation that is inadvertently collected. 

Now, there may be cases where agents don’t yet know the precise 
name of a terrorist. Indeed, that’s one of the reasons why you in- 
vestigate the terrorist. But even then, the law requires agents to 
provide the FISA Court with — and I am quoting now — a description 
of the specific target. They cannot just run a dragnet under the 
law. 

Second, let us focus on the business records provision. In crimi- 
nal cases, grand juries routinely subpoena documents from entities 
like online retailers and banks. The PATRIOT Act lets investiga- 
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tors do the same sort of thing in national security cases, but only 
if they persuade the FISA Court that the documents they seek are 
relevant to an ongoing and authorized investigation. This provision 
isn’t aimed at libraries, though it conceivably might be applied to 
them, although as we have heard, it has not yet been so. Still, that 
is not unusual. Grand juries sometimes demand business records 
from libraries in ordinary criminal investigations. Indeed, the Iowa 
Supreme Court once upheld a library subpoena in a case involving 
cattle mutilation. If we can investigate cattle mutilators, hopefully 
we can investigate international terrorists using the same tech- 
nique. 

In fact, the PATRIOT Act’s protections are even stronger than 
the protections that apply to grand jury rules. Federal prosecutors 
can issue grand jury subpoenas more or less on their own, but PA- 
TRIOT requires the FBI to get a court’s approval first. In addition, 
PATRIOT expressly bars investigators from investigating Ameri- 
cans based on their First Amendment protected activities. It also 
imposes special limits when investigators seek sensitive records 
such as medical records or library records. Grand jury rules offer 
no such guarantees. 

Finally, there is lone wolf, which wasn’t in the PATRIOT Act but 
which Congress adopted in 2004. Sometimes it is difficult to prove 
that a suspect is formally linked to a terrorist organization over- 
seas. The FBI faced a similar problem just before 9/11. It was sus- 
pected that Zacarias Moussaoui was up to no good, but agents 
hadn’t yet connected him to any foreign terrorists. As a result, it 
was unclear whether they had legal authority under FISA to 
search his apartment or search his laptop. The 9/11 Commission 
would go on to speculate later that if agents had been able to inves- 
tigate Moussaoui, they might have unraveled the entire 9/11 plot. 

There is another reason for lone wolf: the growing danger of 
what might be called “entrepreneurial terrorism.” Solitary actors 
who are inspired by al Qaeda are on the rise, and they are capable 
of causing just as much death and just as much destruction as 
those who are formally members of that group. 

PATRIOT fixes these problems. Now investigators can get a 
court order to monitor any target who is engaging in international 
terrorism. There is no need to make the additional showing that he 
is engaging in international terrorism on behalf of a foreign power. 
Again, PATRIOT provides robust protection for civil liberties, per- 
haps the most important of which is that investigators can’t start 
monitoring a lone wolf who is engaging in domestic terrorism. 
There is still a foreign nexus. Investigators can only investigate 
international terrorism. 

Thank you, Mr. Chairman. Thank you. Members of the Sub- 
committee. I would be happy to answer any questions. 

[The statement of Mr. Sales follows:] 
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The Reauthorizatkm of the PA TRIO T Act 

Subcommittee on Crime, Terrorism, and Homeland Security 
Committee on the Judiciary 
United States House of Representatives 

March 9, 2011 

Statement of Nathan A. Sales 
Assistant Professor of Law 
George Mason University School of Law 


Chairman Sensenbrenner, Ranking Member Scott, and Members of the Subcommittee, 
thank you for inviting me to testify on this important issue. My name is Nathan Sales, and 1 am a 
law professor at George Mason University School of Law, where 1 teach national security law, 
administrative law, and criminal law. Previously, I was Deputy Assistant Secretary in the Office 
of Policy at the U.S. Department of Homeland Security. I also seiv'ed in the Office of Legal 
Policy at the U.S. Department of Justice, where 1 was a member of the team that helped draft the 
USA PATRIOT Act' after the terrorist attacks of September 1 1, 2001. The views 1 will express 
in this hearing are mine alone, and should not be ascribed to any past or present employer or 
client. 


The gist of my testimony is as follows. The USA PATRIOT Act is a vital set of tools in 
our ongoing struggle against al Qaeda and like-minded terrorists. This is especially true of the 
three authorities that are up for renewal this year; 'Toving wiretaps,'' “business records," and 
“lone wolf" Notwithstanding the PATRIOT Act’s controversial reputation, these three 
provisions are actually quite modest. In many cases, they simply let counterterrorism agents use 
some of the same techniques that ordinary criminal investigators have been using for decades - 
techniques that the federal courts repeatedly have upheld. Plus, each of these authorities contains 
elaborate safeguards - including prior judicial review - to help prevent abuses from taking place. 
Indeed, some of the PATRIOT Act’s protections are even stronger than the ones from the world 
of ordinary law enforcement. 

I. Roving Wiretaps 

The policy rationale for “roving wiretaps” - in essence, court orders that apply to 
particular people, rather than particular devices - is fairly straightforward. Sophisticated targets 
like drug kingpins, mob bosses, spies, and terrorists are trained to thwart electronic surveillance 
by constantly switching communications devices or methods. They might use “burner” cell 
phones, for instance, or they might repeatedly swap out their phones’ SIM cards. The result is a 
drawn-out game of cat and mouse." Investigators obtain a court order to tap a suspect’s new 

' Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstrtict Terrorism 
AcloriOOUPub. L.No. 107-56, n5Sial.272 (2001). 

^ S. Rep, No, 99-541, al 3\, reprinted in 1986 U.S.C.C.A.N. .7555, 3585 ("ILIavv cnrorccmcTH olTicials may nol 
know, until shortly before tlie communication, which telephone line trill be used by the person under sun’eillance.")- 
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phone only to discover that he has already switched to an even newer one. So it’s back to the 
judge for a fresh warrant. Not only is this cycle a waste of investigators’ scarce time and 
resources, it also runs the risk that agents will miss critical communications in the gap before the 
court can issue an updated order. 

Congress largely solved this problem for criminal investigators two and a half decades 
ago. The Electronic Communications Privacy Act of 1986 (ECPA) amended the federal wiretap 
statute - Title III of the Omnibus Crime Control and Safe Streets Act of 1968 (Title III) - to 
allow investigators to conduct electronic surveillance when they cannot meet the ordinary 
statutory requirement of specifying “the facilities from which or the place where the 
communication is to be intercepted.”^ Instead, investigators may obtain a court order to operate 
a roving wiretap if, among various other things, they establish “probable cause to believe that the 
person’s actions could have the effect of thwarting interception from a specified facility.”’' In 
effect, a single court order permits surveillance regardless of what device the target might be 
using.^ Investigators may continue to monitor a suspect even if he switches phones, without first 
heading back to court to obtain further judicial approval. 

Of course, terrorists and spies can be just as adept at evading surveillance as drug dealers 
and mobsters. Maybe even more so. And so the PATRIOT Act allows national security 
investigators to use the same sort of technique as their law enforcement counterparts. Section 
206 of the law permits roving wiretaps under the Foreign Intelligence Surveillance Act of 1978 
(FISA) where “the actions of the target of the application may have the effect of thwarting the 
identification of a specified person.”* The basic idea here is to level the playing field between 
criminal cases and terrorism cases. If a roving wiretap is good enough for Tony Soprano, 
Congress concluded, it’s good enough forMohamed Atta. 

Significantly, the PATRIOT Act’s roving wiretaps authority contains exacting safeguards 
to protect privacy and civil liberties. As in the criminal context, a prior court order is necessary. 
FBI agents can’t unilaterally decide to eavesdrop on every phone a person uses. They have to 
appear before the Foreign Intelligence Surveillance Court and convince a federal judge that there 
is probable cause to believe that the target is a “foreign power” (such as a foreign country or a 
foreign terrorist organization) or an “agent of a foreign power” (such as a spy or a terrorist).’ In 
other words, Congress has interposed a “neutral and detached magistrate”* between investigators 
and targets - the same sort of protection that we have long trusted to strike the right balance 
between security and privacy in the law enforcement context. Agents also must demonstrate 
probable cause to believe that “each of the facilities or places at which the electronic surveillance 
is directed is being used, or is about to be used, by a foreign power or an agent of a foreign 


’ IX U.S.C. § 25IX(l)(b)(ii). 

■' W. § 251X(ll)(b)(ii). 

* United Stales v. Hcmianek, 289 F.3d 1076, 10X7 (9lh Cil. 2002). 
’’SOU.S.C. § 1805(e)(2)(B). 

’M § 1805(a)(2)(A). 

Jolnisonv. United Slates. 333 U.S. 10. 14 (1948). 
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power.”^ The government has to adopt “minimization procedures” - i.e., procedures to ensure 
that private information about innocent Americans is not collected, retained, or disseminated.''* 
(To be precise, this requirement applies to any “United States person” - i.e., a citizen or lawful 
permanent resident alien." For simplicity’s sake, this testimony will use the term “American” as 
a shorthand for “United States person.”) And, again, roving wiretaps aren’t available in every 
national security case as a routine matter. They may only be used where the FISA court finds, 
“based upon specific facts provided in the [government’s] application, that the actions of the 
target of the application may have the effect of thwarting the identification of a specified 
person.”*" 


Federal courts agree that Title Ill’s roving wiretaps authority is constitutional, and that 
consensus provides strong support for the constitutionality of roving wiretaps under the 
PATRIOT Act. For instance, in United Slates v. Petti, the Ninth Circuit held that roving 
wiretaps are perfectly consistent with the Fourth Amendment’s particularity requirement.*'* The 
court went on to emphasize that Title 111 presents “virtually no possibility of abuse or mistake.”'" 
This is so, it explained, because the statute only allows monitoring of telephones that the suspect 
is using, it requires minimization, and it only applies when the suspect is trying to evade 
surveillance."* (Roving wiretaps under PATRIOT feature virtually identical safeguards.) The 
Fifth Circuit expressly adopted the Petti court’s reasoning a few years later,*’ and the Second 
Circuit likewise has upheld the use of roving wiretaps '* To my knowledge, no appellate court 
has reached a contrary conclusion. In short, there is a broad judicial consensus that, as the Ninth 
Circuit put it in another case, “[rjoving wiretaps are an appropriate tool to investigate individuals 
. . . who use cloned cellular phone numbers and change numbers frequently to avoid detection.”'*’ 

Finally, let me say a few words about “John Doe” roving wiretaps - surveillance in which 
the FISA court order describes the target but does not indicate his precise name or the precise 
facilities to be tapped. The risk of misuse under the PATRIOT Act seems to me fairly low. 
There may be times when investigators don’t yet know the specific identity of the terrorist in 
question.’" (Indeed, the need to learn more about the target is precisely why one conducts 


’SOU.S.C. § 1805(a)(2)(B). 

Id. § 18()l(h). 

“ Id. § 1801(i). 

*U</. § 1805(c)(2)(B) (emphasis added). 

973 F.2d 1441 (911l Cir. 1992). 

U.S. CoNsr. amend. IV (“|N|o warrants slaall issne, but npon probable canse, supported by oath or affirmation, 
and particularly describing the place to be searched" (emphasis added)). 

Petty 973 F.2datl445. 

United States v. Gaytan, 74 F.3d 545. 553 (5tlt Cir. 1996). 

United States v, Piggott, 141 F, 3d 394 (2d, Cir, 1997). 

United States v, Hcrmanck. 289 F,3d 1076, 1087 (9th Cir. 2002), 

50 U.S.C, § 1805(e)(1)(A), (B) (dirceiing ihe FTSA court to specify the largcCs idcniily “if known.” and ihc 
facilities to be stir^'eilled 'of know'n”). 
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surveillance in the first place.) In these circumstances, investigators need not indicate his name, 
but they still must provide the FISA court with a “description of the specific target,”"' which 
might include the names of his terrorist associates, his age, his country of origin, or other 
biographical details. (This was true even before the PATRIOT Act became law, incidentally.) 
Second, investigators still must comply with the bedrock requirement that they establish, to the 
satisfaction of the FISA court, probable cause to believe that the person to be surveilled is a 
foreign power or an agent of a foreign power. They also must demonstrate probable cause that 
each of the “facilities or places” to be monitored “is being used, or is about to be used,” by a 
foreign power or agent. Nothing in PATRIOT did away with these basic rules. 

Third, any risk of overcollection - i.e., the possibility that investigators might 
inadvertently intercept communications involving innocent third parties - is mitigated by FlSA’s 
minimization requirement: Investigators must follow a rigorous set of procedures that “minimize 
the acquisition and retention, and prohibit the dissemination,” of Americans’ private data.""^ 
Fourth, the active involvement of the FISA court stands as a significant bulwark against any 
misuse. Not only does the court provide oversight before any surveillance is approved, in the 
form of ex ante judicial review. It also provides ongoing oversight while the surveillance is 
taking place; Investigators who operate a roving wiretap must alert the FISA court no more than 
ten days after they begin monitoring any new facility, and they must explain the “facts and 
circumstances” that justify their “belief that each new facility or place at which the electronic 
surveillance is directed is or was being used, or is about to be used, by the target.”"' The 
combination of these safeguards should adequately ensure that roving wiretaps do not infringe 
upon important privacy interests. 

II. Business Records 

Section 215 of the PATRIOT Act - the so-called “business records” provision - 
authorizes the national security equivalent of grand jury subpoenas. Criminals often leave 
behind trails of evidence in their everyday interactions with banks, credit card companies and 
other businesses. Federal grand juries routinely issue subpoenas to these entities in 
investigations that range from narcotics crimes to health care fraud. When a subpoena is issued, 
the recipient is required to turn over “any books, papers, documents, data, or other objects the 
subpoena designates. The recipient must do so whenever there is a “reasonable possibility 
that the category of materials the Government seeks will produce information relevant to the 
general subject of the grand jury’s investigation.”"^ 


Id. § 1804(a)(2), 

-Id 18()5(a)(2)(A), 

"NJ. § 1805(a)(2)(B), 

Id § 1801(li), 

"'M § 1805(c)(3), 

“'^Fed, R, Crini. Pro. 17(c)(1), 

United States v. R. Enterprises. Inc., 498 U.S. 292. 301 (1991). 
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The PATRIOT Act amended FISA to establish a comparable mechanism for national 
security investigators to obtain the same sorts of materials. In particular, the FISA court may 
issue an order that directs a third party to produce “any tangible things (including books, records, 
papers, documents, and other items). To obtain such an order, the government must establish 
“reasonable grounds to believe that the tangible things sought are relevant to an authorized 
investigation.”^'^ (This is virtually identical to the standard that applies in the grand jury context; 
the Supreme Court has held that a subpoena is valid if there is a ^^reasonahle possibility' that it 
will result in relevant information.^'^) In addition, agents must comply with a detailed set of 
minimization procedures that restrict the retention and distribution of private data about innocent 
Americans.^^ Once again, the basic idea behind this provision is to level the playing field. If 
officials investigating drug dealers and crooked insurance companies can subpoena business 
records, then officials investigating international terrorists should be able to as well.^“ 

Like other parts of the PATRIOT Act, the business records provision features an 
extensive set of protections. In fact, there are several respects in which section 215’s safeguards 
are even stricter than those that apply in the grand jury context: 

• First, the PATRIOT Act has a narrower scope. Section 215 may only be used in 
national security investigations,^^ whereas a grand Jury can issue a subpoena “merely 
on suspicion that the law is being violated, or even just because it wants assurance 
that it is not.”'^'' 

• Second, PATRIOT provides for ex ante judicial review; investigators cannot acquire 
business records unless they first appear before the FISA court and convince it that 
they are entitled to them.‘^“ Grand jury practice is very different. Although subpoenas 
in theory are issued in the name of the grand jury and the overseeing court, in 
practice they are issued more or less unilaterally by Assistant U.S. Attorneys; judicial 
review does not occur until after the subpoena has issued, if at all.^*' 

50 U.S. C. § 1861(a)(1). 

Id. § 1 86 1 (b)(2)(A). 

R. Enterprises, 498 U.S. at 30 1 (emphasis added); see id. at 297 (stressing that “the Government eannot be 
required lo jusliry ilie issuanee of a grand jury subpoena by presenting evidence suffieieni to establish probable 
cause because tlie very purpose of requesting the information is to ascertain whether probable cause exists”). 

50 U.S. C. § 1861(g). 

The pre-PATRIOT version of EISA's business records authority was considerably narrower tlian the grand jury 
rules. It only applied to certain types of entities (such as airlines, hotels, and car rental companies), and it was only 
available when investigators established “specific and articulable facts giving reason to believe that the person to 
whom the records pertain is a foreign power or an agent of a foreign power.” Intelligence Authorization Act for 
Fiscal Year 1999, Pub. L. No. 105-272 § 602. 1 12 Stat. 2396. 2410-12 (1998). The PATRIOT Act brought FISA 
closer in line with grand jury practices, 

^U50 U.S.C. § 1861(a)(1). 

United States v. Morton Salt, 338 U.S. 632, 642-43 (1950). 

'\50 U.S.C. § 1861(c). 

Fed. R. Crim. Pro. 17(c)(2) (“On motion made promptly, the court may quash or modify the subpoena if 
compliance would be mireasonable or oppressive.”). 
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• Third, the PATRIOT Act requires minimization, thereby protecting the privacy of 
innocent Americans^’; the grand jury rules do not. 

• Fourth, the PATRIOT Act forbids the government from investigating an American 
“solely upon the basis of activities protected by the first amendment to the 
Constitution.”^* The grand jury rules offer no such guarantee. 

• Fifth, PATRIOT offers heightened protections when investigators seek materials that 
are especially sensitive, such as medical records and records from libraries or 
bookstores.*® (This provision was added in 2006.®“) The grand jury rules lack any 
comparable restrictions. 

• Finally, PATRIOT provides for robust congressional oversight: The government 
must “fully inform” the Flouse and Senate Intelligence Committees, as well as the 
Senate Judiciary Committee, concerning “alF uses of this provision.®' The grand 
jury rules contain no such notification requirement. 

The constitutional principles concerning government access to third party records have 
been settled for decades, and these precedents strongly support the PATRIOT Act’s business 
records authority. A long line of Supreme Court case law confirms that there is no “reasonable 
expectation of privacy”®® in the information a person conveys to businesses and other third 
parties. As a result, the government’s efforts to acquire such data - as with grand jury 
subpoenas, for example - do not amount to “searches” within the meaning of the Fourth 
Amendment. Investigators therefore need not secure a warrant or demonstrate probable cause. 
For instance, in the 1979 case Smith v. Maiyland,^^ the Supreme Court ruled that police officers’ 
use of a pen register - which records the numbers dialed by a particular telephone, but not the 
content of the resulting conversations - did not require a warrant or probable cause. “This Court 
consistently has held that a person has no legitimate expectation of privacy in information he 
voluntarily turns over to third parties.”®® A few years earlier, in United States v. Miller,''^ the 
Court similarly ruled that police could obtain a person’s financial records from a bank without a 
warrant or probable cause. According to the Court, “the Fourth Amendment does not prohibit 
the obtaining of information revealed to a third party and conveyed by him to Government 


50U.S.C. § 186i(g), 

“M § 1861(a)(1). 

” Id § 186)(a)(3). 

USA PATRIOT Improvemenl and Reauthorization Act of 2005, Pub. L. No. t09-t77 § 106(a)(2), 120 Stat. 192, 
1 96 (2006). 

'' 50 U.S.C. § 1862(a) (emphasis added). 

Katz V. United Slates, 589 U.S. 347, 360 (1967) (Harlan, J., conciaring). 

'”442 U.S. 735 (1979). 

Id. at 743-44. 

425 U.S. 435 (1976). 
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authorities, even if the information is revealed on the assumption that it will be used only for a 
limited purpose and the confidence placed in the third party will not be betrayed ”"^^ If mere 
relevance is all that’s required to obtain business records in ordinary criminal investigations, it is 
not readily apparent why something more than that should be required to obtain the same 
materials in national security investigations. 

Section 215 isn’t just known as the “business records” provision, of course. It’s also 
known, unflatteringly, as the “libraries” provision. Section 215 isn’t aimed at libraries, and the 
Justice Department has indicated to Congress that the provision has never been used to obtain 
library or bookstore records."^^ While section 215 conceivably might be applied to libraries or 
bookstores, it isn’t unique in that respect: It’s not unusual for grand juries to demand library 
records in regular criminal cases. For instance, during the Unabomber investigation, grand juries 
issued subpoenas to a half dozen university libraries; investigators wanted to know who had 
checked out various works that were cited in the “Unabomber Manifesto. In the 1990 Zodiac 
gunman investigation, a New York grand jury subpoenaed records from a Manhattan library. 
Investigators believed that the gunman was inspired by a Scottish occult poet, and wanted to 
learn who had checked out his books. In the 1997 Gianni Versace murder case, a Florida grand 
jury subpoenaed records from public libraries in Miami Beach. The Iowa Supreme Court even 
upheld the use of library subpoenas in an investigation of cattle mutilations.^ If libraries and 
bookstores aren’t exempt from grand jury subpoenas in ordinary criminal cases, there is no 
obvious reason to exempt them from business records orders in terrorism cases - especially since 
the PATRIOT Act offers even more robust protections than the grand jury rules. 

m. Lone Wolf 

The third provision that is up for renewal this year is known as the “lone wolf’ fix. (Note 
that lone wolf wasn’t part of the PATRIOT Act. Congress adopted it in the Intelligence Reform 
and Terrorism Prevention Act of 2004 (IRTPA), and also subjected it to PATRIOT’S sunset 
provision. ■“) As a result of this measure, counterterrorism investigators may obtain the FISA 
court’s approval to conduct electronic surveillance of certain international terrorists even if there 
is not yet enough evidence to formally link them to a foreign terrorist organization. 

Two distinct yet related policy considerations suggest a need for lone wolf surveillance. 
First, there’s the evidentiary problem. It may be difficult for investigators to establish that a 
given suspect is a member of, or otherwise has ties to, a foreign terrorist organization. The 


id. at 443. 

'' ' CRS Report lor Congress, USA FAi'RKJI' Improvement and Reaulhorizaiion Act of 2005: A Legal /l?7a/y.s'/.s' 4-5 
n.l8 (Dec. 21,2006). 

Library Records Led to Break in Unabomber Case. NPR. Jiuie 2. 2005. 

Eric Liclitblau, Libraries Say Yes, Officials Do Quiz Them About Users. N.Y. TIMES, Jmie 20, 2005. 

A1 Baker & Soraya Sarhaddi Nelson, Death A Drama ' Cops: Body on Fla. Houseboat I.ooks Similar to Cunanan. 
Newsday, July 24, 1997. 

Brown v. Johnston. 328 N, W.2d 510 (lown 1983). 

Pnb. L. No. 108-458 § 6001(a). (b). 1 18 Stat. 3638. 3742 (2004). 
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problem is likely to be especially acute during the early stages of an investigation, when agents 
are just beginning to assemble a picture of the target’s intentions. According to the 9/11 
Commission, the FBI faced this predicament in the weeks before 9/1 1. Agents believed that 
Zacarias Moussaoui - then in federal custody on immigration charges - was a terrorist.'^ Ajnong 
other reasons for their suspicions, Moussaoui had paid cash at a flight school to learn how to fly 
a Boeing 747 jumbo jet, but he had no interest in becoming a commercial pilot. Investigators 
hadn’t yet connected Moussaoui to any foreign terrorists, so it was unclear whether they could 
use FISA to search his apartment or laptop. The 9/11 Commission later speculated that, if 
agents had investigated Moussaoui more fully, they might have unraveled the entire September 
11 plot'^ 


Second, there’s the growing danger of entrepreneurial terrorism. As Homeland Security 
Secretary Janet Napolitano warned last month, '‘[t]he terrorist threat facing our country has 
evolved significantly in the last 10 years - and continues to evolve”; we now ‘Tace a threat 
environment where violent extremism is not defined or contained by international borders.”“^’ 
Solitary actors who are inspired by foreign terrorist organizations like al Qaeda, or radical clerics 
like Anwar al-Awlaki, are capable of causing just as much death and destruction as those who 
are formally members of such networks. Indeed, some of the most chilling terrorist plots to 
emerge in recent years have involved operatives who may have been acting on their own, not at 
the direction of an overseas group. In November 2009, U.S.-born Army physician Nidal Malik 
Hasan opened fire on dozens of unarmed soldiers at Fort Hood, Texas, wounding 32 and killing 
thirteen. In late February, a Saudi student named Khalid Aldawsari was arrested after planning 
to bomb the homes of former president George W. Bush and several soldiers who had served at 
Abu Ghraib prison in Iraq.“*^ This trend toward entrepreneurial terrorism is on the rise and shows 
no signs of abating. (Candidly, the lone wolf provision could not be used to investigate all of 
these plots. A number of solitary terrorists are U.S. citizens or lawful permanent resident aliens, 
and the present version of lone wolf does not apply to them.^^) 

The lone wolf fix helps investigators overcome these evidentiary difficulties, and meet 
this evolving terrorist threat, through a simple change to the Foreign Intelligence Surveillance 
Act. In particular, FISA provides that agents may not conduct surveillance unless they persuade 
the FISA court that there is probable cause to believe that the target is a “foreign power” or an 
“agent of a foreign power.” Lone wolf tweaked the latter definition. The term “agent of a 
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foreign power’" has always included a non- American who is a ""m ember” of" ‘a group engaged in 
international terrorism or activities in preparation therefor.”^’ Now, the term also includes a non- 
American who “engages in international terrorism or activities in preparation therefor ”^" As a 
result of this change, investigators may obtain a FISA court order to monitor any target who is 
engaging in international terrorism. There is no longer any need to make the additional showing 
that he is acting on behalf of a foreign terrorist organization. Note that this authority has a 
critical restriction: It does not apply to United States persons - i.e., persons who are either U S. 
citizens or lawful permanent resident aliens. Americans cannot be surveilled under the lone wolf 
provision as it currently stands. 

As with the other two authorities that are up for reauthorization, lone wolf features 
important protections for privacy and civil liberties. Chief among them is the requirement of ex 
ante judicial approval. FBI agents cannot start monitoring a suspected lone wolf on their own; 
they must appear before the FISA court and convince it to authorize the surveillance.'^"^ Second, 
lone wolf still requires investigators to establish that a given target has a foreign nexus. The tool 
can only be used to investigate people who are engaging in ''international terrorism.”^^ This 
means it must be shown, among other things, that the suspects’ activities involve “violent acts or 
acts dangerous to human life” that either “occur totally outside the United States” or “transcend 
national boundaries in terms of the means by which they are accomplished, the persons they 
appear intended to coerce or intimidate, or the locale in which their perpetrators operate.”^’^’ 
Lone wolf thus cannot be used to investigate persons suspected of engaging in domestic 
terrorism. Finally, FISA’s minimization requirement applies to lone wolf surveillance, offering 
protection to the innocent Americans with whom the lone wolves come into contact. 

* * * 

The terrorist threat isn’t going away anytime soon. A1 Qaeda and its followers are still 
mortal dangers to Americans at home and abroad, and Congress should make sure that our 
counterterrorism agents have the tools they need to detect and disrupt our enemies’ bloody plots. 
This is no time to dismantle the USA PATRIOT Act. The three provisions that are on the verge 
of expiring - roving wiretaps, business records, and lone wolf - have been on the statute books 
for years without compromising vital privacy interests or civil liberties. Not only does the 
PATRIOT Act let counterterrorism agents use some of the same investigative techniques that 
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regular cops and prosecutors have had in their arsenal for years. The act’s safeguards and 
protections are at least as robust as - and in some cases are even more robust than - their law 
enforcement counterparts. Congress should promptly reauthorize these authorities before they 
sunset later this year. 

Al Qaeda hasn’t given up. We can’t afford to either. 


10 


Mr. Sensenbrenner. Thank you, Mr. Sales. 
Mr. Sanchez? 
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TESTIMONY OF JULIAN SANCHEZ, RESEARCH FELLOW, 
CATO INSTITUTE 

Mr. Sanchez. Thank you, Mr. Chairman, and thanks again to 
the Committee for soliciting Cato’s perspective on these important 
issues. 

I am drawing in my remarks today on a forthcoming Cato paper 
focusing on these issues, which I hope to be able to make available 
within the next few days. I just want to pull out a few important 
issues about each provision here. 

With respect to lone wolf, I think it is important to recall that 
prior to the passage of this provision, the architecture of FISA 
tracked the constitutionally salient distinction made by a unani- 
mous Supreme Court in the Keith case between ordinary national 
security investigations and those involving foreign powers which 
present special challenges and obstacles to investigations. In the 
absence of those special needs, which may justify the extraordinary 
breadth and secrecy of FISA surveillance, I think the criminal au- 
thority that a bipartisan Senate report found would have been 
available and, indeed, was used on 9/11 to obtain records and the 
laptop of Zacarias Moussaoui should be the norm. It is just hard 
to see why that authority is justified when we are dealing with per- 
sons who don’t have access to the resources of a global terror net- 
work. 

With respect to roving wiretaps, I think it is important to empha- 
size that everyone a^ees that roving authority should be available 
to intelligence investigators as it is in criminal cases, but that the 
same requirement of identifying a named target that the Ninth 
Circuit emphasized was crucial to allowing that criminal authority 
to meet the particularity requirements of the Fourth Amendment 
and limit the discretion of investigators so that, as the Ninth Cir- 
cuit put it, there was virtually no possibility of error or abuse, be 
added on this side to match. 

Now, again, the roving surveillance constitutes about 22 of the 
FISA warrants issued every year, which is a tiny fraction of FISA 
surveillance. Most of those cases we have to assume do, in fact, in- 
volve a named target. So closing this loophole would affect a rel- 
atively tiny percentage of FISA warrants issued. 

I think it is also important to recognize that on the criminal side, 
there are important structural differences between the way surveil- 
lance is subject to scrutiny after the fact. The FISA Court may be 
informed about the nature of roving surveillance, but what we don’t 
have on the FISA side is the assumption that surveillance collec- 
tion is for the purpose of criminal trial where the parties will learn 
that they have been targeted by surveillance, where defense coun- 
sel will have an opportunity to seek disclosure and have an incen- 
tive to impose that kind of distributed surveillance of the enormous 
volume of collection. Again, recall, we are talking about surveil- 
lance that takes in essentially hundreds of years’ worth of audio 
every year, millions of digital files. Without that kind of distributed 
scrutiny, there is much greater need for checks on the front end 
limiting the discretion of agents, especially in the context of online 
surveillance where I think, again, we are not in the situation at all 
where there is, as the Ninth Circuit put it, virtually no possibility 
of error or abuse. 
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Finally, with respect to section 215 — and I want to suggest that 
215 orders and national security letters he grouped together. These 
are complementary orders, and so changes to one authority are 
likely to affect the scope of the other. The Inspector General found 
that it is the extraordinary breadth of national security letters that 
account for the relatively sparing use that has been made of section 
215. 

I would like to see greater use made of 215 insofar as that would 
replace essentially agency fiat with judicial scrutiny. I don’t need 
to recount for the Committee the widespread and serious abuse 
that the Inspector General has found in the case of national secu- 
rity letters. I do want to mention that former Senator Russ Fein- 
gold believes that 215 has been misused but was unable to specify 
in an unclassified setting what that might consist of. 

But I think it may actually be a mistake to focus too much on 
formal misuses of authorities that are already so broad and that 
after the PATRIOT Act permit records to be acquired that pertain 
to people who have no even suspected connection to the target of 
a terror investigation. This creates a situation where we have enor- 
mous and ever-growing databases consisting of billions of records 
about Americans who again are not under suspicion. These third 
party records are generally subject to less Fourth Amendment scru- 
tiny which is why the probable cause standard here as a general 
rule doesn’t apply. But in the last decade, we have seen courts in- 
creasingly finding that certain categories of third party records like 
location information do, in fact, merit Fourth Amendment protec- 
tion in a way that has previously been assumed not to obtain. And 
there are other First Amendment interests often implicated by, in 
particular, telecommunication records. And so I would suggest that 
the analogy between these criminal side authorities is not always 
appropriate. 

[The statement Mr. Sanchez follows:] 
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It is nearly a decade now since Congress responded to the terror attacks of 
September 1 1th by passing the U SA PATRIOT Act, a sprawling piece of legislation 
comprising hundreds of amendments to an array of complex intelligence and law 
enforcement statutes. As The Washington Post noted at the time, "members of both 
parties complained they had no idea what they were voting on, were fearful that 
aspects of the ... bill went too far — yet voted for it anyway." 

In recognition of the great haste with which that legislation had been approved. 
Congress wisely established sunset provisions designed to force review of several of 
the most controversial elements of Patriot and its successors. While a number of 
judicious improvements to the original statue have already been made, these 
emergency powers should not be made permanent until they are further tailored to 
ensure that the tools employed to investigate and apprehend terrorists are 
consistent with our Constitutional tradition of respect for the privacy and civil 
liberties of innocent Americans. 

My testimony today is based on a forthcoming Cato policy paper that examines 
these provisions in much greater detail, and with the indulgence of the chair, I 
request that it be included in the record. 

Lone Wolf 

The extraordinary tools available to investigators under the Foreign Intelligence 
Surveillance Act (FISA), passed over 30 years ago in response to revelations of 
endemic executive abuse of spying powers, were originally designed to cover only 
"agents of foreign powers." The Lone Wolf provision severed that necessary link for 
the first time, authorizing FISA spying within the United States on any "non-U. S. 
person” who "engages in international terrorism or activities in preparation 
therefor,” and allowing the statute's definition of an "agent of a foreign power” to 
apply to suspects who, bluntly put, are not in fact agents of any foreign power. As of 
late 2009, the Justice Department indicated that it had not had a need to invoke 
Lone Wolf authority. 

The original impetus for Lone Wolf was the concern that the absence of such 
authority had prevented the FBI from obtaining a FISA warrant to search the laptop 
of so-called ''20th Hijacker” Zacarias Moussaui. But as with so many of the 
intelligence gaps that preceded 9/11, it now appears that the real problem was a 
failure to connect the dots, not an inability to collect enough dots. A bipartisan 2003 
report from the Senate Judiciary Committee notes that on 9/11, investigators were 
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able to obtain a conventional warrant on Moussaui using evidence already in their 
possession. More importantly, the report concluded that a FISA warrant could, in 
fact, have been sought earlier, but supervisors at FBI Headquarters had failed to link 
related reports from different field offices, or to pass those reports on to the lawyers 
in charge of processing FISA applications. 

That it had not been used at the time of the last reauthorization debate suggests that 
the provision remedied no dire gap in existing surveillance authorities. Lone Wolf 
does, however, threaten to blur the vital and traditional distinction in American law 
between domestic national security investigations and foreign intelligence, where 
courts have always extended greater deference to the executive branch. In the 
seminal "Keith" case, holding that the Fourth Amendment's warrant requirement 
applied with full force to domestic national security investigations, the Supreme 
Court stressed that there was no "evidence of any involvement, directly or 
indirectly, of a foreign power," suggesting that this was the key factor separating 
two constitutionally distinct realms. 

While the statutory definition of "international terrorism" does still require some 
international nexus, a recent analysis by the Transactional Records Access 
Clearinghouse at Syracuse University suggests that government entities apply this 
classification inconsistently — with a substantial percentage of cases categorized as 
"terror related” by the Justice Department not identified that way by courts or 
federal prosecutors. It is not unreasonable to worry that, without the anchor of a 
demonstrable connection to a foreign power, it may be used in the future to invoke 
the sweeping powers of FISA for investigations involving non-citizens that would 
more properly be classified as ordinary criminal inquiries. 

Once someone is designated an "agent of a foreign power,” as the FISA court has 
explained, information collection is "heavily weighted toward the government's 
need for foreign intelligence information,” meaning "acquisition of nearly all 
information from a monitored facility or a searched location," with the result that 
"large amounts of information are collected by automatic recording to be minimized 
after the fact.” This is in sharp contrast to the more narrowly targeted surveillance 
authorized under the aegis of title Title Ill's criminal wiretap provisions. 

These significant differences may make sense in the context of spying aimed at 
targets who have the resources of a global terror network to draw upon, and who 
will often be trained to employ sophisticated countersurveillance protocols in their 
communications with each other. But they also necessarily entail that any 
investigation authorized under FISA will tend to sweep quite broadly, collecting a 
more substantial volume of information about innocent Americans than would be 
the norm in the criminal context. While this may be necessary in light of the special 
challenges of investigating the heightened threat posed by sophisticated teams of A1 
Qaeda-trained terrorists, there is little reason to think the FBI cannot deal with 
loners radicalized by watching foreign YouTube videos using more conventional 
investigative tools. 
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By its own terms, Lone Wolf authority would only be available in circumstances 
where the standard for Title III surveillance has already been met. In the absence of 
the special needs created by the Involvement of foreign powers, therefore, reliance 
on that authority should be the norm. 

Roving Wiretaps 

Section 206 of the Patriot Act established authority for "multipoint" or "roving" 
wiretaps under the auspices of the Foreign Intelligence Surveillance Act. In 2009, 

FBI Director Robert Mueller testified that roving authority under FISA had been 
used 147 times. 

Roving wiretaps have existed for criminal investigations since 1986, and even the 
staunchest civil libertarians agree that similar authority should be available for 
terror investigations conducted under the supervision of the Foreign Intelligence 
Surveillance Court. 

But in order to meet the "particularity" requirements of the Fourth Amendment, 
criminal roving wiretaps are required to name an identified target. As the Ninth 
Circuit explained in upholding that authority: 

The statute does not permit a "wide-ranging exploratory search," and there is 
virtually no possibility of abuse or mistake. Only telephone facilities actually 
used by an identified speaker may be subjected to surveillance, and the 
government must use standard minimization procedures to ensure that only 
conversations relating to a crime in which the speaker is a suspected 
participant are intercepted. 

The Patriot Act’s roving wiretap provision, however, includes no parallel 
requirement that an individual target be named in a FISA warrant application, 
giving rise to concerns about what have been dubbed "John Doe" warrants that 
specify neither a particular interception facility nor a particular, named target. Even 
with the safeguards imposed during the previous reauthorization, this is 
disturbingly close to the sort of "general warrant" the Founders were so concerned 
to prohibit when they crafted our Bill of Rights. 

The breadth of FISA surveillance makes inadvertent overcollection especially likely 
when a description of an unknown target initially linked to a particular "facility" is 
used as the basis for interception across an ever-growing variety of diverse online 
services. With criminal roving wiretaps, the discretion of the investigator is 
generally limited to one inferential leap — that this same known person is making 
use of a new facility — limiting the probability of error. But since same username, 
account, or IP address will often — sometimes unwittingly — be used by multiple 
people at different times or places, that inferential gap is dramatically widened 
without the anchor of a named target. 

Moreover, intelligence wiretaps lack an important type of distributed after-the-fact 
safeguard that exists in the criminal context, where the purpose of surveillance is 
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generally to produce admissible evidence at trial. Investigators know that their 
targets will eventually be notified of the wiretap, and defense attorneys armed with 
a right of discovery will have an incentive to uncover any improprieties. FISA 
surveillance normally remains covert, and post-hoc scrutiny by the FISA Court or 
sporadic Inspector General audits cannot realistically provide a substitute. Bear in 
mind that, in fiscal 2008 alone, the FBI collected 878,383 hours (or just over 100 
years) of audio, much of it in foreign languages; 1,610,091 pages of text; and 
28,795,212 electronic files — the bulk of it pursuant to FISA warrants. The Inspector 
General has found that much of that material cannot be reviewed in a timely fashion 
by the Bureau itself — never mind independent overseers. 

At the very least, then, the absence of these systemic "back-end” safeguards entails 
that the "ff ont-end” checks on the scope of interception need to be as strong under 
FISA as they are under the parallel criminal authority. 


§215 Orders and National Security Letters 

Unlike the enhanced authority to obtain business records and other "tangible 
things" under section 215 of the Patriot Act, expanded National Security Letters are 
not currently scheduled to sunset. But I believe it is important to consider these two 
complimentary powers together. As the Inspector General has made clear, the use of 
judicially authorized 215 orders has been limited by both internal awareness of the 
continuing political controversy surrounding them and — more importantly — the 
extraordinary breadth of National Security Letters. 

There would be little point in tightening the requirements on a tool used a few 
dozen times per year with judicial supervision without also reforming the authority 
invoked tens of thousands of times annually, at the discretion of FBI supervisors, to 
acquire the sensitive financial and telecommunications records of Americans who 
are not even suspected of involvement in terrorism. Conversely, whatever changes 
to NSL authority may be contemplated in light of the "widespread and serious 
misuse" of that authority uncovered by the Inspector General, it is important to bear 
in mind that limitations on NSLs are likely to increase reliance on §215. That would 
be welcome development insofar as it would substitute judicial approval for 
administrative fiat, but may reduce what currently appears to be a high level of 
engagement by the FISC in narrowing overbroad applications. 

While both powers have been expanded along multiple dimensions since 9/11, the 
main cause for concern in both cases has been the removal of the requirement that 
there be some evidence — not "probable cause," but some evidence — linking the 
people whose records are sought to terrorism or espionage. Now records need only 
be "relevant" to an investigation, and in the case of §215 orders the court is required 
to deem records "relevant" if they pertain to someone connected, however 
tenuously, to a suspect under investigation. As the Justice Department readily 
acknowledges, these tools are used in the early phases of an investigation to broadly 
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sweep in large amounts of data, mostly about innocent people, which is then stored 
indefinitely in classified government databases. 

Here, again, we should bear in mind that while the easiest and most obvious 
response to any intelligence failure is always to grant more power to collect more 
information, the evidence is very thin thatthe problem before 9/11 was a lack of 
raw data. On the contrary, reflexively expanding collection authorities can 
exacerbate what has been colorfully characterized as the problem of "drinking from 
a firehose.” This can even lead to a vicious cycle, where it comes to seem that more 
and more data is needed to close down all the dead-end leads generated by 
indiscriminate data collection. 

Since these powers are often compared by their proponents to administrative or 
grand jury subpoenas — on the premise that they only provide "the same” 
authorities already available to criminal investigators — some crucial distinctions 
should be borne in mind. First, those tools are generally focused on either the 
activities of heavily regulated corporate entities (in the first case) or on some 
specific crime that already has been or is being committed, and in the latter case, the 
grand jury is meant to serve — in theory if not always in practice — as a "buffer or 
referee between the government and the people,” to borrow the words of Justice 
Scalia. 

Second, it is impossible to overstate the significance of the transparency that 
normally surrounds the acquisition of documents by those means. This acts as a 
powerful check on government overreach in itself, but also creates a vital incentive 
to challenge improper demands. The recent case of Google v. Gonzales is illuminating 
here: In an effort to gather information for litigation over the Child Online 
Protection Act, the government served Google with a subpoena for a sample of the 
search queries entered by users in a particular time period. Google moved to quash 
the subpoena on the grounds that it would lose the trust of users if it were publicly 
seen to comply with such a broad request. The court — emphasizing its independent 
concern for the privacy of those users more than the potential harm to Google's 
reputation — agreed. 

By contrast, the widespread misuse of National Security Letter authority described 
by the Inspector General took place with not just the compliance, but often the 
enthusiastic encouragement of the telecommunications companies. Many of the 
violations of these powers that have been reported involve the overproduction of 
records by custodians who have every incentive to err on the side of turning over 
the maximum amount of information. 

Finally, the last decade has seen the courts beginning, however belatedly, to 
recognize the need for exceptions to the so-called "Third Party Doctrine” established 
in the very different technological context of the 1970s, according to which people 
lack a Fourth Amendment "reasonable expectation of privacy” in records 
maintained by third parties. This was the basis for the federal statute recently 
invalidated by the Sixth Circuit, which allowed e-mail to be obtained without a 



43 


probable cause warrant under some circumstances. Similarly, a growing number of 
courts are concluding that the information about people's physical location 
contained in cell phone records is subject to Fourth Amendment protection. 

There are also important First Amendment interests implicated by monitoring of 
communications records in particular. The Supreme Court has long held that the 
rights of free expression protected by the First Amendment encompass a right to 
anonymous political speech — and 1 should point out here that the Cato Institute 
itself is named for a famous series of pseudonymous political pamphlets defending 
individual liberty against government power — a right to "receive information and 
ideas," and a right to "expressive association" without state scrutiny into the 
membership lists of the political organizations through which it is exercise, 
especially when those organizations are unpopular. Flere, too, courts are 
increasingly recognizing the need for heightened standards when subpoenas would 
burden these vital interests. 

in the intelligence context, associational interests would appear to be implicated by 
the routine use of business record authorities to map "communities of interest" or 
conduct "link analysis” using telecommunications records at two or three removes 
from the actual target of investigations. Judicial scrutiny can mitigate these concerns 
somewhat: Thanks again to the Inspector General, we know of at least one case in 
which the FISA court rejected a §215 application on the grounds that it targeted 
protected speech. Undeterred, however, the FBI went ahead and obtained the same 
information using National Security Letters. 

Of special concern here is a "sensitive collection program” involving §215 alluded to 
by Acting Assistant Attorney General Hinnen last year in his testimony on these 
authorities. Though the Senate had previously unanimously approved an 
amendment limiting §215 authority to records pertaining to the activities of terror 
suspects or their associates, a similar reform appears to have been abandoned last 
year following claims by the Justice Department that such a change would hamper 
that secret program. Soon afterward. Sen. Russ Feingold purported to have 
knowledge of clear misuse of §215 unknown to the general public. 

If nothing else, I would urge those with access to the relevant details to take a long, 
hard look at that. But I would also suggest that we should be highly skeptical of any 
intelligence program that cannot function within even those very modest 
limitations. The United States was able to observe the time-tested principle of 
individualized suspicion in a decades-long conflict with a hostile empire armed with 
nuclear weapons. We should not assume it is an insuperable handicap against 
scattered bands of religious fanatics. 

Conclusion 

As a final observation, I want to suggest that formal improprieties at the acquisition 
stage — while certainly very serious, especially in the case of National Security 
Letters — are not the sole cause for concern about these broad surveillance powers. 
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It would be more worrying, after all, if standards were lowered and safeguards 
weakened so far that nothing counted as a "misuse." The real danger is that the 
formally lawful collection of records is giving rise to a set of ever-growing 
databases — the FBI's comprising billions of records at last count — overflowing with 
potentially sensitive information about innocent Americans and their 
constitutionally protected activities. 

As the recent publication of classified military and State Department records by 
Wikileaks demonstrates all too clearly, just one of the thousands of people with 
access to a database — whether inspired by misguided idealism or more sinister 
motives — can compromise an enormous amount of information. When that 
information is published on the Internet for all to see, however, it's at least possible 
to assess the extent of the harm and seek to identify the responsible parties. 
Similarly, when information obtained for intelligence purposes, subject to 
intelligence rules, is passed on to criminal prosecutors, we at least know that the 
safeguards of the criminal justice system remain in place. 

But the ugly history of American intelligence abuses suggests that the gravest threat 
in this sphere involves the secret deployment of information for political purposes — 
the most notoroious example being the attempt to exploit recordings of Martin 
Luther King's extramarital liaisons to drive the civil rights leader to suicide. It was a 
commonplace, in my former life as a journalist, to say that fact-checking will catch a 
sloppy reporter, but not one intent upon deception. By the same token, internal 
oversight and auditing are reasonably good at catching honest mistakes. But under 
the veil of secrecy surrounding intelligence, the only sure way to prevent willful 
misuse of information about innocent Americans is to 

You sometimes hear it said that civil libertarians are trapped in a "pre-9/11 
mindset," stubbornly refusing to adapt to the demands of a world where non-state 
adversaries wield terrifying destructive capabilities. I would like to believe that's 
not true: With at respect to at least two of the three authorities under consideration 
today, I would not question whether the government should have these tools to 
investigate terrorists — but only how they should be tailored to ensure that they are 
focused on terror/sts without intruding on the privacy of innocent Americans any 
further than is necessary to safeguard national security. 

But I think it would be an equally serious mistake to lapse into what we might call a 
"pre-Church Committee mindset", to forget why we established a series of 
safeguards against overbroad surveillance, and to assume that abuse of intelligence 
powers can only happen in places like Egypt or China or Iran. As our Founders 
understood, and as the history of the 20* century teaches us, it can — and indeed 
did — happen here. If we lose sight of that historical lesson, history suggests it may 
be decades more before we know our mistake. 


Mr. Sensenbrenner. Thank you very much. 

The Chair will now recognize the Members alternatively by sides 
in the order in which they appear after Mr. Scott and I are able 
to question the witnesses. And I yield myself 5 minutes. 
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Mr. Sanchez, you really haven’t complained very much about the 
section 215 orders and have taken off after the national security 
letters to a much greater extent. Are you aware that the national 
security letters were authorized in 1986 legislation sponsored hy 
Senator Leahy? 

Mr. Sanchez. I am, of course. But I believe it is important 

Mr. Sensenbrenner. No, no. Okay. You know that that was not 
a part of the original PATRIOT Act. 

Are you aware that there were civil liberties protections that 
were put into the national security letter statute at the time of the 
2006 reauthorization? 

Mr. Sanchez. Certainly. 

Mr. Sensenbrenner. What is wrong with those protections? 

Mr. Sanchez. Well, I think the problem here is that as, for ex- 
ample, the recent WikiLeaks disclosures have made clear, when 
databases, however protected or classified they may be, are allowed 
to contain so many records about so many different people without 
the requirement of some sort of individualized suspicion, it takes 
only really one bad actor to enable enormous disclosure of 

Mr. Sensenbrenner. But does that mean that the tools of sec- 
tion 215 and the national security letters should be completely 
thrown out the window because of one bad actor? 

Mr. Sanchez. No. What I would suggest, however 

Mr. Sensenbrenner. Okay. Well, then when the reauthorization 
was done, section 215 was declared unconstitutional by a Federal 
court. I believe it was in Michigan. And after the Congress did the 
reauthorization that many of my friends opposed, the plaintiffs 
withdrew their lawsuit. Now, were the changes that caused the 
plaintiffs to withdraw their lawsuit inadequate in any respect, and 
if so, how? 

Mr. Sanchez. Well, I would suggest, again to return to what I 
alluded to 

Mr. Sensenbrenner. Answer the question if they were inad- 
equate in any respect. 

Mr. Sanchez. I believe that one the changes that was considered 
by not implemented ultimately but that was approved by the Sen- 
ate unanimously creating a requirement that there be at least a 
one-removed nexus to a terror suspect would have narrowed that 
authority in a way that 

Mr. Sensenbrenner. But section 215 is directed at people who 
hold business records, and the courts have already determined that 
they are not subject to the protections of the Fourth Amendment 
because the potential criminal defendant or terrorist, if you would, 
was not in possession of those records. And there is a pretty signifi- 
cant difference that the courts have recognized. 

Now, you know, again I am asking if the protections were inad- 
equate. 

Mr. Sanchez. Well, let me suggest two differences. 

Mr. Sensenbrenner. No. Just tell me how they were inadequate 
because there hasn’t been a ruling of unconstitutionality. 

Mr. Sanchez. Nor, of course, covert authorities and so 

Mr. Sensenbrenner. You know, yes, they are, but in the amend- 
ments, we gave anybody who got a section 215 FISA Court order 



46 


the opportunity to go to court and to get it quashed or cancelled, 
and to my knowledge, there has been no court that has done that. 

Mr. Sanchez. Well, if you look at what the Inspector General has 
found about 

Mr. Sensenbrenner. No. I am looking at what the courts have 
been saying, sir. You know, the Inspector General has got an opin- 
ion just as the Attorney General has an opinion. I don’t know that 
since the changes in 2006 were made there has been any finding 
by a court that there is unconstitutionality. 

Mr. Sanchez. One problem is that in the criminal context 
where 

Mr. Sensenbrenner. But we are not talking about the criminal 
context. We are talking about FISA here. 

Mr. Sanchez. But I wanted to suggest a contrast in that 

Mr. Sensenbrenner. No. There is no need for a contrast because 
we are talking about either extending a provision of FISA or letting 
a provision of FISA drop. 

Mr. Sanchez. The third option, though, would be to extend it 
suitably narrowed to compensate for the fact that third party 
record custodians, where the acquisition of records does not ulti- 
mately become public, lack the incentive that they have on the 
criminal side and we see frequently in challenges to subpoenas for 
records that 

Mr. Sensenbrenner. Well, just because they don’t have the in- 
centive doesn’t take away their right to go to court to get it 
quashed. 

Okay. Let me talk about roving wiretaps. You know, we have 
heard from the previous witnesses that if roving wiretaps are okay 
for the Sopranos, you know, why not for Mohamed Atta. Why not 
for Mohamed Atta? 

Mr. Sanchez. I do not oppose these roving wiretaps in intel- 
ligence investigations. 

Mr. Sensenbrenner. Okay, thank you very much. 

My time has expired. 

The gentleman from Virginia, Mr. Scott? 

Mr. Scott. Thank you, Mr. Chairman. 

Mr. Hinnen, on the lone wolf provision, it is my understanding 
that these cannot be used against U.S. persons. Is that right? 

Mr. Hinnen. That is correct. 

Mr. Scott. Are they limited to terrorism as opposed to routine 
foreign intelligence? 

Mr. Hinnen. Yes. The statutory definition requires that the indi- 
vidual be engaged in or preparing for international terrorism. 

Mr. Scott. And what do you need to represent to a court to get 
a lone wolf 

Mr. Hinnen. You need to demonstrate to the court probable 
cause that the individual is engaged in or preparing for inter- 
national terrorism and probable cause that he is using or is about 
to use the telephone that you want to surveil. 

Mr. Scott. The information that you have to show that — would 
that not be sufficient to get a Title III normal criminal warrant? 

Mr. Hinnen. It might in some cases. 

Mr. Scott. How can you have that information and it not be suf- 
ficient? How could it not be sufficient? 
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Mr. Hinnen. It may in most cases be sufficient. I think that be- 
cause the criminal statute requires proof of probable cause that a 
crime is being committed, whereas the FISA statute requires prob- 
able cause that the individual be engaged in or preparing to engage 
in international terrorism, there is a possibility that there might be 
some slight difference, but I will certainly grant the Congressman’s 
point 

Mr. Scott. International terrorism is a crime. 

Mr. Hinnen [continuing]. That they are very similar. 

Mr. Scott. International terrorism is a crime. Is that right? 

Mr. Hinnen. There are jurisdictional elements to criminal stat- 
utes as well, and we need to ensure that those are satisfied. 

Mr. Scott. On 215, you are entitled to get information relevant 
to foreign intelligence. Is that right? 

Mr. Hinnen. That is correct. 

Mr. Scott. Is that limited to terrorism? 

Mr. Hinnen. No, that is not limited to terrorism. That includes 
counter-intelligence as well and information regarding the national 
defense or foreign affairs. 

Mr. Scott. Foreign affairs, diplomacy. 

Mr. Hinnen. Correct. 

Mr. Scott. What was done before the USA PATRIOT Act in get- 
ting information? What do you get under the PATRIOT Act that 
you couldn’t get otherwise? 

Mr. Hinnen. Under these specific authorities? 

Mr. Scott. Right. 

Mr. Hinnen. I think these authorities provide an opportunity for 
the intelligence community to obtain in a secure way, while at the 
same time protecting classified information and sources and meth- 
ods, records that are relevant to national security investigations. 

Mr. Scott. You couldn’t get that before USA PATRIOT Act? 

Mr. Hinnen. We could get it before the USA PATRIOT Act. Cer- 
tainly the grand jury subpoena authority was available then. Of 
cou.rs6 til© 

Mr. Scott. What about just FISA? 

Mr. Hinnen. You know, I don’t know the answer to that ques- 
tion. I wasn’t practicing in this area before the PATRIOT Act. 

Mr. Scott. Mr. Litt, were you practicing then? 

Mr. Litt. I am going out on a limb here. I have a recollection 
that there may have been some authority prior to the PATRIOT 
Act that was expanded in the PATRIOT Act, but I am not certain 
of that. I wouldn’t want to be quoted on that. There certainly was 
NSL authority. 

Mr. Scott. But, Mr. Hinnen, what you get is information rel- 
evant to foreign intelligence. Do you need to show any probable 
cause of any crime or speculation or terrorism? 

Mr. Hinnen. You don’t for a business records order. As with the 
grand jury subpoena 

Mr. Scott. Do you have show that the records are connected to 
a foreign agent? 

Mr. Hinnen. Collected through a foreign agent? 

Mr. Scott. Connected to a foreign agent. 

Mr. Hinnen. You need to show that they are relevant to a na- 
tional security investigation. 
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Mr. Scott. Which includes foreign intelligence, not just ter- 
rorism. 

Mr. Hinnen. Correct. 

Mr. Scott. When people hear of national security, they think ter- 
rorism, hut you are talking just normal diplomacy kind of stuff. 

Mr. Hinnen. No. It includes spies and espionage and that sort 
of thing as well. 

Mr. Scott. Now, on the roving wiretap, how is the standard to 
get a roving wiretap different from the normal Title III warrant? 

Mr. Hinnen. The difference with respect to a roving wiretap is 
that the Government has to demonstrate, in addition to prohahle 
cause, that the individual is an agent of a foreign power and is 
using or is about to use a telephone number. The Government also 
has to demonstrate to the court that the individual may take steps 
to thwart the surveillance. 

Mr. Scott. Now, is the roving wiretap under this authority lim- 
ited to terrorism as opposed to 215 which is any kind of spying? 

Mr. Hinnen. No. 

Mr. Scott. Is the roving wiretap limited to 

Mr. Hinnen. Excuse me. It too permits the collection of foreign 
intelligence information. 

Mr. Scott. Which 

Mr. Hinnen. Which is the broad definition that we have been 
discussing. Congressman. 

Mr. Scott. And the minimization. You said collection, dissemina- 
tion, and retention. Does the minimization include collection? 

Mr. Hinnen. It does for surveillance, yes. Congressman. 

Mr. Sensenbrenner. The time of the gentleman has expired. 

The gentleman from South Carolina, Mr. Gowdy. 

Mr. Gowdy. Thank you. 

Mr. Sanchez, you cited the Ninth Circuit which from my perspec- 
tive is the most reversed, least likely to be correct circuit in the 
country. Can you cite any other authority for your concerns? 

Mr. Sanchez. As Mr. Sales mentioned, there are three Federal 
appellate courts that have examined roving wiretaps in the crimi- 
nal context, and I think — back me up — that all three have stressed 
the additional requirement in the case of roving taps that a named 
target be identified as important to allowing those taps to meet the 
particularity standard. 

Mr. Gowdy. Would you agree with me that the United States can 
indict Fnu Lnu? 

Mr. Sanchez. Yes. 

Mr. Gowdy. Well, then why can’t they investigate Fnu Lnu? 

Mr. Sanchez. I am not opposed to investigation and certainly of 
persons who are reliably believed to be connected to terror groups. 
The issue is not whether the investigation should happen but what 
constraints should exist to narrow the investigation to ensure that 
the information pertaining to innocent people is not swept up espe- 
cially given the relative lack of the kind of back-end constraints 
that exist in the criminal context. 

Mr. Gowdy. Well, if you don’t know the name of the person, if 
his first name is unknown and his last name is unknown, how are 
you going to investigate him under your recommendations? 
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Mr. Sanchez. Well, if his first name is unknown and the last 
name unknown, how are you sure you are investigating that per- 
son? 

Mr. Gowdy. There are lots of people in the criminal context that 
you know a crime was committed. You don’t have any idea what 
their first name or last name is. Trust me from 16 years of doing 
it. A name is sometimes the last piece of information that you get. 

Mr. Sanchez. And what can be done in that context is to target 
a facility. Again, both FISA and criminal warrants permit a facility 
where there is an evidentiary nexus connecting it to a crime or in 
this case an agent of a foreign power can be specified. The question 
is whether the agent in a case where the target is not known, 
where there isn’t that anchor, has discretion to choose new facili- 
ties not 

Mr. Gowdy. When you say the target is not known, there is a 
difference between not being known and not being identified. Cor- 
rect? 

Mr. Sanchez. It borders on metaphysics, but yes. 

Mr. Gowdy. Well, it doesn’t border on metaphysics. It is a fact. 
You can not know the identity of someone and still know that that 
person exists. Correct? 

Mr. Sanchez. Certainly. 

Mr. Gowdy. So there is a difference between being identified and 
being known. 

Mr. Sanchez. And when a target is known by description, which 
will often be connected to the facility which is originally monitored, 
I think that anchor should limit the extent of the warrant until 
identification of information about the identity of that person can 
be obtained. 

Mr. Gowdy. You don’t have serious concerns about the roving 
wiretap. Correct? If I understood your testimony correctly. 

Mr. Sanchez. If it is narrowed to match the criminal authority, 
no. 

Mr. Gowdy. You are upset about national security letters, but 
that is not part of what we are doing. 

Mr. Sanchez. I was tying those with 

Mr. Gowdy. But that is not part of this reauthorization. 

Mr. Sanchez. That is true. 

Mr. Gowdy. So roving wiretaps, not that much of an issue with 
roving wiretaps. 

Lone wolf 

Mr. Sanchez. There is potential for roving — for these John Doe 
warrants, but I think that is, again, a very narrow set of cases. 
And so closing that loophole would 

Mr. Gowdy. We have Fnu Lnu indictments. That would even be 
worse than a Fnu Lnu warrant. Wouldn’t it? I mean, we indict un- 
known people. 

Mr. Sanchez. In the context of a criminal investigation where 
the point is, of course, to identify that person and to have trial in 
a public fashion. 

Mr. Gowdy. Business records. A Federal prosecutor can send a 
subpoena without going to any Article III judge and getting permis- 
sion, without getting any permission from anyone, can do it on be- 
half of a grand jury anytime she or he wants to. Correct? 
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Mr. Sanchez. Yes. 

Mr. Gowdy. So you would agree that there is an additional layer 
of protection in these cases that doesn’t even exist in drug cases 
or child pornography cases or carjacking cases or bank robbery 
cases. 

Mr. Sanchez. But there is an absent layer of protection insofar 
as there is no independent grand jury in these cases and also inso- 
far as the secrecy removes 

Mr. Gowdy. Wait a second. What do you mean there is an ab- 
sence? You think an Article III judge who has a job for life is less 
independent than a grand jury? 

Mr. Sanchez. Well, there is a difference in terms of the nature 
of the scope of the investigation. Again, on the criminal side, we 
are talking about in most cases some kind of nexus to a crime that 
has been or is being committed. And then again 

Mr. Gowdy. But you would concede we cannot wait in these 
cases until a crime is committed. So that analogy falls. I mean, the 
goal is not to wait until a crime has been committed in these cases 
and then do a really good job prosecuting it. Correct? 

Mr. Sanchez. But to the extent that scope difference creates 
more discretion, additional protections I think are appropriate. 

Mr. Sensenbrenner. The gentleman’s time has expired. 

The junior Chairman emeritus of the Committee, the gentleman 
from Michigan, Mr. Conyers? 

Mr. Conyers. Thank you, Mr. Chairman. 

Mr. Hinnen and Mr. Lift, I understand that the Judiciary Com- 
mittee in the other body is considering a bill that would make some 
changes in some of this law that we are discussing, S. 290. Do any 
of you have any operational concerns about anything in this bill 
that you would like to bring to our attention this afternoon? 

Mr. Hinnen. Mr. Ranking Member, I am not sure exactly which 
bill S. 290 is. Who is the sponsoring Senator, please? 

Mr. Conyers. Chairman Leahy. 

Mr. Hinnen. Congressman, Mr. Ranking Member, with the ca- 
veat that that bill is currently going through markup or at least 
was until very recently and we may not have reviewed the most 
recent set of changes, the Administration had reached a point 
where it was supporting a very similar bill to that at the end of 
the last Congress when these provisions were set to expire. So 
without knowing every jot and title that may have been changed 
in the recent markup, we are prepared to support a bill that is 
similar to the one that was considered at the close of the last Con- 
gress. 

Mr. Conyers. Mr. Litt? 

Mr. Litt. Mr. Ranking Member, that bill — I think the provisions 
in there are examples of the kinds of provisions that I described 
in my statement as provisions that would provide enhanced protec- 
tion for civil liberties without affecting operational utility. So, yes, 
that is our view on those. 

Mr. Conyers. Thank you both. 

Mr. Sanchez, it has been a fairly difficult afternoon, hasn’t it? 
[Laughter.] 

Mr. Sanchez. I am having fun. 

Mr. Conyers. Could I inquire if you are an attorney? 
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Mr. Sanchez. I am not. 

Mr. Conyers. Well, that may account for some of the difficulty. 

What would you tell a Member of this Committee this afternoon 
who might be thinking about voting against this 3-year extension? 

Mr. Sanchez. Well, first of all, in terms of the operational im- 
pact, there is a grandfather clause. That means these powers would 
continue to be in effect for investigations already underway. So the 
immediate operational impact I think would likely be limited by 
that. 

I would suggest that certainly all three appear to — well, in one 
case, not used at all; in the other cases, used in a fairly limited 
way. 

But I would suggest that at least with respect to roving wiretaps 
in 215, what would be desirable is to sufficiently constrain them so 
that they are narrowed to minimize the collection of information 
about innocent Americans in a way to account, again, for the struc- 
tural differences between intelligence and criminal investigations 
and that fixing these provisions so that they can be made perma- 
nent is actually preferable to allowing them to expire. 

Mr. Conyers. Does anyone here want to comment on that sug- 
gestion? 

Mr. Hinnen. I would just say. Congressman, that I think the ref- 
erence to a distinction in the constitutional architecture between a 
group and an individual — I actually, with due respect, disagree 
with the assertion that that is what Congress did in 1978 and that 
that is what the Keith case does. What those cases do and what 
the Fourth Amendment cases that focus on this do is distinguish 
between the Government’s interest in criminal investigation and 
the Government’s interest in protecting the national security. They 
don’t distinguish between — the distinction of constitutional signifi- 
cance is not one between an individual and a group. 

Mr. Litt. I think from the intelligence community’s point of view, 
we certainly share the hope that we can reach the stage where 
these authorities can be authorized on a permanent basis. From 
our point of view, while we encourage oversight, having to run up 
against repeated expirations is not something that we particularly 
enjoy doing. I guess at the generic level, I can share the sentiment 
that I hope we get to the stage where we all agree on what the ap- 
propriate way is that we can authorize these permanently. We may 
disagree as to what the details of that are. 

Mr. Conyers. Professor? 

Mr. Sales. I think, if I may — I know we are very short on time. 
So I will be as brief as I can, which is hard for a professor to do. 

I think Congress has struck the right balance with the provisions 
as they exist. Since the PATRIOT Act was enacted. Congress has 
revisited these provisions time and time again, each time adding 
additional layers of oversight and additional safeguards. I think 
those additional mechanisms to protect privacy and civil liberties 
would justify a permanent extension of these provisions now with- 
out any additional tinkering. 

Thank you, sir. 

Mr. Sensenbrenner. The time of the gentleman has expired. 

The Vice Chair of the Subcommittee, the gentleman from Texas, 
Judge Gohmert? 
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Mr. Gohmert. Thank you, Mr. Chairman. 

I appreciate your all’s testimony. 

One of the things I got hit up — when we were talking about ex- 
tending 206, 215 of the PATRIOT Act, was that under 206, appar- 
ently somebody had been talking about it on TV that that could 
allow the FBI to get a wiretap on an entire neighborhood because 
the person being pursued had used a neighbor’s phone before and 
therefore might be likely to use other people’s phones in the neigh- 
borhood. Has anybody here ever heard of an entire neighborhood 
being wiretapped under 206? 

Mr. Hinnen. No, Congressman, and I think that would be incon- 
sistent with the terms of the statute which require the Covernment 
to demonstrate probable cause that the specific agent of a foreign 
power is using a specific telephone number. 

Mr. Litt. In addition to that, when you do get a roving wiretap 
order, every time the agents go up on a new telephone, they have 
to report that to the FISA Court within 10 days and they have to 
report the specific basis on which they believe that the particular 
facility was being used. And I would doubt that that would pass 
muster with the FISA Court if anybody tried that. 

Mr. CoHMERT. In my understanding with the roving wiretap, the 
goals was to go after cell phones that could be disposed of quickly 
and not give time to go after the new phone. Is that correct? 

Mr. Hinnen. And other similar kinds of tradecraft where individ- 
uals cycle through providers quickly in order to try and shake sur- 
veillance, yes. 

Mr. COHMERT. Professor, do you have any comment on that? Do 
you think it is plausible, possible even to get a wiretap of an entire 
neighborhood under 206? 

Mr. Sales. No, sir. I think that would be inconsistent with the 
terms of FISA as it is written. As my colleagues have said, FISA 
is very clear about what is required in order to initiate surveil- 
lance. You must establish, in the case of 206, probable cause to be- 
lieve that the target is engaging in international terrorism. I think 
it would be extraordinarily difficult to persuade the FISA Court 
that there is probable cause to believe that an entire neighborhood 
is engaging in international terrorism. 

In addition, it must be shown that there is probable cause to be- 
lieve that the target is using a specific facility in question. If there 
is a terrorist using a phone, then we should be listening to it, but 
it is inconceivable to me that the FISA Court would approve drag- 
net surveillance like this. I think that is the most important part. 
It is the court that decides, not the FBI. 

Mr. COHMERT. Well, Mr. Sanchez, you brought up NSL’s. I think 
most of us were quite alarmed when the IC came in with a report 
that they had been badly abused and they were not getting the su- 
pervision we had been assured that NSL’s would get. And you had 
FBI agents just doing fishing expeditions without proper super- 
vision. 

If I understood you correctly, you seem to think that 215 could 
take care of the needs that are currently given to — or the power 
that is currently under the national security letters. Is there any- 
body else that you know of that agrees with that? If you just did 
away with national security letter power 
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Mr. Sanchez. I am not proposing doing away with the national 
security letter power. 

Mr. Gohmert. Oh, you are not? What is your specific proposal? 

Mr. Sanchez. My suggestion is that if the national security letter 
authority were narrowed further, for example, as it previously did, 
to permit the acquisition of records that pertain to a suspected ter- 
rorist and in the case of communications records for basic sub- 
scriber information for persons believed to be in contact with a sus- 
pected terrorist, that narrower authority could allow the kind of 
initial investigation on the basis of relatively limited records that 
don’t sweep in people 2 and 3 degrees removed. And if that kind 
of greater breadth is necessary, 215 orders could be employed for 
those categories of records. 

Mr. Gohmert. So you think national security letters do perform 
an important function. They just need to be narrowed. Is that cor- 
rect? 

Mr. Sanchez. I think that is accurate, yes. 

Mr. Gohmert. I see my time has expired and I yield back. 

Mr. Sensenbrenner. The time of the gentleman has expired. 

The gentleman from Georgia, Mr. Johnson? 

Mr. Johnson. Thank you, Mr. Chairman, for holding this very 
important hearing. 

I have — well, before I go down that line, let me say that section 
215, the business records section, can be used against Americans 
who are alleged to be an agent of a foreign power. Is that correct? 

Mr. Hinnen. Yes, that is correct. 

Mr. Johnson. And you would just simply need specific and 
articulable facts giving reason to believe that an American may be 
assisting a foreign power or an agent of a foreign power, in other 
words, not probable cause but a level below probable cause. 

Mr. Hinnen. Certainly the relevant standard is a more lenient 
or a minimal standard as opposed to probable cause. 

What the business records provision actually allows us to do is 
to get records from a third party custodian, to go to a bank and 
get an individual’s bank records or that kind of thing. And so that 
is why the importance is demonstrating their relevance to a na- 
tional security investigation, not necessarily anything specific 
about the individual because they don’t actually act against the in- 
dividual directly. 

Mr. Litt. Let me here — just to be clear, in those FISA authorities 
which do depend upon a finding that somebody is an agent of a for- 
eign power, that finding is based on probable cause by the court. 

Mr. Johnson. The finding that the person is an agent of a for- 
eign power looks to me that it simply requires a showing of specific 
and articulable facts as opposed to probable cause. I am correct on 
that, am I not? 

Mr. Hinnen. That was the distinction. Congressman, I was try- 
ing to draw. I don’t think I articulated it very well. What the busi- 
ness records provision requires the Government to show is some- 
thing with respect to the investigation itself rather than some- 
thing — 

Mr. Johnson. Yes. Well, I understand that part. That is probable 
cause, the fact that it may be related to a terrorism or a security 
investigation, national security. 
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But the person whose documents are being subpoenaed, if you 
will — that person can be an American and they can be established 
as an agent of a foreign power merely through an articulable, rea- 
sonable suspicion as opposed to probable cause. 

Now, I have serious concerns about the possible abuse and mis- 
use of counter-terrorism technologies developed by Federal contrac- 
tors under the authority of the PATRIOT Act and the Homeland 
Security Act. Are either one of you familiar with the recent Cham- 
ber leaks controversy? 

Mr. Litt. I am sorry. The recent what? 

Mr. Johnson. Chamber leaks, a situation where there was a 
group of 

Mr. Litt. The Chamber of Commerce? 

Mr. Johnson. Yes. 

Mr. Litt. I am familiar from reading it in the newspapers, yes. 

Mr. Johnson. So the technologies that were developed by these 
security contractors which could have been unleashed on American 
citizens for domestic illegitimate purposes, the mining of social net- 
work sites, the planting of false personas and things like that, false 
documentation — these are technologies that are depended upon by 
individuals who are executing their authority under the PATRIOT 
Act. Correct? 

Mr. Litt. Well, I don’t specifically know what technologies those 
people planned to use, but I do know 

Mr. Johnson. Let me ask you are you familiar with Palantir 
Technologies, Bar Code technologies, or HBGary Federal and 
whether or not the Department of Justice or the national security 
agency which you belong to, Mr. Litt, contracts with any of those 
firms for their software? 

Mr. Litt. I am familiar with the names of the companies. I don’t 
know whether there are any contracts between the intelligence 
community and any of those companies. 

Mr. Johnson. Well, I have asked for a congressional hearing to 
take place in Judiciary, and I look forward to hearing back from 
the Chairman of the full Committee as to whether or not there will 
be hearings held on this most important topic, which is directly re- 
lated to our subject matter today. 

Thank you. 

Mr. Sensenbrenner. The time of the gentleman has expired. 

The gentleman from California, Mr. Lungren? 

Mr. Lungren. Thank you very much, Mr. Chairman. 

Mr. Sanchez, you talked about the Ninth Circuit. I am a little fa- 
miliar with the Ninth Circuit. They were, during the time I had ex- 
perience with them, the most reversed circuit in the entire United 
States. I think 1 year they had 19 out of 20 cases reversed; 1 year, 
21 out of 22, a number of them that my office brought before the 
Supreme Court. 

But I was interested in the language that you cited as exemplary 
for what we ought to be using. It really caught my attention be- 
cause you quoted their language saying that they approved it in 
the criminal context because there is virtually no possibility of 
abuse or mistake. I guess my question is, should that be the stand- 
ard that we use, virtually no possibility of mistake, before we are 
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allowed to have a roving wiretap in a case in which we are trying 
to stop an attempted terrorist attack? 

Mr. Sanchez. Well, I should say in the context 

Mr. Lungren. I mean, that is the language that you used. So I 
assume that you meant that that is the kind of standard we ought 
to have, virtually no possibility of mistake. 

Mr. Sanchez. I think in fact, again in particular when we are 
talking about online surveillance or surveillance of electronic com- 
munications, anytime a tap is roving, there is inherently some pos- 
sibility of error, but that is dramatically magnified without the an- 
chor of 

Mr. Lungren. So that would not be your standard. I appreciate 
that. 

Mr. Litt and Mr. Hinnen, sort of the general talk about roving 
wiretap — can you tell me how many times it has been utilized 
under section 206? 

Mr. Hinnen. I am afraid we don’t have that number with us 
today. As I mentioned in my testimony, we obtain the authoriza- 
tion about 20 times a year. The set of circumstances doesn’t always 
eventuate such that we need to use the authority despite the fact 
that we have gotten it. So it would be something less than 20 times 
a year. 

Mr. Lungren. There would be some people that would believe 
perhaps, if they heard some of the commentary today, that my 
goodness, if we don’t have the same restrictions that you have in 
a criminal case, this must give rise to your ability to have a wide- 
ranging, exploratory search with no specificity. As I read the stat- 
ute, it doesn’t allow that. Could you explain exactly what you have 
to do in order to obtain the authority for a roving wiretap in a sec- 
tion 206 case? 

Mr. Hinnen. Sure. Thank you. Congressman. 

The Government has to make three important showings in that 
case. It has to make the two showings that are required for regular 
FISA surveillance in any case: probable cause to believe the indi- 
vidual is an agent of a foreign power and probable cause that the 
individual will use the specific phone number 

Mr. Lungren. The individual. It is an individual even though 
you may not know the individual’s name. 

Mr. Hinnen. That is correct. I thought Congressman Gowdy did 
an excellent job of demonstrating the difference between being able 
to identify someone and being able 

Mr. Lungren. But I want to make sure that as you understand 
the statute, it requires you to have some specificity with respect to 
an individual who is the target of your inquiry. 

Mr. Hinnen. That is correct. Congressman. Specificity both with 
respect to a specific individual and with respect to a specific phone 
number. 

Mr. Lungren. And if in fact in the process of using the roving 
wiretap, you move it to another instrumentality, do you not have 
to then inform the court of that? 

Mr. Hinnen. We do. We have to inform the court of the facts that 
lead us to believe that the target for whom we have already shown 
probable cause that he was an agent of a foreign power is using 
a specific phone number at that new provider. 
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Mr. Lungren. So there is a continuing oversight by the court in 
that context? 

Mr. Hinnen. That is correct. 

Mr. Lungren. And obviously in a criminal case and in a case 
such as this, when you allowed to have a roving wiretap, I assume 
you collect conversations with people who are not targets. 

Mr. Hinnen. That is certainly correct that when the Government 
conducts surveillance, not every conversation relates to the conduct 
being 

Mr. Lungren. And the Government has done this for years and 
years in the criminal context. I presume that you handle it in this 
context in a similar manner, that is, you are required to minimize 
those conversations of people who are not targets. Correct? 

Mr. Hinnen. Although the minimization process works slightly 
differently, yes, there is a strict minimization requirement in the 
FISA statute. 

Mr. Lungren. Would you explain for the record what that mini- 
mization process is? 

Mr. Hinnen. In a criminal context, real-time minimization is re- 
quired. In other words, an agent literally listens to the phone call, 
and if it appears to be a call to mom about picking up milk on the 
way home, the call is dropped. Because Congress recognized that 
spies and terrorists don’t always operate that way, there may be 
language issues, there may be issues of talking in code, there may 
be tradecraft issues, the FISA statute does not require real-time 
minimization. It requires after-the-fact minimization. 

Mr. Lungren. But minimization nonetheless. 

Mr. Hinnen. Minimization nonetheless. 

Mr. Sensenbrenner. The time of the gentleman has expired. 

The gentlewoman from California, Ms. Chu? 

Ms. Chu. I was interested in a couple of anecdotes from the In- 
spector General report, the first case where the FBI was collecting 
information about a certain telephone line. During this time the 
phone company assigned the number to a different person but 
failed to inform the FBI of this fact for several weeks, and as a re- 
sult, the FBI collected information about an innocent person who 
was not connected to the investigation. 

And then a second anecdote where the FBI learned that a source 
who had provided significant information about the target changed 
his mind and no longer believed that the target was involved with 
a particular terrorist group, but the change was not reported to the 
court until about a year later. Hence, all that information was col- 
lected. 

Well, let me ask about these roving wiretaps, Mr. Hinnen or Mr. 
Litt. The criminal law also permits roving wiretaps, as it should, 
but it also includes a critical protection that section 206 of the PA- 
TRIOT Act does not. It requires the Government to specifically 
identify the target if it is not going to identify a device and rove 
with an individual. There have been legislative fixes proposed for 
almost 10 years to put this common sense protection into FISA. Do 
you oppose this proposal or do you support this proposal? Please 
explain what your position is on this. 

Mr. Litt. I must say I think that proposal is entirely unneces- 
sary. As Mr. Hinnen explained before, the FISA statute already re- 
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quires that we either identify the person by name or give a suffi- 
cient description of him so that we know who it is. 

I must say I spent a number of years at the beginning of my ca- 
reer as an assistant U.S. attorney, and I encountered situations 
where we would wiretap somebody and the target of the wiretap 
would be, you know, John Doe, aka, Chico. All we knew was a nick- 
name, but we knew enough to know who it was so that when we 
were listening to the phone, as Mr. Hinnen said, we could turn it 
off if we didn’t have our target on the line. 

It is the same principle here. We may not know the person’s 
name and we certainly may not know that we know his true name, 
but we can’t get a FISA order unless we know enough to convince 
the court that we know who the person is and that that person is 
an agent of a foreign power. And that requires particularity. 

Ms. Chu. Well, another protection in criminal wiretaps is that 
the Government must ascertain that the subject is actually using 
the device before it begins recording, thereby greatly reducing the 
number of innocent people that are inadvertently recorded by the 
Government. As you can see here in the anecdote that I just 
named, the suspected person wasn’t even using that particular 
phone. 

Do you oppose putting this protection into FISA, and if so, why? 

Mr. Hinnen. Congresswoman, that protection is in FISA for sur- 
veillance. The Government must show, in addition to probable 
cause that the targeted individual is an agent of a foreign power, 
probable cause that the individual is using or is about to use the 
phone. I suspect — and I am not familiar with that particular pas- 
sage of the Inspector General’s report, but I expect that that was 
a mistake. I won’t sit here and tell you that mistakes never occur 
in this area of human endeavor, just like they occur in all others. 
But the FISA statute does require the Government to demonstrate 
probable cause that the individual is using or about to use the spe- 
cific number that the Government wants to conduct surveillance 
on. 

Ms. Chu. Mr. Sanchez, how do you respond to this? 

Mr. Sanchez. I think what is crucial to keep in mind when talk- 
ing about the equivalence between two powers is the larger frame- 
work in which they are embedded. So as Mr. Hinnen already dis- 
cussed, collection in the first instance is much broader, is weighted 
toward, as the FISA Court has said, the Government’s need to ac- 
quire foreign intelligence, and that even when it is minimized, 
often that doesn’t entail the destruction of information. So there 
have been a number of cases where FISA recordings that were 
nominally minimized were when the Government was faced with 
the Brady obligation to provide exculpatory information, they were 
actually able to ultimately retrieve many, many times more hours 
of recording than had been not minimized. 

So in particular, in the context of where you are talking about 
roving across facilities where I think the inherent possibility of 
using an identifier like Chico creates a lot more slippage, a lot 
more potential for error, the need to compensate on the front end 
means that the protections on the discretion of agents need to be 
at least as strong as they are on the criminal side where, again. 
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there is going to be a lot more back-end scrutiny in a distributed 
fashion if not by the court itself. 

Mr. Sensenbrenner. The time of the gentlewoman has expired. 

The gentleman from Pennsylvania, Mr. Marino? 

Mr. Marino. Thank you, Mr. Chairman. 

Gentlemen, I think you have been asked a question to a certain 
extent, but before I ask you to answer my question, am I correct 
there are two attorneys and two non-attorneys? Or there are three 
attorneys and one non-attorney. Got it. All right. 

Just for the interest of brevity, I would like to start at the left 
end, my left, of the table. Could you please succinctly describe the 
difference between a Title III search warrant and a FISA warrant? 
I think that is critical at this point because as a U.S. attorney for 
6 years and a district attorney for 12 years, to some extent I had 
more latitude as a district attorney in acquiring a Title III warrant 
than I did a FISA warrant. 

Mr. Hinnen. Yes, Congressman. The principal differences be- 
tween a Title III warrant and a FISA order are that in the first 
case the Government needs to demonstrate that the individual tar- 
get is an agent of a foreign power, not an individual committing a 
crime but must show probable cause in both cases. 

Second, Congress decided in 1978 that it would be harmful to for- 
eign intelligence investigations if the strict notice requirements in 
Title III also existed in the criminal context. You would essentially 
in every case in which you conducted surveillance against a spy or 
a terrorist have to notify him within a certain amount of time after 
that surveillance had occurred. 

And then the last is one that we have already discussed here 
today as well which is in the technical manner in which the mini- 
mization is applied to the information collected. 

Mr. Marino. Attorney Litt, please. Can you follow up on that? 

Mr. Litt. I agree with that. 

Mr. Marino. Good. 

Professor? 

Mr. Sales. Thank you. Congressman. 

I agree with that and one additional and important difference be- 
tween the Title III context and the FISA context is the internal ap- 
proval mechanism for a wiretap order. In the Title III context — let 
me talk about the FISA context first. 

The FISA context requires incredibly high-level sign-off from the 
highest levels within the Justice Department. The FBI Director is 
involved. The Deputy Attorney General is personally involved. The 
Attorney General is personally involved. That is much more rig- 
orous internal executive branch scrutiny than you have for a Title 
III wiretap which I suspect may explain your own experience of the 
relative ease of obtaining a Title III versus a FISA. 

Mr. Marino. And it hinges on the credibility of the United States 
attorney and the FBI agent or whatever agent requesting that. 
Okay. 

Mr. Marino. Sir? 

Mr. Sanchez. I think they have covered it fairly well, but I 
would stress again the distinction between minimization in real 
time and minimization after the fact as again weighted toward 
broad acquisition of most of the information flowing through a fa- 
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cility unless it could not be foreign intelligence information which 
almost anything could. So again, just the idea that there is much 
broader initial collection. 

Mr. Marino. Broader initial collection where? 

Mr. Sanchez. That is to say as opposed to the case where infor- 
mation is recorded only when there is some nexus to the predicate 
offense, there is generally recording of all communications. 

Mr. Marino. You know, with all due respect you are throwing 
out first-year law school criminal law terms, “predicate offense,” 
“nexus,” you know, the whole 9 yards, something that any one of 
us can get off the Internet. But you are not getting specifics. Do 
you understand, sir, with all due respect, the delineation between 
the two and what one has to go through for the FISA order com- 
pared to the Title III? 

Mr. Sanchez. I do. I am referring only to, again, the question of 
when minimization occurs, which everyone else here has, I think, 
already alluded to. 

Mr. Marino. Thank you. 

I yield my time. 

Mr. Sensenbrenner. The gentleman from Arkansas, Mr. Grif- 
fin? 

Mr. Griffin. Thank you, Mr. Chairman. 

I want to follow up with some questions for you, Mr. Sanchez. 
I was reading in your written statement when you were talking 
about — and these pages are not numbered. You have a section here 
where you are talking about the transparency that normally sur- 
rounds the acquisition of documents via grand jury subpoena. 

Mr. Sanchez. Yes. 

Mr. Griffin. And you indicate that it is impossible to overstate 
the significance of the transparency that normally surrounds the 
acquisition of documents by those means, those means being via 
the grand jury subpoena. Could you talk a little bit about what 
that transparency is? 

Mr. Sanchez. Well, insofar as normally on the criminal side that 
those processes do not involve gag orders, as 215 orders and na- 
tional security letters normally do, the incentives I believe are dif- 
ferent for companies served with those orders. They are not always 
incentivized to stand up for the privacy rights of their customers, 
the people whose records they are in custody of But we see fre- 
quently booksellers or companies like Google moving to quash sub- 
poenas specifically citing the ground that they fear that their rep- 
utation would be damaged by the disclosure of the fact that they 
were turning over sensitive records without making any kind of 
move to limit the scope of the subpoenas. 

By contrast, what we have seen, again, in at least the national 
security letter and 215 cases, is that often when there have been 
identified misuses, they have typically occurred with the enthusi- 
astic collaboration of the record custodians, often violating the 
rules because of overproduction. 

Mr. Griffin. I am limited on time here. 

So I guess in my experience, I haven’t seen a lot of transparency, 
not that it is warranted. The whole nature of a grand jury process 
is secrecy. I am not sure where you are going with your trans- 
parency argument. But the grand jury issues the subpoena in se- 
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crecy. It is issued and complied with in secrecy. The documents are 
obtained and brought to the grand jury. So I am not exactly sure 
what that argument is that you are making there. 

But I also want to go over here. You talk about the PATRIOT 
Act’s roving wiretap provision includes no parallel requirement 
that an individual target be named. We just discussed that. We 
were given the example of at least identifying the individual even 
if we don’t know the name. 

But then you go on and you say, quote, this is disturbingly close 
to the sort of general warrant the Founders were so concerned to 
prohibit when they crafted our Bill of Rights. A little hyperbole 
there maybe. 

Mr. Litt, would you comment on that? 

And this gets me to the broader question, and this is what I have 
heard a lot back home. If you would each — I know I am running 
out of time — just briefly comment on the constitutionality of the 
three provisions that we just voted to extend. Do you any of you 
have constitutionality concerns? And if this was asked previously, 
I apologize. 

Why do we not just start on the end and go down? 

Mr. Hinnen. No, Congressman. 

Mr. Griffin. Mr. Litt? 

Mr. Litt. No. No, I don’t. I think the only two issues that have 
been raised — with respect to the lone wolf provision, I think there 
has been concern expressed that this may be beyond the national 
security powers as set out in the Keith case. And I think that when 
you have a situation where you are talking about non-U.S. persons 
who are engaged in international terrorism and a collection which 
is certified to be for the purpose of collecting foreign intelligence, 
I don’t think that is a serious constitutional concern. 

And similarly, for the reasons we previously discussed, I think 
that the roving wiretap adequately meets the particularity require- 
ment of the Fourth Amendment. 

Mr. Griffin. Mr. Sales? 

Mr. Sales. Thank you. Congressman. 

I agree with that as well. 

I think we are pretty far away from the days of King George III. 
FISA, as amended by the PATRIOT Act, doesn’t allow the sort of 
general warrant dragnets that our founders justifiably worried 
about 200 years ago. That is not the situation that FISA author- 
izes. In all cases, FISA, as amended by the PATRIOT Act, requires 
probable cause to believe that the target is an agent of a foreign 
power, i.e., somebody who is a spy or a terrorist. That seems like 
it meets the particularity requirement pretty precisely to me. 

Mr. Sensenbrenner. The time of the gentleman has expired. 

Mr. Griffin. Thank you, Mr. Chairman. 

Mr. Sensenbrenner. I would like to thank all of our witnesses 
today for their testimony. I think it has been very enlightening and 
elucidating. 

Without objection, all Members will have 5 legislative days to 
submit to the Chair additional written questions for the witnesses 
which we will forward and ask the witnesses to respond as prompt- 
ly as they can so that their answers may be made part of the 
record. 
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The gentleman from Georgia? 

Mr. Johnson. Thank you, Mr. Chairman. 

I would ask unanimous consent to introduce into the hearing 
record a report by the American Civil Liberties Union titled “Re- 
claiming Patriotism.” 

Mr. Sensenbrenner. Without objection. 

[The information referred to follows:] 


RECLAIMING PATRIOTISM 


A Call to Reconsider 
the Patriot Act 
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Aitirru jih khote witli ihinr giiveiuinetic.' I hu -ict hrtRiycd riic lonhdcoiL* thr Iratiieis of the ('.nusiitunoii lud (lliii 
j gtiwriimcnt hiNiiidcd Ky the l.iw wotdd he einxt^i in tletend the hl>ern«:> the\‘ «>i hnively iitti^lcd in 
•tcliieMi l^y nqioitdiu^ ilie ^avetHiHriit % uuttiont> in leetedv scojvh pri\*Jie leciirdk Jiid ruonititr itiuiiuiuiiLJiioiik. 
I'ltcn wiilinui 4ity evidence of wn^ij^h'ing. the Pjmot A\t eroded otir iimfi b.uic right the Ircedoin froiii 
nnwarrjjtted g>Tvrmtnrrit •••trutiDii into ont private livrv * And (hMaifrti ttomriliinuiul iheckv ami baUnm Pni 
veo’ ktniply. miJa the Pjinnr Act the gmeniiiieiit now h# the’ iiglti i*» km*w what yonW Jivmg. hut ymi haw m< 
right In kntns' wlut ilv doing- 

Mniv than »evvn yean .iliei ttv nnpleiiietU.ilinn there h hllle rvidemr that the Pilritif Act h<M hern rlTnltvv in 
ituhiiig Ainerk .1 ttinie wtuw iWnn tcrt»Mit>. I lowem, thetc are many luifnrtiunHe rjwniptei iImi the govenmient 
ahu»ed these .tuthortticf Ml Ways liut hnth vioLie the nglin nf ininkcnt ^>rt>|iU ami niuaitdei picciom scitiricy 
leMtuito. t hree Patmn Act-reLted vurwiUance pmv'iiioiis will expire in DrcrrnUei lllthr, whiih will giw the 
1 1 1* (Jongicst ail o)i].iofluiTity to review and thon>iighh' evaluate .ill Patriot Act .iiithontics - as well as 4ii>' other 
1 1 donicsnc tiirdhgence piogfinu - and irsenui ie}>ea) or modity piiwuiam that are ujiuved. ineftretive or 
pnilie toabiise.'Ihe Aincncaii (.ivH Llliertics Utiton encourages Congress tu cxeivue its inmighl powers fully, to 
rntorr ctlcctrve i heckt on executiVT branch snrirULiuie powers and ni poihibir iiriieus>irtdile scan.lm and vuianies 
of private itilormimori without ppthahle came h«ed on partunlmved «iisph-K*n 
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REAL PATRIOTS DEMAND THEIR RIGHTS 


flic Htiinh AimokIiiiciii to tbc 1.1 ii. (.AtmotufKiM pHTtrccv uiilrvtdiuk 'iinitNiMiiNiMi.* 4ii»l vi*»<tiiT« 

fnlHH6. Supreme (tourrjiaik'cJtiAcpIi »u^j;c^tcd rh.it the inc4iiiii^i>t this not be uiidcntMoJ 

mriiout rcfeictii'e «■ the histiMU t'lHtrnvnsy "vri I'ciiei.il vvairjtics iii and he( cuhniiesJ Ctciicriil w.irraitP> 

Were hrsail onkn lh.it alloiwil the snah or t<i/uic lAt ii)is|VvltieJ jiLco or ('eruHi*. wichiMU (in>l>4l>lc uine 
or iiidiMiliuh/cd 3U>|Ticiait. l oi <.cMturln, Kiigbsii .lulhotirm hid used these bnud {Eenierat warruils in ciiltriLe 
'‘siixUiiousliI>«l"Lm-s dcfii;iu'd tostihe ibe (>re».iiid suppress p«>lHi«..(l<Lissc]it. llmhistorN-tf p.miciiUrly luroniutisx 
n? .Ill anal>’so nf the Patriot Am because the purpose of the l iiarth Aoicoilmcnt w« moi |i<st to prom t perMinai 
piTsperty. but “to cMtb the exnt »e of iliserstiorMiy aHthonr)- by Igovn-mtieiit | <srticeT»,"' 

lo the Aiiicri<;4ii coloriian, nntiuiii; <k‘iiioiisQ-jtcd ihs* Hntish icoNvniiiients ille^utniMtc VK ol'tiiiihonty iii<sic than 
' writs 'i^.i>stBUiit.r“-c,ciieT.sl W4tr.iiiis llial (•rallied rex'cntie 4(^niu uflhe CtroWii bUnket aiuhoniy to tcnvli priv.Ue 
pii'peity 41 thert osvii ihseretuui,* hi l7ht . umii cwjm that John Adams litet siess tilted st^ihc tint m i of ojs|so>itioii" 
lo Hfiiuli I ule. Ibwioti Lw^'er Janies Otu Londcniiievt gencnil w.irraiia os “rite vssme ntttiunieni or.iibiti.trv p«ivm. 
the ifiMst dvsnuiTive of l’,ii|thsh hbert)’ .ind the luiiiliiueiicjl priiiciples nf Ltsv, Hut ever ssas lound in «m hnjdish lass 
hook.'** Oils dccluvil such dtSL-retionaiy sv.irMnts Ule^l. ilcspitc then oHicul {$(vsvrnuicnr sanetioii. because they 
“pUeed the hbert)' nf esvry nun in the hands ofewry petty offieei.'^ I he rcsuuiiL'e hi svnts nfas-Msconce piovideci 
in idcokftical foinuLition for the Aincncaii Kesolution • the l oiicept ih.it the ri^Jit of the people to be live iinin 
iinsearratiled ^t•smlmc^t inrnuioii into their prisna* offiiirs ssus the essence of Ulsert^'. Atoencan patrinCs ramed a 
slechninon ofthn hHimbnoml ulea on ilu*ir dap js the) nMnlmt intis Kmlc'"r>nN>frcid on me" 

PMjKmetiis of the Pntriot Act su^^eM Hui iediniii|t indis-idiul hWities dutiiijc 4 time nf nu'rv.we«l tbivat fn nut 
iiatuiiul isciirril) is Ikith rv.piuiuliie «ntl iiccesuty.aml llui allnwiiijt (ear !•> ilrnv lbs* itomnnietilV ilesnuiia in a 
iinieofrinetyency i Kadihniy"* In eileri. these misUern>siiy |s4irionair seilhtu: (u exi-lunpe out lorlseaten' 

‘'don't tread on inc" baiiiict fix a leas n»pirln}> one iV4iiin]:"if ystn 4reii> douip anyihiiip wronp you hasv nothiiijr 
trs svfsrry alsout.'* 

lAitomai-era patriots were s'lil timii difltrreoi ch^h they urs’ liberty unt os suinethinp to n.idr lt«r renipnnr) 
einndHi or security, but rather a* « cainc sss>rch iiphtmp fbt even svtien thecHld»orsiiceen,nrst to itirittion tnivivsl. 
vsne sHjihi 

rite franimorihv C.oii«(ihin<ni tivopuucd that pnni|> ihepuivriimeitl iiruhnkeil .iiilhority loprs' inlo our priv.irv 
lisrcA rnked more than pnt UHlividual pns|««ity nphr>. >i> i|ie Supreme C ouh later trcouitteck'' the Ihit of Kiphts 
sssa i'.ishinncd .ipiinst iltc Kickpisnind o| knosviedge (hat uiiiairicied p<ssvcr ofscatth aiidsciniic couki aim he an 
iiisuiiiiiem fm Mirtitip UK'itv »f expicamn "* Ihese |iatnoo luidminod tnuu thai nseri ex|'eriaiic tlut poUtnal 
rights could mstbetcciucd wirhout procedural prorectioiu.'lhe l-ounh Amendment rc^uircnieiiaot prisv gidlual 
pesress' jndwaruui* issued only upon pn iluhle •aiue sverrdriermmrd In be the necessary letuedicstisihearbitnr)- 
and uiireasi >1141110 osuults on live exfircsston tlut wvtv choracterued by the gownnnents inc of general w.irrintr 
"I'he trqouvincot that svairanis slull poftiiiiLirly denTilie the lhlng^ bi be seved iiiakrs general seanhi*! unde* 
them impossible .trid prevents the seizure of one ihuig luidet a ssuirant describing .uiutlrer'* The Snpa*nte Coutt 
has long ackimwleslgvd the ntipofunt interplay bchVeeii T-im Amendment .sriil hoimh AniMidnieni lTV>.'d>Tms. Asil 
leHected in l‘Mi>.’‘wh4t tho history milnpciuably teiuho i* thai the comtttutroiial rvi|nitenient ih.ii wiirrmH* imnr 
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p.imcuLurly dcKrilv flK'thui{& to br i«ucd‘ 1» (o be Atcordetl (he iin'at «cru|'uloi» cK.'WlltMdc Mhcli the'lhilkp anr 
bonks. Jiid ihe b4su G>t tbrir innin* i« the idca^ tvhidi they chmcjui.''"' 

rhi:5cif iireorelet(rDiiii ininuiiiniutiim»;inil pnx’nte rccnnb itmler the P.tmi>t Ait iraLty is nt* los -in mi flir 
i4lej>th<*y <.<>iii4in (iuii *eiirtire s-ii'bocslcs diirtiif a Icn teehno|ii{tKAll> Mimrisesl era. li)skvJ,e\ci) ttiorr (itn«l.iiiicut.il 
liberty inteirXk »rc st stAkc IihUv IvtAiue (hr pAtrisil A«i rxpAnJeJ "riMlenAl support" tor lmnnj.ni UAliiies 
tlut eticedvviy crmiimli/c politieiii awHUtioit .uid punish wholly iniKHriit assuuiuc (o AiditMul) biisklnted 
nishsnstujls Aud nr^AiiiAiiinin l*.itiioi Act ptn)Miiciin siijqtnl we shmilsl fi>il<H( oin riidtts in time* oT ciiier^iisV. 
but (he Supicmr (!nun lus iiMile 4.leAi rlut the Cumniudon trijuun holding (he jfcisvrimienr tu nioie cnuLini^ 
itiindArds when vcuuir in\n>he (he cx|>ic»ioii of tden even where soinpcihiijt security tiiicrcMs .lie nivolvoJ. Ai 
Justiee l^tsveU expLuiieJ in f Httnl Sluirt n I ftiUni XhUi» fttytmt Cmn, 

Njtiou.il sciunty ctsn. nionrosvr. ohcii irHect a convYrjtencc of I im Aiid I oiirth AiuciuhueiU viilurs 
ius( pmeiK ill sMsei oi'’‘uidiiuirv" crime. 1 hoii{>h the invoiiiyKnv duly of (he execuiive ntiy hv Kioiiitai 
ot iiii h i.ucv.«o aUo is (hetv ^tvaUT lenpAnly l«i (.simniithmi«ll) pnjiCiled i^sccvh " 

More snc.ic(inp, siAiniinls 4ie nrcmirv in n<)non.il senirKy eases because hUlory h.is rqis’Aivdly doiwn llui 
^owriiineiif leaden too e.isily inniake threats (o ihrir poliin-al *e\ uriiy lor ihrean «> the tutissiui] seeimty. l.n)iaiKs‘d 
exes' titive- powers lustiliedoii iMlhiiial sckiiriryy;n>iinih wvre used .i^tnsl anti-war 4snsnsts, pohtital diaidents. Ulxn 

• ii|Miiim> and iiMiiiigraiiC< diuiuti and 4hrf World War I In (he pnmniieiit iiKellecitub, aiiisis and wiireis 
yseie I4.is'klmei{ and denied einployiiiem for .wocMtin^; with nnpoctcJ coininunists 411 J socialists. Civil rights 
.ictnists and anti- war piotiMets sss're taigeteJ in the I'ttait and IV7(i5 in secict 1*11] and CdA operations. 

Sliliiitg disscni dues not enhance security. The Ihiinec* inraled oiir cutistituDmul sysirni ot checks auJ baloices 
(o ciitb powrtnnein aliiite. .ind ultunately to make the government more res|H»ime to the needs of the peopk 

• which o where .ill giwemnimt piiwi*r nllnnarely lies. I he P.ilihH A 1 I gasv ihc ewcutiw bnnch broad and 
unpreKiKlented dtKteiion to monitor eleitronu l•olnllnn 1 l«•at|o||s and sci/e pnvate record*, pUcing imlivkiiial 
hberty. a* John Oti« vwitncd. "in the hands of evvry petty othccr.’'^ I iiintiiig the giweriuncitt's pi'Avvi to iniiuile 
into private aHAits. and checking tlur |«osvrr with inikpemient oversight, reduces the error arid dnoe (liai i mopire 
to linderniiiK- piiblU' contideni'e.A.s ilu'-migmaJ (sairiot* kneswadheriiig tn tlieC.iuiUiiiitioii .iiid the Hill ofkight* 
makes PUT giiveriinirnt sTnnigei, not sseakrt. 
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EXCESSIVE SECRECY 

THWARTS CONGRESSIONAL OVERSIGHT 


|ii4( IS lUvi iirtcT (lie vnifM ternirnf Attack in historv pAurJ the Patnot Ad.a 342-|w^ hill .imciidiot; niniv 

tiMii 4 ihirrii le^eral tiaiutci. uith virruaily ii'» I be fUumi Act W4> not <.T4r(e<l with carelhl Jchberatinn. 

nr tkiiniwly (.iikifeLl tn a(Mte<* jsips mi liilclIigeiKC i^alheiiiij; 4Mlhitri(ie> (hat wct\* hniihl (ii h.iw h.triiieil 

the t{<«vrtiiiiierir» ability tn pitrfeir the luthni (hmi termtain hi ( ac *. (he j*(«VTrniiie|it lieMUtril tin inniiilu hclhre 
authoiiMiig on nllicwl iiii)uir>'. .imi it t<>v»k nwr .1 ym bef'Jtc Cuiigtcu pulihiJK'tl a ictHxt tletjiihtig the many 
(ipiihtant pieii^t l•('lnrcUJ|>e(>L'e tlir govermuriit LwfiiUy citUecieJ Iwibie 0/1 1 hut tailed m pniiicriy aiulyee, 
ilisciiiiiMte or ex|.iloit topiev'ciit (he attackis '* Instead orbrv ddetininiiig wh.it led to (he iiitelligeme blvakitoWlis 
ud then legubiuig.CIongnsn quickly c<ihhlcd together a bill in igi"'(Aiicc. and while under ii>tcmepti:tture,tn give 
the president oU the juthontiei be cLunied he uceiled to (notcLt tJie luiioii aganut liitiire Jtt.icks 

I be I'atu-H Alt v.uily -and MiiconmitMM'Mally- expuiided the jtowiniiem'taiiihority topiy imo jieopict private 
li\v> wilh hide or ii«*eM>letiie<>rwningdoinit lliiv ow-tbroad authoTity iiiiiicii'tiarily ainl nn|no|»i»ilv iiit'migi.-s 011 
I'mnihAinendmeitt ptmeciiomaitaiini iinwittoiMWc scareho .nnl«n/inojnd I'ltM Anundineiit pnitertiowofliree 
•|>eei'h .iihl .luiiiiaiioii.Mliirw. it aulhuti/ei the giAetiioient («i enp^e tn tint v*K(>amled dometfu rpving nt nvitel. 
with lew. if •my, pioKiiiom huiil in to emure there |voiTn aie ih« olmscd, and lirtje i>|i|uii(uniry for tatiipten to 
review whether (he .iiithoi idia ti granted the gownintent aetiulh’ nude Amcncaiis any soi'er. 

Ihe ACIO warned tlut these unchecked powvn could be used iinpit>|>eil>‘ ■ii^nint wholly ninocent Atiienean 
i iQ/iTiis, opurnt iiiiniiy.ranD kvuip. legally wnhiii uui holders and otjiuiist those whose I'nm Aineii(tnient-}«nitectcd 
activities xvere inipropeHy deemed to lx? threats to nalioiul secirity Iw (he .tnniiiey {.'enei.d Many memlicTs o| 
(aiogtcui shared the ACLUs concenu and ileinandrd the gowninimt uiiluile ''suructs." or expiraluiii dates rin 
*mjin prwrsiom ol the I’Jinot Act to give CA»iigtr» an otipottnnuy to review their clTectiwiics* iWvr tune, 

Unloriunarrly. when the ncpiriitg ptsivniom loiiie up liu review m 3(Kl5 rhetv w,b very licrle in the (Hdiln reiord 
Kii CoiigrcM |o evaluate. VK'htle the A('l U ohjccted to the way the gomniiictx exncised l*atnot Ait piAven 
agaimi ifid|vidiub like Ctregon jtoiiney IlDiidoM Mayheld, Idaho stuileitr Sanii akllusiuyeii .uid I'uni|*e4u 
<chobr Urii| lkaiikul.ni. among others.** oibciab I'mni the l')e|\initicttr orjustice .md the K'dctal llnrcan o( 
inivstigation lI'UI) repeatedly cUiuird there had been nu*‘.iubsumiared" allcgatinm of abuse.** Ol'i-ounc.tlir lack 
orsubstaiitMtKiii wtts not due to a |.u-k ornbwsc.but r.iiher to tlw cloak oCreimy that niriounded thegowrnmentt 
lire oi'thcie .rnthontiiA. winch Wot duly mrorced through iiiKtinititiitional gag orders Ibccenivr tcvreiW pmvntril 
•iiy meaiimi»fiil evabuti'sii of the Pati i'n Aet. Ncsvriliclc». ni M.m h 2iH,W» Congress passed die k^SA Pati nn Act 
ImpniSeiniiil anil Rrauthon/>ilion Ait Hbtruit Act reaiiilum/alioii). iiMiung foiirleeii of (he Mxleen ex|i<nriy 
pnWISIOMI IHTIMUIKin.'^ 
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Increasing Levels of Surveillance 

l.iulc » kmnvn Ikiw llti: iM nutkv •)! it« aikiln^ntm tiuiln ihi' r^trutt Abl, Inii iitiihlicr^ 

iivjiUhtc tliK«u|:h )i<nviiiiiirjit (v}Htfn rrltiM 4 nj'ititv iiK'nMMMtt Irvd of MirsvilLtHtc. 

Fom((n Inlf>JMgenre Survpillance Court Orders Approved 
iliivlihlet ordrt* (in dcsiinttti' sui\Wl.ti»i:c jiul p]tysu.«l »«4Khr«) 

Section 2t8 •■('rile l^tiux Act iii«HLlted (be uaud^ni rieccvutv nt iibtoiM i•»ret^l inteUipnice Sun'clILuice 
foiiil oiilm. 



'M I'riwy liilorHi-UAii i.imcer (tHri)?* biirUiiF»<^ ViircvUiiflte A« Uidcn |')7*k3'i(P 

liN|v//ev)‘-^'n«vti'^'^V'''rtsp/tuu/tu4_9uu.|i*nil//ri<oiM«*rl3 (Uu vtUMit llct I 
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Narional Security Letter Reqiietti* 

Secdon SOS >it the Pornor Ait cedMccd the le^l itBud4id fur usiimi}: N-mMitid Sccunt)' Icttm 



ItTV'T Itt OtIIll ttr |NUei.T*ll CiMIMI.A R«YI>«' t>l IIH ItUlltAI bl'MAl' <tt tM> Or N.UIIMMI 

S»«;uMn lit itei At {M<f ituii’oMt •■< hop //wMivtMiLil.liwv. it<K/H*rMl/iH7t>.th/UiMl |sli Dir'i Or li'ttiir. Oi 

Kiwi iiie A Rj-virw 4h htr I'll•)'h4l lii iiii- tit Kvi^truAnovS Uii> Or Sit ihin tti Onwit h« Oi-jinm Kn ivin 

tMji 4f Imp /i'Hvrw-.u«ik>^.^''«it't|>4cuil'9ii7<i)«>n>iji.|Klf 

** riime •iiiitiiMn tiiMtctdiiP ihw «i«i«itltrt tP MM ncv)«i«9t» (It* I'lll pmotly i«utl» ifcirin^ (Ii«k niitr I lt« miprii'tT (funrr^t 

drternniKd (Ihu Mm fit I dt>t imt Irq* pn'twr ternriU rvpmlliky lo tar rd NXt i util Mm ruait revealAl uii>ta'>iiini|ti| ctt Nil 

reMUe«tk.NordbNi diu (NmuAm ilipiwinhrt tfNSliicrviitin >*M 

Su«|HcloiU Activity ReporU tiled by Hnaitcinl imtitutiotii 

Secdotu JS6 atid 3S9 td'the PjmtH Ait cK|vnded Hie tyiH*^ ii( Mtturiiul iiMituiiMU) iei|uitvil ni lilc iuipi«i<iu% 
acttvity iv|H<rCk under the Ujiik Secrecy Act. I hccc report! ittclude dct.iilcd pcttoiui •iinl .wuHiiit liiioiiiunoi) jiid 
are tuf lied ttvei c<t the Ituiury i}e|urtuiem and the i-lll 


Suspicious Activity Reports 



2000 ;U 3 .UM 
200 ): 2 D 4 .ftS 
2002 : 281,373 

aW 3 : 507.217 

20tU: M9.AU 
2005 919.230 
2006 ; 1 . 078,896 
2007 ; I. 250 .A 39 


I'tir'r m mu Iiiaiikv. tiwiviiAi (.iiwt* cmini NtiwneklMi- SAR Aaivirv Rivua - Ui nil Ni'Utriit. 
ImI'I •http • w»vw.1t(»‘w.>r*\/newi jv'mr rp'fifci/air.K.iiuuib.iu.piS. 
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More Collection Does Not Result in More Prosecutions 


Diil«i liV lltc IbtCMitfVr ( >lVuc Txr Uniirtl Smc* •iii»l jimIv/oU ii^ ikc Iraiuu lixital Kmiiitk 

AL<nv C.learnij^'iuw; ( I ICACO khoK*t litiit prtonuiiom iti ilU mctfi tufii'iMl wriMmiM ktculily b^xii 

2C«i2 If 



M«*rr iJiiuJ <■» f\*alMrfrmp the <i1<xw\TK*« •‘fpi.Hi-lSino* Act cHrNrilbtKC. liowwcr. o TX^J* imrrMiij! irtKlfMcy 
li> rvfukc lo (miccwUlr 1*1)1 inlrni<ili<i«i.tl Icrnn-nm •mvclit^liniik iliiiinp llui Mine In 2*106, chv |)()J tlwltikotl 

t.» |*r»nrt'iiftf j cliivkiHg, K7’K. n| ilic MirertutiuiMl tcrfMWii v4cps liic IHI R*lcrr»Hl k'f Only i tiny 

ItiMttMii kifllir n(.i»y ilnticuruk orinnirLun ike 1 1)1 yvAi tvlriml kit |mHc« iiui>ii, 

thereby ileiiii»ii«ii<ituip iImc the v.(U iimortiy of the 1111) teiittn<iiii>tvbiMi im-fMiitdiive 4Ltiviiy n i («tii|tle<eiy h«t 
iMUpht - >v< the ) t)i kce]H jII ol'ihe iiitfriiutioii it collects thiottyji lhc«r ilubiom tmestt^llinn. forewr. 



l»V•U<.tlU^M KHuHKkAkt k«« C UAMH«4 MuI NaMONM I'VUIlik AXl* I--MOKU Ml .N| llM« http://tT«4 «yl 

tfi(u/lt»in>i'Mrwi>ii,ltiixc 'rurtei>l‘' O'W.vimim) IK'c.I 31iHt); l«A.iiuei S^hhI WiVjkHNMwriv'fuoiv 

Mio ittO. l7’;<2'iAei.«W«t>t*«itittr'''rjr«f>Mn.foiio«i>U-|Mre)»<iln'<tlMt«(t.ul*IMl^'r‘lH 
h*eil war 3.0^ jirae die Hhl niieneil -wr I?.***! mn-eMn iiivra<)tinuii«. .i tiyurv iti.K iln«r^ Jl 'l^lltMiiuni l>y IvUmJ pnHecumn 

MllfV iluttbM*") 
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NEW SUNSET DATES CREATE OVERSIGHT OPPORTUNITY 


When Clon^rcn nuinliurvrrJ the PArrii«t Act in ii riuhinhctt new expinnuii tlitri h>i’ twt> iViriiX Act 
pnivuioin Jinl lorvi nHiiteit pnvvisiDn pf the liitcibgeiicc Keh>rm .iiid'lcfiornii) rtnYMitiint Act iM ^'4 (IRI'PA.i.'* 
Uiidei the rc4uihi«i/arion ifar5ie three pinviMoiiv. section 20A and tection 215 <4 the I^.UTiat Act and section 
6001 <i( the IRI I'A, Aie all set t>i expre ou Deccinhcf 5l.2<HiU I he III* CuiiitrcB tvill iwiOt these pnivnioin 
this ycji.wim It oujies ju iY|«p<inuuity Oe C.on)(irM tn examine And ev.duiite the yiiiwTiiMiefits use «nd jIhim.* (it jJI 
1*411101 Act authtnities.xs wdl as other p<'a(-'>''l I stirsvilhmc oc xemu)' ptstpurw. 

Section 206 of the I'aitint Asl iimhorjres Htc jjos'eriimom to oNjuii "inviiy' wiretap'' orders fnuii the l-onrijui 
liiK'lbttrnsc Sitrsvtllatnc C.onrl triM'd wlsrneser 4 «uh|ect «)f 4 wiretap minest its«s multiple cuinmiiiiKalnins 
device* The I'ISf » A secivt ts»iin otahlishcd iindet the roretjjiH Intdlij^cme SurvciHuice Act *MSA) that bmio 
kltssil'ied ifidm for the MU to sonducl cleitnHiii siirvi’ilLimr or physuAl scan lies in inrelli);ciicr rmvstiitaliom 
spamn loieijtn t^in and ititernutiotul ternsriMs- Uiililie nwiiift wiretap auihuriireH fm tnmiiui 
icvtioti i(>r> diws mtt rcsiuiie- ihs* i)rder to hleniiA’ ettlier the cotniiiiiiih'atiotu device to he t.i|)peil noi rite iiullvidiul 
■jMiircT wliinn the suneiUaiue is dirested, which n what KU'cs secticni 20t« the KaOLscstiuc iiinmker, the "Jolni Doe 
iTAing wiretap pnniston.'’ I he le-iutliori/ed piuvotoii reqiiim the uij’i't to Iv described ‘'wiili |iiirtKuLrny.‘'4iid 
the Mil lu file an aller-tiie-hsi t repoit to the (-ISC in cx)iLuu why rlie government beliL*>*ed die target svus mui^ thi* 
phones It was tapping. I imevxvr. it doe* not reijuire the goveriuiient to luune the target, or to inahc sure in rrwmp 
wirvbip an* intciivptinj* oni)' the target's cinnmuiuratinas. I hr prwer to uiuriscpi i ii'Viiig senuc of iiiiidentificd 
slcviic* «>1 an iinidemiticd ctirpet |niw>dcs goWTiimcrit agcim with an ni,ip}i]n}trMtc level ofslniTriion n'lninihciii 
of the general W'.irranls that sn angered llir Aniensaii snloniMi. fhcrc is vtmiaity no piihlii nilnrriialuiii avaiLihh 
reganhii)! how the governnieiii uses section ^ixi. 

I ikewise. hiile o known al'om the way the gowTnnicnt iisec scclioti 601)1 of the IKI I'A, whuh n known as ihr 
“lone widf" ptovmcMj, Secttoii (VOdI anihnriccs povcnmiciu ageiu'le* to olwain scciet MSA sun'cilUiicc order* 
sgaiiict iiidfvidu.il» who aiv not iciiineLled to any iiiterruriniijl termini gmup or riitvigii nation I he giwccnnienl 
lusttficd this povismil 1^' nn.i|:liiiii{t a h>’porhetisii "lonr \ws|C*.ni iiiictiutu>ual terrorist opetating iiidr|viu{ently 
(if any ter lorist otgaDuanori, hut then* is litHc evidence to suggest tiiu iiiiap.injry lunstnict lud any Kisd ui rvaltry 
Morecwci.Mnce UTroiisin a a cninc. there is no tvason (ohcHece that the governiiicnt lOuM not ohuiiia rule 111 
*iirA\*ilbncc order ^ini a cmiimal court if the goxmuiient had prohahte catue to hchrvr an nidivtdnal was planning 
•n art of tcrmrraii '* Quite uinply. tins picwision allow* the gcAvniinciit to aviud the more rxariinp staiidiids (or 
ohlaitniigelcctn'mv sunrillance niden horn t ttiiiin.il cuuils. No piihln. rccutdsair aVaiUlde to document whether, 
or hisw.the govrnnneni lias used this (tower. 

Section 215 of the Kitiiot Act pmvides a sweepuig grant a|‘.iuihiirity hn the govrrniiicm to obtain svciet MSi 
(itdcr* deniaiKhng "any tangible thing" it claiim is rclc\'.iiii M .tn .iur1n>il/cd iii\vst)g.itinn teg.irdnig mtcriuiUnial 
cermiiMii oi espuuugc Kiunvn at the ‘‘iihrary pnivLsioH." xition 21 S sigiiiticandy exitatiib the types of neuis the 
government c.!!! dniuuid under MSA. and loNver* ilic u.iJid.ud of pioof necessary to obtain all onlei. Prior to the 
Patttot Act. riSA rr(|uin;d pn'hablt* cause to believe the birget wus an agent of a fineigji puwa Section 21 5 ooly 
rec)(nrc* the giwrniiiicni tn claun the item* soitght aiv rvicvani to an authorized in>vsti)(ation Mem signilicant in 
ibtv eh.uige of siaiid.iTd. hoWinVt. wna the mniival ilf the rrtpiirvtneiii iVir ihe MU to show that the items sought 
pertain to a (senoii die MU bitnyttigatiiig Lhidct >ccii«ui 2l5.thegov\-riiinerit canolM.nn ordei* tor pnvutc reconb 
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• •r ucitt» hv'loitging to pci>)>le who .tn: not cNvn uikIct fusftktou oi iimiKvuieiir with icrroriMii w nrioiuv.c. 
utcluiliii^ ULS. cifi/<.iis iind lawful toidcul ahinis. one |usr 1<tin||;iici> 

SccHon 21? onlm emne Mirh irotnpuktin' tuin-docluturir (mlk'n, ur ''{>. 11 ^," whah coninlnXnl m ihc Mvr«bV 
•III ioiiihIiiui hoNV thi'V wrre tuvJ. lo emunr thar i( womIJ luvt- ju Icm iiiroinutiHi upon wliah to 
rvnliuic PjtriiK Act pimm hditmv tbr iimt M>nK<t pcfiiul, Cnii^rttw iiikUidrd <1 pnAwon in ihc 2<H>U l’'.iirMil Abl 
rcanihommioij the Otriurtitiem anusiice lti>prii<M (•ethtal 0C) to judir ilio I^IV we of N.iiio4Ml 

Scairii>' l.cnk*n (NSU) and Sebiion 2I» icpiuK provided the first thomujtli cxjiitliulioit of flic 

iMipleniciiCuiitiM of the punt-V/ 1 1 aiiii-tcrinrhui pijwvis. I he) 4h«> i.ii|itjriiied what chji lurioii'i lituiiden alteady 
kncvi'. unchecked A(ithoitT>’ ii luo cmiIv ahiuctl. 


IS 
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EVIDENCE OF ABUSE: THE INSPECTOR GENERAL AUDITS 


National Security Letters 

NSI> Afc icL-m licijMml lirder cnitcj wuhotit jintu ul (t> obr.mt thioiru4ii<Ui iiult « 

h(un«jAl tvAoiiJt. urdir irporb, relc^diiiiir mid c-ifiiul c«iiiiiJuuif4tJHm iLu Atid lHiciiii*r vrjiibn. I'bc Mtl liml 
•iirbonty tQ i»ii< NSU tlifvuij;h rom iuuitet. but elietr juihoi idc* wrnr»i|;»ilK‘^itl>’ rxfuhdcilliy Mrdotl 

SOS nr ihi.* I'mrioi Acr ^ Srclinn SOS mcirascd thr iiumbci nfrdHinjlt wh<t tniild juihnmc NSU and mJtii'cii 
The sMiiiJUtd iKScnary (n itlHain infiirttutiiMi with thirni, reqiiiinti' «Mily iit internal ccrttlKatuni iluf Ok* rvcon.b 
ritv "rdnatn*' tn <111 au(hnri/ctl AtiiinCtTtcmnwii in ixiuiitcr-MiMlipeiitr iiivi9Mip»tiim. Iltc I'atmK AlI 
r«.uith<'n/afi'>n musW the NSI pttwDioiui i«criiisuicni. 

I lu' NSI ua«mr» mm* ailmv (he I'lll :unl «nhcr eKet^unve liraiu li a(te4ui<s ni (diUMt remrdt jKhh |«e«ifde wh<» air 
ii«n kiniwn - ar rwn mu}*n:(c\1 - tn Imw thnitf aiiythhiiK wn>n^. I'hr NSI surutn alH> all«>w (he ^iwiiiinviii lu 
|•1•>hllnl NSI leci^Miiio Tioni duL'lminy, tlut lliv jjinwriiitiriil tir oliUiiieJ iiil’iniMutiMH Itmii (Iimm. Whilf 

0>M]crc« iiiuililicd ilie$r orders” in (lie I'atnot Aei rrAUtlionradini to allos^' NSI icvi|Mcii(> to toiunlt .1 lawyer, 
uiidet (hi* runnir vtatc of the law NSIa hoc null iioc subject (it any inejiiinj'lut levvd of luilirul it.'virw (A(Jl U 
<Jullciiitc» to (he NSI {ta{£ orders arc dnenhrd bekiw).^ 

Ihr ftr»» tw>KJaMdi(j.vovciiiipNSUaiid<nvtnni215t*idci>onii<d trrtin2<Hi.Ttl>t«iiph20(>5,wcr«rvtdocd niMiiirh 
Ilf 2007 t licy timhnnvd wnknipnrail IHII ntixmaiiA^etncid. iiiiaiivc and .dnue iif lime I^U(lo( Aii aiithurilm ^ riiu 
NSI .luitii trvvalrd thai the I BI iiunii|(c(l m me ol'NSI » «n i»c|digeiitly dial n Itrctiilly dnl inn know- Injw MMiiy 
NSIs It lud miird An a ii’iull. the I'lil netmmly unilei-nrfurtnl tin uw of NM a in ilA|inrMoiM (epi>rt» to C.riitpreM 
Hie Ktaluiloundiiiui l UI .^rtib rqieaiedly i|Uiorrd 01 voMtiord (he rriiiiiirnieiiu ofdie NSI atithoiiriiigntaiurcn. 
and ittvd NSI a to colirvt private mfornutiun .ipaiiM individtiab rwo or thice times icnu'A'ed irum the subicits o| 
I Bi imestigarioiin. Iweiitv-rwo pi-iterit of the auiltled iitis LOituiiieil iiii(v|Hjried legil violaiiciiu.** Miix tntuhhnj;. 
Mil $ii)Aervmns mrd huiiiimb of illegal “exigcnr letters" to obtain icleplione iveords wtdrout NSU by falsely 
iLiiniuig euiCTgenai'i, •ipp.m'iitlv tindmg rvro the Lx standanls of NSI a (no oiieium.^* 

On Manh 12. 2tMW. (he l(t (rleaacil 4 Aceoiid {Mir cH aiidir (epiu1» emering itHHi mid ev.diiiKing (he ivlonm 
iiiiplemriitrd b>' tin* l>OJ and the l‘BI aftri the fn«t andin wrtr released in 2tKi7 * Not wir|n i«iitgly. the new irporo 
idviitiheil many irf (he wnir pruMeim dwAiHVied iii the raihcr aliilitt. I'hr 2(hl8 NSI nrpirrt ihoWnt (hat the Mil 
miied 4‘t.42S NM.* m JiMift t,t 4,7 prrteiii mciease over 2tinS),aiid loithrmcd the I CH n itii.te.nnigly mtiip NM s 
lu gather Inioimanoii on U.S.pcr«Nis (S7 percent m 2t>0(*. up th>m S3 pcrvcni in 20nSl.^ 

ihe 20Uft 1C! aiidii aUu rcN’ealevI (lur Ingh*t4nklng Btl oltiiiab. MikUidtiig an .riiauim ditciior. a dcf'itty aHiMaiii 
duectoi. r%vii .iciuig deputy dnretois and a n|vuaJ aj^iit in ciimisc, iinpiopetly iMurJ eleivu "bluikec NSI a" mi 
2(Hlf' vfckiitg lilt.! on 3.H()0 telephone nninbets.'* None of (hex “hluikct NSls" compbed with l‘Dt policy and 
right iiiipnicd iinUwfiil iion-dtiAlmiirtr nN^uifvmeitts 011 tvitpicno,’’ MnirowT. the “hLuikcl NSlV weir wnitrii 
to "ciwer mtonikition already avi^mred thioui^ exigent k’ttcn, and iTther infonnal rrspuiises.'"* 1 In* l(J exprewed 
(oiwetti (hat smh high-r.uiking ulfuiak wxiiilil fail to comply wHth Hll pnlicirs ie(|itinng MU Ltw^m Ui review 
all NS] s. blit It xrni* clear i'lMUigti that tin* Mcp wtm HmiitiuiMliy avoided bctaiuc the orhcnih knew thoe NSI 
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miiKSH xvviv illc{»J*' It w«HtUI Ur Uillicult to C4ll tim loitiltict Attytltiiiit but 

uiraiQoiii^l 

I'hir A( 1 U atiikculiillv t:lullcii|;rtl llic lomtifiition.ilily •■I'lhc •rnprul Ujlriot 
Alt's jbi]$ )>rcn’ikioiu. whuh iiii].vnciJ n vj(r)V»ru.il uihl ULiiikcc iion-juvlmutr 
onkr on cwr> NSI K;4ipK'nt.** Upon rv4ulliori/4htin, the I*4tru4 Avt limilcti 
(hor oniriv to Miii4iionv wlirii <i ojfVDt in crttihr* ilut 

iltuloutir of the NSl i<H|ii«.v might icmiIi hi siii^ci to ihr luiioiiil «r\'iil»ty, 
iHU'rtnrMLC witJi jii Mil iiivmTigiStioii <ti iLiugri to aiiv privti I >o.pitc dm 
.UirmptcilrcfoiiM.lhc »howriHilut '»7 pm'cnt of NSl i bsued by 

iJirl-HI H( J(Mirimcluii<.‘dg>t)Citrdri%.4nJtlui liwpcrtoiu ol ihne NSl tioiKMiirJ 
''liutirt'KiviU cxplaiutioii lojmtiA' iiiipi^noii ofthnr oNigtnoiis,*'*' While 4 

fiw pcrcriu vioLuiou rjlr iiuy 5ccui tiiuli compjml to die MidcspirjJ jUilv.* 

of NSl juihomitf) iJiKumciitrU chcvvhcir. thr«e tudir fmdtiig» ilcmoii«tintc 
dut die nil contimm to g.ig NSI roipicnu iit .111 overly hni.iil, 4 ml dierrfore 
uMiomiitMiioiMl iiMiilirr MoreMivrr. ihc ICi foMml tlur gjp were iiii|miprrly 
iikliuled m eight of the 1 1 'liLiiikri NSl fh.it wnuor I HI louiilerlcnormn 
oOkub nmed to tuvrt hmi<liC(b o| ill< 5 sil I'RI mpiem fot irjephoric rco'nU 
tliiimiJt exigent kfCers." 

I he t'lU > grots iiUMiui».igaiiiciii of it» NSl iuilim itio rnb security m much 
•B It mb the privaiT of iimorciit pcnoin. I he If. n*p<iiieil that the l*UI could 
not hKJte ictuiii mfoiiiutioii tor 4t lent 5.^2 NSl ie\|uestt i»ucJ fn«m the 
field. 4i»d 70 NSl n‘i|ucfls tsuied from I III he.4di|ujflrrs /.At peneiit of the 
NSl « Minplrd). “ Since the tiw only dlo^^ the I HI to i»»iie NSl * in tenonsiii 
Aiivl npmiMge mvnliOiioii*, it ««iniiot lie 4Municd di4l the lo>4 «if their rcciml* 
n UHoiisequeMiid to om tci.iiriiy Intelhgeiiie mloniMtion inmiiiumg to t^li 
iliioiigh the kiji'k* 4t the I 'HI duiiugli dim incompetmce » ti uly * ^vorntumc 
o^vldumi 


FACES 0/ 
SURVEILUNCE 



PETER CHASE «i the Dirvcior ol tti« 
Plolnvtll* Public fibrory «nd woo tornwfy 
the Vico Prtsident ol Librory Cofiooclieo Inc, 
« cankorltufli ol 26 Connecticut librirws. In 
200 s, the FBI UMd en NSl to demend library 
patron lOconto trom Librery Connection 
and imposed e peg order on the libranent. 
prohibiting them from epeeking to Congrete 
during tho debate about the reeuthorixetion 
at the Patriot Act Peter end hts enUeaguu 
decided to challenge the NSL demand end 
gag 'lha government wee telling Congreu 
•hat It didn'l use ihe Patriot Act agatnsl 
Itbrarme end that no one's rtghle had been 
woloied I lell that I |u>t could not be part 
el ihle fraud being lowied on our nation. 
B(7arrety, the FBI conllnued to enlorce Ihe 
gag order even atler The New Ibrfr rwnet 
nrvtaled Library Connection's Mtenlity. Ths 
librsruns prevailed and the governmonl 
utlnnately withdrew the record demand ant) 
the gag ofder. permitting them to finally tell 
Ihetr story, 
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Section 215 Orders 

llitf IC!* •wtion 215 thovwd Ok imtttlvr <i| lltl rr^ucUK l<w iiMCiitH 215 tvnlcn wh u>rM|siri«iiH 

lo the iiuinlicr tif NSL» lauctl. i>iily mx ktrvtiiiii 215 itfpiiuitioris weiir iiUik in 2tl07.-*’ 

ilic dbpnrtTN' the number 21 5 4p)'lti'.trii>iii and the number af NSI » wuedtceim to that 

roi j|(enh sverc bypassiujtjuiht'ul re\iew ui the teition 213 putccst by mui^ NSiiiin a iiuiitiei noi authori/ed by 
Iav An example of (his abuse rd tite systcui was chKiiiiiented m the (G^ 2008 section 21 S report. I he Mil applied 
tn the MSC ttir a seetiim 21 5 iftdcr. nulyr to be denied on lint Ainendiuent i;roiniih 1 he I'BI imurod iiK*d NSI » 
to obuiii the iiilbnikUion. 

\5'hik' this |H)ftioii of the IG report rs heavil>' redacted, ii .ippe.-ir» ilut siMnetitnc in iOtVt the Mil twice .nked the 
FISC' lor a scciioii 215 order ceekini; “tangible ihinp~ a p.irt of a c-omilrTferniruin cose- 1 hr (hmh denied the 
tetjunt. both itntec. lu-cune “the Ciet» were too 'rilin' and |l1]e| i«(|ucM nnpliratett the urgeii l-im Ainendiiieiil 
rtgliis.”'^ Ikatlirt than le-e^'al(uflng the undeHynig iiivntigation Ivsed on the cimn\ I'trst Aiuendmeni concerns, 
the f'BI oieuimvttted the •inmS iwenight and pursued the invnngatioii using rhive NM » iluif were predieatcd 
on the same iiilbiiiMiioli ciiiitawied In thctrcrion 215 a)spliL.icioii.* The l<> iiuestioned the legality ol'ihe KUI’s 
use Ilf NSIs Kurd on the same Csctual pietlii^e coiiUitiied in the seinoii 215 request lefected bv the f*IS(I «u 
Pint Aniendinent grounds.because the authorMiiig 
stjiulrs fur NSI s and section 215 orders ciintAii 
the same Tim Ainciidtnciit cave.it. 

Hie IC abo dueoc'en'd the MSC was not the 
lim to raue hnt Arrieridnimi cnncenis over this 
iiivcuigaiunt to FBI ofluiab lowym with (he 
Oepanment ot Justice Olhec ol'lmelligetice IKilUy 
Beeiew(OII'Ri taned the Itnt Aineiidjiieiit iwue 
when the Mil sent ilic sccttoii 215 applic.ition 
till in irvirw*' I he Ollri^ n supposed to itvcttec 
rni irueiligoncc irn’esligotions. but C>tl*K otTiciab 
quoted in the ICi report siid the GIPB has **imii 
i'eeii able to fully tenv such an owrsiglit role" and 
that they’ were otien bnUied try ]Bt agvnn. 

Ill addition, the Conner Acting Cniintel 
h>i Iiiteliigciue Holicyr Mated iliHt there i« 
a history of ugnihcaiit ptuhUick hoiii (he 
Mil when OiPK. qui'ctnim agents aluiut 
the assertions nicliided in MSA a|if>lK.itioits 
I he OlPK attorury .nsigiied to Section 
215 requests ako told us (h.ii she mumiely' 
accepts the Mils ovierriutis regarding the 
iiiidcrlyitig invntigaiioris os Cki and that the 
KBI \\ould mptind poorly irshc t|ucsn<ineti 
thcirosiettiom,^* 


WBmmmmmm 


R«pi>«( we espantbrl NSI. «titti«rlti«« Ituit elldw lh« FP1 t« 
OeiTMnd miftrmtnoA •Mut 'Dnocefii vmo tr* not in* 
taiyielsot arty MtvfSltQaluf) Rititsidicpnoi iianOardiUmUuii^ 
NSLs lo inloMiuilmn atjnul l•f•grlkm suspsr.t* ai'H >snmi 

«0onu 'd loroiQn powtri 

Allow 0*9 8'der« only upon (h« «uinari(v ol • eouH, and oiity 
wrwn ntCMMrv to orot«<t n«tion*l ••cwity Limit tcoo* and 
tiuroilon ol turn q* 9 ord*rt and itntui* tn«l Itiwtr largaU and 
i*clpionl« have Jin^antnolul rignilucttallrnge irieni Iwliifea 
Uir am* <i«nr*l ti imtr 

(nw*** mttioat Dversigki >•' an PaUuM Act aulnarvlie’, 
Altnwing tm- FBI tn w^i-cvMity tH»t u (t** mnt th* ata'uatry 
laouirtment* 'twites luitner aciut* and uvarua* ot NSls 
CfantampOranwiA «nil md*p«>nrt*n1 uvarAgm nt tn* ntuAnc* 
(«l HSLt >« nee'Jed *p ckmi»« ihat Ihty «** nir (nuger iwurtl 

*1 tin drop ol i tni to toheci nnoi motion obout mrooent 
p*r»<mi 


Taro bills mtroOtKoO m til* lUr Con9rvs*wo>il(inav*rain*omtA* 
FBI a use (it HSui in* Natiomi Saewnty latter Releirn Act ol iU07 
IM.R. ^1M9l spiincQiad tiy R*0)e*«U*llv« Jerrald Nadler lO'-NVI 
and iha NSI Raform Att of J007 IS, JOWI aponioteo by Sanatfli 
Rwa Feingeid lO-WiI fhesa were gooo Pitta ttut uxim great strioaa 
loward limiLng the FBI's luthvnly to isuue NSt» Assuming Wiair 
rainiredueKAn iri smulgt iwm. ttiey theuld Pc aeteo upon pmmpuv 
Furrrver delay wiU sirnoW mem that ifiousanos more innocani 
people will nave ihcir private reeatUa oolteded by the FQ| 
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cite l-ISC r.it$cJ 1 mr Amcmiiiiciit troiKcnif jJtoiii ilic 1*111 iiiwaiptcioii. 

(lie t-UI ^nrul Ktuibel tlciiilcii (he Hi] would i4»iiUiiur the imvai^aUtot 

.uiyvt‘.<v iii«thoi(y (h«t HmI Ic» 'wmight-M hcti .oked wheclu'i the i'cmkV 

couceni hrr (n iwtew (Ik* uiidrrlyiiiK inveMi|V>c« >n for icmptunkC 

with ki;4l jiuiJctinn tlur ('n.'hihit iiitwtiynniMu Kixd tolcly «>ii ]«n^cc<d 
hni Aiiitftulint'iit jctivih'. (hk* };rriCT3( ouiiuH mi«I ^hc iluj imt hrc4u«r *‘>hc 
diut'rtvd with the eouii^ ruliitg jiiJ itochutt: »i the courct niliiit! 4licrrii Itet 
hdierdut the iiivetri^^rioit W4» Aitoimhiujfi). the put het >iw»i 

Icpil jiuiuuieiit jKnx- the Uciuiim 4if die Liiutt She Gilded ili4t the t ISil “doe* 
it>ii li4N'e (he 4tiih«>iit>’ to eh'M 4ii i'HI 

A loriiK'r OtPK tot iittelkpeiKe poliey jr^ued tlut while iiiyntigitlotit 

Kwed solely Oil Awotuiniu with sub^rels of nthei lUtitMid iciurity iiivciD^MCitmt 
ww "yst.tkr (hey wete “n»»t (Wies».ifcly illepitutwtc"” li is .il*o niipomut to 
n>i(e lb.il lhi» inveitiift.Uinil, IwhnI •ii( Mliipic 4»siHi4tniii wilh the uihjCst of 
4iHiihei nil iitt’etiiiuiiioti. ww 4|'}«4reiitlv itoc -tti .ihrrr^tuiii I he Mil .cfiiei.d 
I'oiiuwl lidd ihe Ki (hr TBI w«>itltl Imsv to l-I<hc “luinienuis nn'nhp^htim'’ if 
they could niM open COM's .i|saiiist uidniduofe wlto metely Imw otiit.iet with 
tifhci luhieio «i4‘ I'Ht unesn^^odom." CA>tidiiitii)j>“nuiiie](>ici invntiyvitiom'* 
hiued u|M>il Mieir LLi(iUi;t,Jild ubsetit cujhUshiiiy^ j tejMtiuhk siuptLioti «f 

wnmgdoiiif:. will c>i)ly irsuh m wosted edbn. nuspciit sciuniy icfuirces 4iid 
MMMRcrssAry vi<iLnii<is of the rijjm '>l'iitniK.ent Aiiicntoto 

[ be I Ill's stubborn detuiiec id OIPR Jttimieys jml the l-ISCi dcMiotisirotcs o 
d.ui(*cmin iiiterpn'tjtuui of the Icp^l limtts «d the I'BI's tmhonty at it> hi.dhest 
leech. 4iid Lys Kiiv the iiihcn*til weakiicM ol'any set of iiileriMl cimtiob.'l'hc 
I'BIV MW ol'NSI stiM'ifi ninwiii ui>«n' aithiiMif irsttiMi 2lS|ir<.yedMtvi ((Mihriii* 
(he A( i.UV pmwiush' ortutiLiied ioIkviim thot the Uvk ol ovmi}tht of the 
riilt Mte ot Id NSI .iHihonttei would lead to iiuh iii.ippM*pri<Me it»r 

Morros'ei. despite the i lils lutiequerit Use ot srenon ili, the ](i disciAvrcd 
scnoiM tleticicuiici in the yeoy it iiuiujtcd thn authority. Ihe ICi louiid 
«uliM.iiitbil bunrjiii.'rjtn deiiyi at bfith I'tU hc4d(|iijrten and OIBR in britip.ui); 
KcitoH 2I> jpphcatioits to the PlSfJ for .ippiweal While neither the nils MSA 
Miiwjtenirni Systetii tior LHIJs DIBK itavLinit lyiirui fcq>t telMhlr rctunls 
fci;aidiii(t ihc kiijtth of tune section 215 ntpiosu letiiaiitcd |'eiidiM(i. the l(* 
Win ahle to ilclmniuc ih.ii ptiHeniii); limes I'nr scitirm 2li iv*i|iie>l> ninyted 
Itoin teti iLiyi (o 4i» itKrrdiblc t«(i8 doyf, With stt 4ivr.4'c delay o| Mi') dbys 
foi 4p}>i»vvti orders jud 312 days for withdrawn rei|iiests. ** Ihc ICi (mitid 
these delays svere the mull of uiifauiilurtty sviili ihe poipet pouen, «iiii|de 
ini<iiiutui)t «>r the section 215 iei|t»esis and au nimeccsuailly Inmrant t.vtu . tell' 
iMip'Med. mulii-Lyeied icmcw prcKCss *' Mon teUtM|tly, the !(.•% 2tKW lepnrt 
found (hot the pnx'eu had not iinpiowd since the Ki idviiliHcd these pitiblcms 
h^d been idemiticd in ihe 2()ilT .ludii '* POj h^s used liNty, ptuccwai}: Diucs 


FACES of 
SURVEILUNCE 



BREWSTER KAHLE » (he founder end 
digital librarian of the Internet Arehtvo. 
« digital library In November 2007. (he 
FBI uaed an NSL to demand personal 
informatibn about one of the Archwes 
users The NSL also included a gag order 
prohibiting the Archive from revealing (he 
existence ol the letter In Apnl 2006, (he 
FBI withdrew the unconstitutional NSL as 
part of the settiemenf of a lawsuit brought 
by the ACLlI and the Etoctronic Frontier 
Foundation. 'The free Row ol inlormalton ts 
at the heart ol every library's work That's 
why Congress passed a law limiting the FBi a 
power to lesue NSLs to America's libraries 
While d'a never easy standing up to (Re 
government • particularly when t was barred 
from diKUssing it wrth anyone • | knew I had 
la challenge aomothing that was clearly 
wrong, I'm grateful that I am able now to talk 
about what happened to me. so that other 
tibrarlas can learn how they can (>ghl back 
from these overreacNng demands. ' 
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Um I-ISA jf>pbcdiu»ti) js jmnhcArion lot cxf.ind)iijc us survettUicc pt-mvcs and redikiit^ l*IS(^ ic\'icw. but ch» 
rvidcuiv klittM't ticarty (hat 4m{i«tiu^ inuuuiu^cnirnt at the Mil uuJ OIPR dnvrs ihc^c debys. iiui t befc of 
authoi ny Congress ihoiikl iiMcad compel H&cioity ac (hew a^icies by iiicRa»i)ie. its rn'miglit and in 

iheu* rKpanded .iiilhnntm 
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UNCONSTITUTIONAL: 

COURT CHALLENGES TO THE PATRIOT ACT 


l.tmn oftric«l jnoihcr <iMirv:iTi»l lUloriiMtiun tiw 

(iiiMUC iH'I'jtrtnl A«'< piwnx 

National Security Letter Gag Orders 

l|i<* A('IU ihjIknipcJ the ^nd « «»ijhdomjht)' ir*p»r<iiietitt 

III NSI) in thin: ui\r«. I'hc InM, fX» k imsiKnl .ili NSI *«T\vd 

•HI .m liuenwt Sk'mcc I'h'N'idci (ISP) iii iknundiiip twomicr iwordp 
ptiniuiit til ihv ricitnnttb Cjinitiiuiiii 4 lMi» IhiVAty Att (IX.PA),^ 1 he hrllrt 
|«riilnhiied ihe ^MiHiyninui ISP jud il> eiiiph»yee> 4 iul iipeiits **11x1111 diuhniiip 
t«> 4 i)y ficniiHi ilut the rni Miiiphi ih ohijlncd ^bbCAti* iiiroiiiutiuii i>i tcv'iHih 
uiidet iliieiL* |•l••^'altl•tb*' In the nnihi ■•! >1 Lissuii owt the i>niuitimMM.i]ity nt' 
the NSI ptwiikMn iii FiJ’A. tlic Pairwn Act tcjntlion/jrion'' W 4 » eiuetcd 
diiu'inljnp the NSI piovisinii hut iiatjitJiimip the pdwtiiiiieiit^ jurhiinty to 
miiiesl sensitive custouier iiiJ<>riiutioii 4 iid Is&iic p 4 p onleis - .dhcit in 4 shphtiy 
n.irpisvrr h’I nt'ciuirtiutAJKni. In Scptvnibcr the l]ti!iinit Cinirt for the 
Sontliein PiftriLi ol' NW- V^rk tlwt even with the ivMithiiri/jtnHi 
•iinemllTictiU (he p.ip piiA'iMoiu iioUlnl the (.miisIiIiiIiihi. I hr ii’urt Urmk 
dinvti ihe 4 M»eiidnl I'i 'PA NSl itjnih* m ii> emittfty.'- with Jiidpe Vu toi- 
M.«ncn> VPiiliiijt (tut ihesuintr* pap pnA’iniiiii miLited ihe I1M Aiiiemiiiirnt 
1114I ilicpriiuiphr or>e]ur.it(iiii nrpimvn 

In rtneinbei itXlti the US l.rruit iit Appeub ti>r the Secoiul t iixuii upheld 
the deciiKiii III p.in. Ihc jppkMb court iiiv.iluliced (uiis of the ii.uuic tlut 
pkAted the hiiiileti nn NM iriipiciiti lii jiuiufr jiidiiul a^ew nf pip iirden. 
hidditip ttMi the povrnnneiit lus the hunU‘ii to imtity Mieiicrrijt NSI reeipicntv 
( he .iiipc.ib mnrt .ibo tiisbilid.itvil patTs iif the ALiitite ilut lunowly Iiinitml 
iiiJkmI rcMew ol ihe pip iitilm - piiAwom tlut reL|iiiml the emim t«> tte.it 
llir2pjvmniienl\ iUiiim 4hiHii llir iirni fni wi-n?i v •>« ioiKlmixT 4ntl i\'t|uiied 
the I oum in deter ctitiiely in the eitn uiiv’e lHaiiih.“ A» thi» t» wtmeii. the 
l-'RI stilt iii.illil.iliu Id tup on the ISP e\vti tlioiiph it .iluiuhnietl its dem.ilid 
ibi the moitb 

I tip iPCMitd <.aM*. ijhitny OtiNintuNi k ( «HieidrA, tnvnlwd an NSl serwd on a 
erHi«<>niiim of Iil>r 4 ncs iii C oiuiecticiM." In Sepiembct 2 U(lf >.4 federal diartet 
I own tided tlut the yuK lihrarufu iiolaM'd the lint AnH'iidiiiciit Ihc 

^nveriiiiietii iiliniMtely withdiviv Kith the jti)t 4 iid ns di’iiumd for rveonh. 


FACES of 
SURVEILUNCE 



TARIQ RAMADAN, « Swits n4tn>* and 
Vititmg r«tlow at the Unlveraity o( OxFord. H 
* leading Kholar et the Hualtm world. The 
U S government revoked Ramadan 's viia in 
August 2004. preventing him From Msuming 
a tenured teaching position at the Univtrsity 
oF Notre Dame and From attending speaking 
engagiments witn tJ.S. audittnccs Although 
Prolessor Ramadan has boen a consstonl 
critK dI lerronim and those who use it, Ihe 
Oeparlrnent at HomeUnd Security cited a 
provision el Ihe Patriot Act that allows the 
government to deny a visa to enyone whom 
the government believes has 'endorsetd] er 
espouseld] lerronst activity' as tho basis lor 
(U decision. The government later withdrew 
that accusation but ProFcssor Ramadan 
remains barrad hem (he country. 
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itic thud cj»; iHhfnet Atrhii it AfNihrM-)*. limdvcd .ui NSl <icr%’cd oit 4 dli;it.i] In April the t'DI 

'A'ltinitrw the NSt Jiid the 4 p<irt nf the ^ettlrnienl nt' the lr{^ thallrn^ biuu^r by thf ACi U 4 od the 

Eletimrur riMitner I'ouitd.ithin.* Ih ewry <»e m wltuli -mi NSL rrdpieiit Ims thjikiijsed 411 NSl in I'outi. (he 
fi>mtriimr»i h.u withdrawn il« demand hir n'ci'Tik.crratinj; doubt rv^nUttjt the i;i^'m»nenr% iievd hrr (he rcerinh 
111 the fim }Hxc 

lit ■idditioii. « ^Nt7 I U l-t«v(ht4ii of lidbrniiitioM Act niit r^v.iM thm iltr I 111 W4» not (heonly^t^tiiicy iUtmiti(t 
lU NSl .lutlhiriiy 1'he I lepailtuctit •il'Decemc thtn not have (he .luthiutty Cti uivcuijutc AiiicriCaui, exi epl 

III iTnivitidv liiiitfed UntHmi/niy tlin, (loM^treu ((ave the IK.>r) 1 itmorw NSl authoiity, tniiilv 

liniHcit to it<)n-ct>inpul«n-v icquesb for iiiibmiJirioii rvg.udiuf: tK)l) eiiiplo^ver in i-oimtettctroium and eountci- 
Hiielllji^iiLV in\vtfi|wiu'iis,^ and to ot«Luiiai]( Iiij4nt.'iul letoiih'* and iiumiiiier iq'i^ns*' when necewary |o cnnduil 
«mh im-nnpAtiom. Only the l-HI h.i$ (he authority to u&uci'<>mpnb(>ry NSlrfor cleetivniu vonniujnic.iiton tvcixrh 
and for t;ettdui comiiiucr iiifomubna hnin lonriimcr reporting a)(eni-'ln fhiK jotlnirrty cjii only he med in 
furtbenuice of .luthonred IBI »n\'es(iivjtioiir Reeotth (>lM.iiited Ity the AtlU vhow the POP isnied hiiiidredr 
of NSl % to iroikM liiMUCial aiid iirdil informatioii rrtiee ScptenilH’r 2<MI|, and at linm .uhcxl (he t'HI to u»io 
NSIs eompeniii|! the poHliHiion of reronh the POP wuiited tnu did inii have the .nnh'nity to obuin. I hr 
doeiiotencv ui);pral the IX )P iwd ihc I'Hl to kiKiiniveiil linittk on llle POPV im‘rrrit;alit>e .lulhnniv •nid to obtain 
inforrniiti'nt it win not en'itled «> umlrr the Uw. Ihc bni vornpliaiue with there POP leqimt* - even wlieri it wn» 
not kOiidiK'tiiip ttk own authimrcd tmvrtipiiiion * o an a|)(taieiii vioLiiioii of iti own lutiitoty authmiLe.*' 


Material Support for Terrorism Provisions 

[ jwr pmhihnmyi iiutrnaJ nqiport tin trmnLuii, which wvre expanded hv (he bainiit Act. on; 111 deipenitc need 
of nc-erniuation and refonii. Intended » 4 mc<.h 4 ni>ni to st 4 r>v (ermrut oip.iiu)!Atiotn of mourco. rheM statute* 
itirlcwj iiniienniiK' Icctlimate hiimanilanatt cfTiut* and peri'cliiate the (vivcphon that U.S roiiiiterrmniulii 
polHict 4 ir nnjint 

Ihe Aimteinuhin and bllettive Peath ^•ellalty Act of I'HWi (Al'PPA). p.oH'd 111 the wake «l (h< <.>kiahonM <Jity 
hoinbiiiK-oniiinibicd providing 1n4ter1.1l ni(q>oii to ierion»U or leinuet oigani/atiotu." I'ltlc |tt US.r.^ 23 .t^A 
nulkis It a ledrral mine to knowingly piovidc nioterui rupparl nr rerouito in prrparatiou lor 4 V in rurryuig 
0(11 ifKcified anno of terrorum, and Ih U.S.C % otitLm‘» the knowing |inA'ision of material *uppi>rl or 

(ooutie* to any gioiip of iiidividii.ih the sectebiry of state ha* designated a (bnngn terKinu orgoiiiranoii 
AI-PPA dctinod*'ni.iterMl ntp|iott or moiirk'e('' 4 >’'<\irrcnry or other tinanciolseeiintic*. liiMiiaal servuvs. Uxlpmjt 
Oauiuig. sale-houses. fiUe docuiiientirioii or uhaintioiUoii. (ouiuiiioicanans equipment. fjLilities, wc.ipot». lethal 
nibitaiKc*. expltoisv*. personnel, traiisportatum. jnd other physical tfsel*. except inedicine or rdigiou* iiuteriah' 
AHPPA .Uso amended (be ImmigFatinii N Naltoiialitv Air (INA) lo gnv (he scentary of *t.itc alniosi imfctts’mi 
diWTet'mii to designate 1* liX *’ 

1 he st'crcuiy of sure may destitute an <oguu/aiioii os .m b 1 0 tf she timh that (he mgaut/aiion b hneij:n, that 
It ciig.ig(» HI Of (ctaiiir ihe s.i)XHi[y and iiilcnl to tm^sige in tcrnirut oktivilier. and (hot it* acilvilic* lhre.i(cii the 
iiaiioiial delense. lofcign rviiiioiB 01 eunjiitiiu mieiesu «if die UnueJ States. An b TO may challenge ns drsipuiion 
111 letieral coiiiT but the INA gis'cn thegoseiiimcnt (heabihry to use cLwdied mfoinutioii hr ovmni and nv/Mirr. so 
the dcsignaied organiuhno never gets to see, much li» dispute the allegations ig.uiis( it Momwer. -i yndge niusi 


23 RECLAIMING MTRlOTISM 
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ilctcnnmc tiui the giwcrnmcnc jtrtcJ ut iii ^rNtuiy .iiid c.it>iKiuM> iiMiiiivr 
- J wry ditfiL'utr In^iJ >Liiiklii\t lot an I lO In pcmi* • lu onlct t«i nwrturii 4 
tlcM^iunori 

S«'ci{on 805 of the Panioi A<;i expjiidcJ ihc ahMd> mvihivxui dchtiKinti 
tif’nMlcrul >upp<»rl and rrMiiiim'' to im Inde “expert 4d\'iii: nr a-niNLinto,** 
lUid tei'lion 810 iii« reused petMltie* foi eiobiU'iis <>1 (Ik vutnte* Ihnni;^ 
IKI i’A. i -oiigreer luimwcd these prinnsiMiif in 2(lll4 to require llut .1 |>ersi»n 
hove Kin ledge tJuc llie oigamrjrmii n jji ( K^, nr lus engaged nr eirgages 
tit renomiii. ll<Hwwr. the surute still th)e> not ictiuire the g^n'ci tiiiteiic !<• 
pmve that the per^nt 4|«etitua)K' intended t^t| Im nt het vuppnii tn jJvaii>.e 
iheiemmst avtiviiics ofthe dcsigiuicd orrcaitix-itioii." In ijer.rhe govvriiiiiem 
li.B argued tlut thkise who pmnde support deiigiulcd or|;jiiiAtrini» c<ui nui 
•tfoiil of the I. 1 W CNVil ifthc>' npi«>»e ihe luilowfol activities of the do 1 glla^H^ 
gnuip. inlertd llieir siippnri M> Kc inni onlv for liiiin.iiiii.irwii pttr|*nses .iml lAr 
pret jiitiniik loeiiiiirs.' ih*ii ilietr Mijifvrrt o indeed lurd lor these purpmes. * I lin 
Imiad iiiU’qnctjhnii of tlic iti.tleiral support pnihihitinii etfectrSTt^ prewiits 
hniiHriit.U'iiiii nrgiini/Jttnin fn<iii ppividiitj; needed Hief in iimii) |vim the 
world where de\ign.i(rd gioii(H cniilrol n htniU. orpluiMges. nicdual cliiiut, 
hinpiuh 4ud retiree camps- 

In irMiinnnv licinir i onprccs m JtHl5. ACIU of Sotitkctii ( Ailbniu Mail 
.it(mltc>‘ AhlUn I. Ariilaiuiithaiii ptw a hrM-hjiul otcOiintol'the dirtic nines he 
experiemvd while pnisiding huiiiaiutaruii aid l<i MCtiiiis of the 2(HM lsuiuuiii 
III Sri I -iiilu.* At the time of the miiujiii .^rpruxiiiutety oiie-htth ofSri I jitk.i 
was controlled l*y the I iherahoil ligers of l.iinil I'.eLint iT 1 THI, >111 arinctl 
group fighniig .ipiiiM the Sji laiiKan gsavrnineiii I he U S, gowriimeiir 
sic-sigiMied the I t IK .» an I'lO.hiit (01 (he Sihl.DOU |»c\iple living within 
m tertitory. the 1 1 1 1- n)>ein(es.ts an atnhoiiuiiiin niiliuty gosviiiitirnt A* * 
lesuli, inovttling huiiMnitirian aid to iievsly pc-o|s|i‘ in titii (mii oi Sri I aiiKa 
olriiiKt iiies'iuhiy reiiuim deahiig dirertly with iiisritiitifniv the I I IT* toniiviK 
Ami hcsaiise iheiv is no Iniiiunitarun eweinpinni fnnn iiuterul supp<»rt Liws 
tiinly the ptm-uioii of tneduuic and irligiotB nuteruh ore exempted), aid 
wnrhen in conihit yoiio hke Sn l aiika are .it ink ssf pmaeciitH'li Ky (he US. 
ginrriiiiH'iit.ArubiLiiithaiii ev]'Liuic«l ihe chdltiig elTeit of these bwv 

1 base *pokcn penonally Wilh doctirni. leas hers, and others 
who warn to wsui with ise^rpli* dcsj»eraiely nmlitig thni 
help III Sri I ank.1, hui Icai Ualulit) nmlc*r (he“rxpcri ads iiir.'* 
'itaiiuiig." jnd"|*ei\oHiiel' pi«s-isiMin ofthe tosv. I olsir Kmnv 
|ie\ipte who feaicd t«i semi fnmls loi iiigeiit hinnaintarUM 
needs, iiuluding cLnlniig, tents, jjid cveu luwiks, hccause 
they thssnidir tlut di»)iig ss> might visAitc the in 4 (en.il 
support Uws. ] haw also csinsulted with organi/atioiis. m 


FACES 0/ 
SURVEILUNCE 



WANDA GUTHRIE. « wUnteer w.in 
lh« Thomas Marten Center ler Paaco & 
Justice, so organoaiion lounOed in 1972 to 
bring (seoete Irom diverse philasoohiei and 
faiths together (0 work, through nonvsoleni 
ellorts. for a more just and peaceful world, 
was monitored by the FBI Joint Tarrortsm 
Task Force 'The government's surveillance 
of the TMC events and gatherings whKh 
may include those of Roots lor Peace «s fust 
horrible Spying invades peoples' privacy 
and sacred space when they are speaking 
out - and make no bones about it, when 
you re speaking oul (or peace M la sactvd 
space. For the FBI to monitor us as d we 
were terrorlsta is unconscwnoble ' 
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iik>’ v^pmcin' « .lu ACI U jnonicy. ttui seek to send nioiie>' fur biiinAiiitjruii as^uiiitce to Jiea» 
<.MiitniUe(l by dcu^uted ^K>ups I hjve hcjnl thtise or}SJOi/*moru exptess j;r4>v cnructm about 
cotitiiuuiijt their for precisely tiu'sc te.tsuii$. Un(i>miiutel>’, the fears of these •>t)Uiiu'.iciunv 
4ie weit-pHtitieii. Out I>ep4rtiiicnt of Justice has dialed that d«>ctors M.<ekintt to work ui ■ireos 
Hiiiler n ir csirund are not entitled to dti iniiHUiton pn'seentron under the materul 

support Lws. and it hds i.*ven sui'ceede»l in winning depsuruition indm under the inimi^talHin 
Uw't tleiiMitioit of iiuteriol »up(uin. bu merely iiietiitt fowl and shelter to |srcspl« who bebsM]* to 
<1 "leriolot oij^m/ation‘*e\^i iftlut gioup is not dettgiMtcsl.''' 

ira{(ls.illv, our eountertenorum Lws nuke it moiv difhcnlt k>i US. shuiitics tsi o|Kntc iii paita oi'ihe ws>rld where 
then |(iu«J swsrio could Ite niost cfTeitisir in svinning t|ie Iscrcie <if hearts iind iiiinds. In ’lNlf> f jingnak piMed the 
I'itimr Act ivanthori/otion. making! the inaU'nai «up|'ort pnwiuoiis perinaiienr.*^ 

Such uiiiuti .Mtd coiintcr-priHliictivc' com«spiences arc a direct tesiilt of the swerbtoad and inicoiutitutiniully vcigue 
detinitinn of materul »r(sp<iii m the ttaiuie The I mi Aineiidinetit proircct an indKidiurt right tti nun or support 
political lu^niratiom and to aw<«ci'ne svnh •'•tlim in order to pursue connnon goah T he Ifaiiien uiiderstotsil llut 
pnrfet.nng specvli and uscinhly were mcnlial to the neah<m and hmcliuonig of a sibnini deint>sia<\. As a rrsuh. 
the govrrtiiiiein eaiirnsf punoh mere niernhcnhip in or |solifisd assnciaiioii vvith «li>Cox>rcd gmu^w - even those 
fh.it engage ill iKith bwhil and unUwlul m nviry - without the strismi taleguattb. 

The material Mipport proMaiom iiii|wi inbsibly s.niiiiiiali/c a bin.ul lange of IHiat Atnsnidment-pmtccted ai'Clvlty. 
both as a result of their swcrpiug, vague Icmis and because they do not iek|iiirr the gi'Venunciit to shnsv that a 
defendant iMirndi to support the i ninukil activity of a deugiutcd i- 1 C>. C'oiim haw hclil that tajuie suiiiies slmuld 
lie irivoLdatcd for three rvauuis: *'( 1} to jssud punishing pcuple l«sr lieluvior that they cnuLI iiiit hosv known was 
ille|0il:<2) to .ivoid nibjectivv cnlorcemcnc oflovn. . ..-and 
(.^) to .nvnd any chiUirig riTrcl on the exerene of I'tr^ 

Ainendnietil irecdono.**^' Maierul support pminbittom 
against ‘'training.'* ''Kcntcct*' .liul "expert adtice and 
«» 0 taiKe‘‘Cul etch of these three standinb 

Any suggestion that the gowriuiirnt sMiuld lust use 
the nMtcn.il supj'ort statutes to pisKccute purely hrM 
AinaidiiniW'prolec-ted tpeech o belied by liie Ucr 
lh.tt It already has. In n mmr notorious eximide. the 
goveriiiueiit biiiught choiges oguiist Uivvenity of 
Id-iho I'h.D. CAmhdire Sjini Omar Al-I husawn. wh'tvc 
ssihmtrtT work oi.tnaging wtHisirn for a Miulnn clninty 
led to a siX'Wvek cnimnol trul fot niaierully nipportniK 
icrmttsin. I he prsnecution argued th-si by tunning a 
sseluite tiut hid links co odier welnitev iliot •'arrled 
•perches advoc,iliiig Vi«i1ciice. Al-lliisaayen pro\*idcd 
"expert assistance*' to teircirisTs. A juiy ulnimtely 
acquitted Al-Mussocen of .til teirori3ni>reiitcd cluigcs. ' 



Amenit Ihc rmtvrim MpiM'l stotuiet hi rtgulfo 
sMeiir inium to>urtnvr aiiisramiraiinrit umowlni 

mCUViIim iKiorr imposing srinviTiil natality. 

IlMfitivr pvuramw} and )mocr'n<tMMv vague 
lAnguog* such as nrimng.' ssrwee und ' «jri«*ri 
uOVici* intI lUtulhnte Oam Ihw iSMinman 01 

nsaleiiai sufpoM 

Establish an «<pucii ilbraM acwmptiun ta ritmuve 
tibriacipaloi geituiiicrsiluyns jndasvlunosesmm 
to *nMr Aim^or rrmont m M Unvlod 9 iata*. 

ni'ivtdfc noli** Auc proenra and f«i«anmgliil mviaw 
ronulnimvnte In tbn >ii»lori«l'nh priKnis. and 
pricnii deianiianii charged twin nmUrm. swirpim 
lu ilianeiige ll«e cinUcu^lyHio sustunslkon m Ituvir 
rriminnieaue 
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i he iiufcrul support piviviuDii^ j1m» iiitpow ^luk by j>««H-utioii iii vioLiiioii d 
the f ifth Aiuribliiient Due piotc^s lei^uiret the ^iveriiininit to prove prntiiMl 
- itui 4n iitdiM<Ju.il •/vri/hif//)' tiiifnilftl to fuilher (Ih* gntupi uiiLiwftil 
niih — beroTV cnmiiMl Uiutiunv uuv be nnp«Mol *' Hxvii with the IRI ftA 
.HtieiKlim'Mt*. the it»-itcnal •tiipi*<>Tt ft-i ikk retjtiire tj^cviftc iiueiit, 

U4Cher, tlir «UfuU't« iiii)n>«c •'ntiiUMl iMhillly hMVil tui the nine kiuiwlcJttc 
tlut the jinnip leeovmj! i» on KD^ or mjaijio m Imhtxl. 

4 l-litiub ilutiui iulllt pulj;i* lU (.'Hiird Sutu* H AhAuUit W4llie<i llkit llllttci 
the {("vuixiientt d' the iiKterui uippurt %t4rutc.“H loh Jnvei lmuM 

be piulty lor .r riJe t<» 4n I lt> mentbet to the UN."^ And th«e 

cotrvrituiMiMl ih'livieiiLicv aie «Mily cKjccibwetl by the uiilriteied dm.ieij>tit 
lime Uw* give (Ire M^rctiry «»f a^te li> de«igiMtr giuii|>s. ,mhI tlic Luk of due 
pioieM .itlMided to gioupt iImI wish to ipprul then desigtvituui 

A rcvcni shidv >tf iiuicn4l stippnn proK-eiitiom thtni Sepleinber 2tHH (»■ 
July 2iKi7 rrvrjb 4ii iitmsMiilly htgli .ui]iiiiti) Mie Cor ihne C4>n.^ I he 
lrt.ll itmvielioii r>4le Ixr .ill relomev n loiHy tU'4d> ot'er llir ^eurv. ihr.i mi 
T tNM. M7H ill jiurj. HJH. Ill i(M>3 .imt MM. mi 2(>(M ' Hm .iImum Imll <eiglir 
>>f 17) ol rile (letetiLLiiiit cluiged sviih iiurciut >u|»|>«)it uf terr«)ti>iii iiiitter 
wht< t liove [u git bt irul were 4i.i|Uilted. jiid thire others tuteewtully 
iiiowd to h.Hv riieii Juiges dtoiiuoixl hcl'orr tTi.i].~ I'his disparity lUg^tnK 
ilut the govrniiiieiif i« ■vvemMt.liiiiy. lu durytiig iiutcrul stqiporr vnibtiMici 
lot IteliAKrl lh>t icaMHubly liiiketl to illegal oi iioleiir sCtK'U). I he (Liii » 
i*s|kxu 1K tniiihbiig gisvii tlut the iiinluii tenreiKC fur 4 LOiinelioii 4t tnal ftii 
ttuteti.il siipiu'it iimici S^.WB ii tj-l iiioiitlo huigcr ih-tii lor .t guilty plea to 
llir unir ntfiiisc.'* rh.ii ihiwc delrtHLiiils who risk the .uhhtioiul Hd iiiiriith* 
itt pris«iii an* 4<<pttM<Hl ill JilMi'rti li«ir of tin* sises Mitei a dwi'iibiiig (|iioitoM 
of whither (he gowriiiMeiii n luing the duioiuju senteiuei puAtdeii iit thtt 
ft.iirioi A< (•eriluiK-ed M.itute b* compel ple.i hot p.imi where the cvukju e might 
ii»r iiippoit (.oitVKIioit 4t (I i.il i>l the h] dc(<md4iu» witme lau:* wvie reniKiHl 
during tile study |«eriiHl, .Ml pled guilt) In iiiAlerul support slid aiiotliei 1 1 
pled gitilty to oilier charges, (htly miic of the iein.umng JO wvre convtctcil. 

Ill //uirwrNitiriuii foui'/S'inrt'. .MidMsey.s group of orpinixatioiu and itidivtdiiab 
seeking to support Hie iidiivioleiit oiul Lwt'ul jiimties of Kuiduh .uid l.iuid 
hniii.uuuruii oigaiuratiom eholleiiged the i.oii«(ituiiotMlttv of the m.it4rul 
suytpoM pnAtriinis <in first aiul Hiili Amcndiucnl gioitiiib/' (hev lonTeiiilcd 
tlut the Uw vioLited (he Ctoiintiuiion |sy ini]ui*iiig j eniiiiitd peiMh) for 
awiHUtuiM without icquiniig ipcutu liiteiit to ftiiihei .in I'l'OV uiiliwUll 
g<Mb. Slid that the terim iiuluded in (he detniiiioii iil'“i|Mieiid *upp<iiT«u 
nreounes" swte iiiipernnssility VMgiie. In J<Kf7, the U.S- fiuMit d Apiwoh lb) 
(lie Nuilh (iittuii riiund the leiitu “tiuining" uiid “icivicr.' and |uiT of the 
dcftniiion ot“rxpcn advice and assuunce’' uncoiisttiutioiully yogue tinikt the 
1 ifth Ameodiiicnt * fhe giAvtiiiiieiit u appealing this deeisiun. 


FACES of 
SURVEILUNCE 



JOHN OOE, Uie Preudtnlol •» ■nt*rn«i 
Service Provider, |e an NSL recipient wUo 
hae been under an FBI g«g order toe more 
(Kin (our yearv. Jetm Ooe ehalUtngod (he 
cotuMutionallty ol (he NSL staluta. Because 
of (Ofl gag order, the lawMit wu imlielly 
hied under seal, and even today tho ACLU 
i« prohibited from diKlatmg its eftint'a 
identity TIm FBI continues to maintain 
the gag order even though me underlying 
invnstigatibn Is more then four years oid 
lend may well have endedl, and even though 
the FBI abandoned lu demand lor records 
two years ago. in December ol 2006. the 
U &. Court ot Appeals lar the Second Crcuil 
ruled that tho NSL statute s gag provisiona, 
as amended by Congress hi 2006, vtotalad 
the FiratAmondmenl. 
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ideological Exclusion 

lltr P4trii4 Ail n^TiVil il)e iliHicilitvJ pniil)i.c "i utinf|»igii.i) ncvluntm: ilniyoix Mm)^i tifi/mi' rrKry into ihi> 
t I.S twiril mlirly iW tiunr virm .mil 4 «n«-MMiim. Mtitrr tluii tlimr imidMct 

Srction 411 <it' tht* P^niot Act ojncjidcd fliv IN A to igqMMiJ tlic 1*101111111 ItiT deny mg <<iivi|p< ii^tioiuk adimuion 
into rhe Uuiusl Sr 4 rc 5 . and hx depifftmg .ilK-ady hcie.** 'I liU fcvrioii .uiiltoriArr (he cxcIumoii mx only oi 
liiin^li lutioiubi who Mipfiixt diiMicnic oc Ibfvijui ^loups die U,V Ii 4 » deugii 4 U*d as “tcrnnist Mry^.'uii/atitim,*' but 
4 l»o thevic Nvhn support "a poliiii'.d. soeui ui cxJvcr siiiiil.ir gjoup whme puhlK eiidortemriu of 40 ) of tcitorm 
•envih tilt: iCiUtbiry of state Iw ileirnnmcd iiiidcrniiiit*s Unitjed Sbitin rlTam to mimre or cliniin.ite tenrircl 
4 i nvitics.** M'lrxNAVT. Coiijcies* added 4 pn>vi«ioii that atithnn/et (h« cxclmioii ttf those Nviui l).ive (l•e<i ii ‘*p'A>ittoM 
orpnmimemc within any country to entUinc nrnpouw tiTniritf aiimty.m lo pmiude ixhen (o 4 Wp|>ort tcnonsl 
«eti\ity or .1 terrorist or^iiMtuiii. 111 4 w»y th 4 t the »eirrt 4 ry ofsbitc has (ktrrniiiifld uniJi’tniitii*t I’nitcd Si 4 (e* 
rlTortstii rediicc nt rliinriiatc ternirtu ••i'livi(m‘'^'l'|ii<npli iMtctnlMv iliivi ted 4 ( icrRirntii, tlie prAiMtin tiitliiro iiii 
iViird*. itoi K.iiidurt, and tn lenin mv hn.iad and ejuily iiMiii|mLi(rd. I he Slate Oe^Mitmeiii t l'mvij:n Allans Miiiiiul 
lakes (he sweeping stew that the pnwisioii .ipplles lo liwign 
iiaiionah who hiivc voiced *'Lrtes|iomihle expiessiniii nf 
npiiiion.'' Over the Lur tlx yvars. dozens of foreign scholars, 
arrub and human iiglib at tivvos haw been denied entry m 
(he United States iitK became of then .ictioiu - Init because 
(if then politiuil slews, their wntings and their aiwocutinni. 

thiimg the CiildVCar. ihc US. Was iH»Uinui» for excluding 
suspevteil I ommuiH'ts. Aiiioiip »he itujiy “ilmgcniuii** 
mdlvidu.ik exchulnl in (hr iiatne of natiuiul security wvre 
Nobel laureaiei Uabriel f^atiM M.)n|iie/. Pablo NctiiJa 
and Dorn I enmg. Hnudi tuA^IKt (Iralum Chceiic. liaJUn 
pLiy-wtighl Dam* l-o and IScik* TluiV‘au.w|io latei became 
prune mmistcr of C.auaili. Wlten Cougreti rqie-aled the Cold War-era eoinmuimt exchuum laws, it detemiiiied 
lh.it ‘'ll Ik not III the intemo of the Umti'd States to establidi one stanthifd idecrlogy for and aimthe* 

hir foivijaiei« who wish to vi«ii the United States.*' It found that ideological exclunmi caused '‘the lepiitatinti of 
ihc Uniii'd States as an open society, loleraMr n| dn«*igent ideas'* to ctidrr When Omgress enaired the ''ruilonr 01 
espouse'* pnMMoii, it ijajorrd tlw historical lesson. 

I he ACl U ciiallenged the 1 oiBntutiniuhty oC'uleoliigicai exi liision‘*m ^iNrerh'dti.Hosdritry ffW(e«i'n u In 

fuly JU4M. (he Depaitineni of I lomcUndSec uiitV n>l 15) used the yifiwision to re\\>kefhe M».i of llaniaitin. 
« cin/eo.one of Kuiofic's leading s^hobrs of Isbm and a sswal nine of U.S. pidicy. ICuiiadan Iwd accepted a 
)h>situ m to teach at the Univeniry of Notre I )ailie. Alter I >1 IS and the Sute Dcpartinent failed to 4Ct on .1 secsUid 
visa at^piicaiioii that svmdd luve ptn^iiutnrd lOiiutlui to reach at Notre Darue,lie applied for a It viva ro aireiid and 
particip.ue in conferences in the U.S. Alter (he gosicnjiiienr failed to act on ttMi aii'licatioii ii>r many msmilts. in 
January 20(iri, the Aiuerican Acaderay of ll.cl)ginn lAAK), the American AMiKiarion of Uaisvniry Pnifi^irv and 
PEN Anicncari (..enter- orpaniiratioii* that had iin*itcxl Professor lUnmubn to speak in ilie Uiiitcd States - tiled sun 
I hey argued that the gowriiilienlVexcluMnn nfl^itcssor lUiiriadaii.as vsvli as the idcnlogual cxclitsinn pnn'UKin. 
viobted their fust Amsnnhii«*in right to receive uibirniatioii and heat ideas, ■iiid rorii|siouttied tiunr .ibihty 


8x11 ittalngitai tutlnswii* fiawi sii ape«n Ihifi 
etouio fta «i oi&ctad in ui« umiM> btatak untie • Uir 
Fust Amnndinoni 


RotMaltlir'evioeKtoraBpaUK-' pruvifrio'i 
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cii)>>gc iti Jii imcliccdul oxcfuiifxc With torciuiti whobis. When i-hjilcttgcd in 
lourr. chc .tKimiMiiini ib alLL');dii<tii ihjt Fnrinvitr (Luu.i4iui h<Hl 

entJoned rcrmmni '• 

ill!' (burner (•nin licM th.i( the jiiAeiitincnt (muIJ hoi cxduik fCiiiMiLiii 

%Sr-ilttniii pnn’itliiiji j le>^(inuCc rc.»«in .intI lh.vf il ruuld ihk rxduilc ICdimdiii 
Ki>e(l tedely on Im iivrxh II onUird ih< ic>Arinni<m to jil||u<bcjfi* Kjiiii.HUir$ 
pcinbii}: v'tu jppluMlhm \viiliiii \K) ili^‘(.**’llicfejliei.|i«>vwwr,lbc inAvnimenr 
louiiJ jji iiinrdy iica Kuu |iii hjrniu: KjiimiLm lin<(tkiii(: the exjuiuk-d 
ni.iCen4i uippni t pb>visioiia oI'iIk Kc.il 1 1 ) At t. ihc ^Avnniient ilefcriniiied tli.tt 
l*n«let«oi lOiiutbui w^tinjctiiimilik* Iwtjute oCtindll iloiutioiis he iiuiii; fnnii 
to lo 4 Liwful l.uro|'e.ui ch.itity tiui ptv<vidct 4Ui to PJctrinunt.** 
I be pUinriiE ctutriuucd to duUni^c the Irg^kl^' uf Pioti.*wor l^nudins 
cxdntioii M Avil ii» tiK toiWiiurioii.iJiiy <>t'thc ukoiojtit-jl exciunon pr\A'»joii. 
In [iilv 2iii/7, (he (liifnii iinirl upheld Pnticvtoi U4m.Hi»nt rxdminii Imi did 
it<n nde on live <oii<ibiiiuoiuliry of five iden|oj>u4l excluMon (vovnion, hiidtitg 
nirfe.Hl ihiM the pLiniilE Lk'kcd tljmlnijt I'hc A^.l U -ippcjlcd and the <.4H’ 
reiiMiiit |vii(hii{: briorv (he the US. < oun ol Api'e^h for ihr Setoiid (..mnn 

I be nttpouruni of an idcobieit'al liiinui ini Jt the InnJei is raw leijMirthtp 
4iid vioUtc* the I'lrti Ainendmeiil li allows the ^ovciiiiiKnit to dceiik whith 
idc.it AjiiL'niuiif nijy or iiMy nni hc.ir ltleo)o)*<t'4l cxi Iiimimi skews p<ibru:al and 
atadcmic deixite iti the US. and dqnim Aiiierivam ofiufortiution Uu*>' have 
•I LOtiMiinriiirul ri)*ht lu hear ParTKiiLirty now. AiiirriLajn tbouLI l>e eii^^vd 
wiih (he witrld. not nobired fn>iii it. 


Relaxed FISA Standards 

Section 21S ol'the Patriot Ad anicnded I'KA lo elnniiutr ih« vrsjUHeincnt 
ilut ihc/inmi/ryptH/ioM'ora T'lSA scjich or tuiwtllanse must be to (:alher fonrign 
intcllijienee.^ Undei the Patriot AitV amendment, the ^emmeiit needs t(» 
them’ only ih.ii a iiyNifiiUirn fmrjiixr cif the muih ai suneiiLiicc is to ytatlier 
Ibreitui iiiforination in order to sustain .mthonunmi lirmi the USt ** I bn 
sreiiuii^- nuuiirchaiictealliYVss the jtovrrniucnt m me I'lSA to <in.iiuivrnt the 
b.ui( piuteetioiB of the bntinh Amendineiu.evcn wlicre cnmtnal proseciMnvii 
K (hr pi vvsTnlncnlV primary piiqiOH’ forcondmrtnyi the Mr.inh or siirsnllani v 
1 lit* amondiiieni allows the iwiv'erHinei*t to lotidui t iiitnnivv im-esiiiraiioin i»» 
^thei es'ideme lor war in ciiininal truU wtihont establishntjt piobabk* savuc 
o| dieira] Jiiivny (lelnte a iieuii.il and disuiteicvreJ nia^istratc. iiiid without 
pMViding ntilu'CKe>|mieil wdh oidnuiv NVmr.inb. Iintrad, the piAxniinient s.in 
• ibtaui auihinv/atnm fin sesret scauhes Innii a seciet and uiusiountal'lc oiurt 
K»ed on an asiertion ol piotsilde c.iiue that ilie largct it an "ajteiii ofa fbreipi 
pmsT'r."a repmeiiutiun the timrt mutt acsept unites “rleait)' rinmeous” An 


FACES of 
SURVEILUNCE 



BRANDON MAYFIELD, an American 
attorney practKing in PertUnd. Oreson, 
Wat Mtvjectett lo seeret FISA aearchn 
el hu home and otfica alter an FBI agent 
mtstahanly identilvad hit lingerprini on 
matenaU related la a lerrorial bombing 
in Madrid. Spain The FBI aganta who 
condiKtad the aearchea of the Mayfield 
home loft telbUla sign* ol thotr protetKo. 
leading Ihe Mayfield lamily to tear ihelr 
homo wa* being burgtanrod. MoylMld 
challenged the eenttilulionnlMy ot the 
PMriel Act pmvtaton that altcim FBI agenis 
le wte FISA ordera lo gMher evfdonce in a 
criminal investtgahon 'In Ihe deboie oyer 
Ihe »cop« ol the government’s aulhorMy lo 
wiretap Americans we often hear people 
say, 'H you’re not doing something wrong 
you have nothing to worry about.' I am hera 
to tell you that even the innocent con have 
their livvs turned upttde*dQwn when lows 
designed to protect egainst unrestrained 
government actions are weakened ' 
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uiipuj^ly yvnnii lut ito way ol l!Howit»]> h» «<r h«^r njtha (uvr l>c«ti m* ibr p^n'ctitiiicni «..im 

iicvrrhc held jccnanubli'. 

t inwnnjf <n‘tilrnti<ir> itunibnls n»t m.ike il cjAirr fiw tbi' );iiwmn»cn( l<i ^py riM the l^ubct. it nuke* 

It nt»rc bk<Iv rii4t rbe v>ill be iiiiMurly <]»iutrd in tn^irviiow intvktipciom A inoir limtirbiiijc exjiiiple 

itf llir wiiy Ihi-k pimivHNi eiuliltn llir );iiv’irntinait lo u» iiiiii>eci)l AMirnwam » the uwe tif Hmidt^n Mavbclil. 
•ti Aittericjii cin/piiaiiU totnier U!>. Army oibcrr wiu* lim with bu wir<4iHl ibiee ^hiMtvn ni whete hr 

|)i.ii'tU'tn law. 

hi M-ircb ^rA]4. the I'Ht bcjt,tii to Atupcci MayUcUl ol ntwbvjiicni tit a terin of ronorift Ivtiitbiiip in MadiiJ. 
Spam. Iu<rd on an inaccuRtio hnptpruit idL*iiTibc.itiiin. Ahbim):h Maytield had iin ciimnuJ NMord aiid bad iini 
letT the US. Ill lAvr lU yvan. he .iikI h)» latittb' bciainc vib>^ t to iiutiiib^ of tecTre phy^ual Mrarvlies and eWvm>iiit- 
^urvrilUiKC appiinvd by the ldSC.hi Mjv-INM.May'held wa^arnsted and unpruoiicd for uvekt until ncm nrportk 
tewMJed that the fiiii;rrprtiii> bail been inatebed tn .111 Aliienaii natiiiiial, Oiih.uic Daoud. M.iyficM wu tvle«ed 
the lidli>vvii»^ iLiy In a Mibtcqiicnt lawwiit, MiYiifU h > 'Miril .Stalo.* fctlenl ihitm t totni held lb.tl the Patrint Ai l 
•mendmem vioUted the 1-ourth Aineiidiiient by all*iwiii]t the pAvriimriii to awid tmlirioiMl jtidkial itvvniglii 
4o a iunvillaiice onler. n*taui and me mlonnaliou c-o]lcc1ed in cnmuial pnuct iilmni without allowirij* the 

urycwil iiidividtwh A Hieanm^liil "> « hdleii|;e 

the kjtality of the iurwillaitk'e. niteoept vtmiiiuiiUiatioiit 
and MUiih a petvmS bonie wtrlmut ewi inlinimnic the 
laijzv'ted individual and virviiimviit the I ourlli Aiiiciidiiicniy 
P'lrtiiiiLuiti' iri|iincuitnil* 


— 


• RstoreOn prtmary oairpoa «QQUK^«flt to FISA. 
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ONLY ONE PIECE OF THE PUZZLE 


■ lie I’oinof Ail riuy luw Im-n ((u’ fii^ tivvti cx]umtMit <■! iliyMt): 

.ilii-r ^cpcaiibrt 1 1 . 20ul - l>iit ir tcnaitily w.kii'T (he i.u(. 4iul 
Witiit <rwH Hh' i«i<»c i*(’iL*^iMU3 iUeiv have hrcH iiijjiy iluii^n 

»iu lUlhiiMi MTLurit) Liw> tiva (he |>.ut lemi yMi'H. .KliK-wmt; the 

rxccttn Ilf (he I'jtnni Act witlmut exuiiiiimig the laiy.ei «ut>vilbiiec |Mciufi‘ 
may IMI be ciKTU]sh (o tom m .iti ou(«of-^oiitrol imelUgeiKe-^atltciiiift (r^tiH.. 
Conjtrcss tniisr tun onl)* i'mdocr vigumfl*! (ivcnj«:br itrthe ^mvriiment^ loe nf 
PatiKK Act |vnven.ii imiM -iho rcv'icsv the other lj\w(r}!tilati<nt$ and gtiidclmcr 
that iiiM |vriiiit MirV'eilUrue of Aincrii'am wiihoiti Miv]Yiii«in of wroni^ih'Hi^. 
Citiitucpt rhoulJ K'nitim/e the exp-iii(l<(i mrwiiUiicc juthontie* in ihe 
Atlorne) ( (rneml ( IniJelinn lor tloincilii I'BI ( )fvralioii>, I'KciUtiw ()nit*r 
I23^.V IKI PA. (he .HMeitileiJ flSA, and the I'CPA- Uilim.ilel). <l<ih|trv«i 
tmui examine (he full paiHr)T|y of intelligence acDMUo. c'speLiall^ iIoiiicMk 
•M telli{jriu'< yptheiiMi! |•(c•^ralllv. jitd encourjyic a piililic dehaie .ilxrut the 
pRi|>eT nature and reach of jcinvernment uirwilUiwe pmpram* on Aniencan 
anil and alniiad 

] iiniiiinaitalK. ( .oii(;re>a iriiiit rec'n).mtM that 'Tverhnud. inrtVectnv or ahnnev 
••mvillaiue projiiaim ate vinniWTphuliutnr to loiif-teiin yocrriiinent 
miervils hev..iUH.- lhe> tiinU’rmiiie public coiitnieme ami aupporf of U.V 
iinii-terioii*in prt>graiiic. An elliuc l>y faniittei* lo account fully (in ibmcc ol 
^ocvrninviil rnneilLnice .uilliontm m the rciciil pad ic ahwilulely nrccMary 
l*n several reaMim. Imt. only hv hoMntf; atiouniahlr rlnne wlm en^a^ed in 
intentional violatiom of law can we nscci.il)luh thL- ptini-wy of the law .uid 
deter lutuie oliuccn. Sceond, irDly Iry cieatiti^ an aci urate hictotiLal teenrd of 
the fuliite i>t' ihcv abiuiw ptojstann can i;<aennneiii tilhcuU learn tnnn thc^e 
umtakes and pio|>criy leforin our ti.itioful cei unt) lawc aii«l polit in. T mall)', 
onl)' by viitooxnl)’ exeteistitj* it' mrDijtht ropr'imhility in m.iitci> of natioiul 
cecuritv c-ui i.orijrren reajseit itt mrical mie Aan etfeciiVe check a)'.iiiicr abiue 
ofexetiwnv authortty 

I he 1 'nmritution itnec < amjtrcH ihe recjmncihilit)' ro ouidiicr »Avp«jJt*, and 
( oiiKin» nmrl luhlll thu obllpiUoii to cinuie (he eAcctivr i>peratton of onr 
)(ovTiiimeut <ron|:reca dmuld bL‘}:ni vi4*i.Tn>u<i and LLUiiprchenuvv ocviu^ic 
hearii)) 0 . to examine all post-V/| I iution.il mi ut try inujtram* to ccMliute their 
rlWtict’iiecc and then mi)CMr mi AfMctie.tiic* piiejcy and civil bbeitics.aiiil it 
dvHild hold then* biMriii];^ in puhlic to iIk' (tteatect extent poniMc 


FACES 0/ 
SURVEILUNCE 



KONSTANTY HOROYNSKI. • studam 
H (he UnKeruty of CelKemw at Santa Crux, 
wat quite surpetMd t» tenrn that he wna 
m a Pentagon demetbe threat detaliaM *1 
didn't protest wth Students Against War to 
be threatening, or lo be un-American, or to 
waste airyene’s time. I protested becauie 
A was a way I eould stand up tor what I 
believed was right I knew thet my actions 
were protected by Ihe Constitution. Vet 
the government believes (hat the peaceful 
protest in which I look part is a 'credible 
threat.' When lawfully standing up for my 
beliets— standing up lor wnat l think isrighl 
and juat— la a 'threat’' to (he government, 
something is wrong . 



90 


CONCLUSION • IT IS TIME TO RECLAIM PATRIOTISM 


111 ^O.CinfjErcMJiiuu once 0^4111 irvivit ihr R*cn 4 nAvt, 3 » tlitvr teuiponity pi<TviMom (nnii the rejuiltnn/atinn 
iU'ict to L‘X|>in: (ly the end <*( rite voir- Mtu hinc. lni\m<er.(:oii(:rcn i& i(«)r Luiiiplctclv in the tLik 1 'he tCj Jiidtit 
Ml the All iitiutlifMiy^noii pnnvil the ]«iivmnincMt bed when it cLiuiicJ ilut iin I'arfint Act |>ifwvn 

luii been .ihuted Cntiis U^nnet AiMiiic)' <«cnml jiihii Aihvtoft once ttcrukd m h>^erii. 4 l lil)r.tri.u» Mmc pnAvii 
piMtioiK Ml tlicif wTiriunp that these uiinciTiry diid iincheckA'd aurhurtaes wi*uld Ih.* Miisuied.*Ju»| like i]ic ciikmuit 
who ^nijtht .igAinst writs of d»jst.tnce. time indn'idiMb iccopmASl th.it true pairiotuiii inc.int Mttdiiiy. ir|T (bi 
their ri^hfr, tnni in the lluc of an Ofipreibr (tnviTtniKmt .itid .in irntciiowihh; iiiiiiiv. (..ertainiy there Jiv tliicMi^ ti» 
•Hit- vcuriiy..n therr iilw.iy» luw hern. Inn <iui luiion tJtt jitd iriiiit .tddtvw those thtiMts without wirihcmp ■•mi 
nwnlul iTklun irr wv will h.nr hut the virry IhrcthtniA we strive In ptuiect. 

iUiiirtv 4II .iniMMii the oiMnlrv luvr spoken, vcnknij* iliiwn M:vrr.tl 1^.1111111 Act pinVisMUh lh.il iiitnn^tcJ ifti ihw 
i«Misrituiii*iul iiyjm <«r •iftinuity Aineriianv. Yet the j^iivernment h 4 > MMcndully hidden Hie tine MM)uct ni the 
PitiM Awt iniiter 4 cli>4li of seciecy t1i.it even the ciHiitv couhlii^ • or woiiktnl - ivnettaie. 

It M lime for Oingrew to Act. l^wiiukcrs ihnultl take thu OfifiorriiJiit)' to etumitie rhoioiighty 4II lUiruK Act piwvera. 
•nd indeed ull ruruinal secuiuy and inirlligrncc piitgi.uiii.jnd hring Jti end to Jtty gowrniuent JCtivttieA rluc jiv 
Illegal, iitellecmv 01 prnne to jhine. This ownigjit K esseiitul to the proper fuiicmmuig of our iomimition.ili>t(cm 
itfgi'nVrtiriinit jjid bi*C4>ino ntoie nrcouiy during times of crisis, nut hm. Serving a> jn etreemv check jgjiiut the 
slHue o 1 Vni*niiive powvr 1* more iImii iinr t ongrrB'responrilnlity; it 1* m p 4 tTi»»tic duty 
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Miiiiy priwi»i(tm iii tl»L' 4uitfH(lr4 Pjitriot Aii luw 41 hu«i1 - <•* Imvt iIk* ti> (««- Kr<«(iw*«tf hnM(t 

.uivi 5ftvqMii|; iMime. I'be secii«» on thc»cp.^c< need voit^ressnMul tft’cnijfht. l>c»pitMiwii)eftpiM lnr.Miitp 

JuitM)' ritr ^0(1$ ifjutiintujfiitrt 1 * 11 ‘t'cn. ti«civ la s dcattli i.if iiicaJiinjduJ inJivMMtioii >i|xiut ibnr uae. CMii^’icat -iikI 
ilic puHu iiccd fL'jl An5wcrt.<iiiil (lie li'>r(ht'iriiiiii)erxpiMrh>ii due b tile (>eriec( ofij^onuiury to icvMt (he ^mvimoiu 
diat hjsv wiivned iivil libcfuiuiu iimcl* 

• *vc4 tioii iflV Ititonpjtuiii \ltrtritiy 1 he PjrTHrt Act aiiilsuhscqiientauiotca mcininytc nr require tiithnii>tiioii 
aluriiijt While it it iiii|vrMiH Mr critical dc(.iiU i>* rc-ich the riirhr p<'<q'k. Imk t* known iibinit the hrc.id(li 
of me jtiil the «A<p« of iliUriluitioii ol oiii tvr>«in4l mr»riii4liwti. 

• Sciimii R.o\TMj«*'Jriliii ll<ir*‘Witrta| t» Iy|iir4l itidiciAl «)nk*rk 4«ilh<in/aMf> wiTcbifH, htteijgi 

liitelliiti'iire SurvviltuKe Air 11 ISA) vyimap urden. icJeimty the penon or pUie to l«c iiiunmtied I hn 
icv|UUcniaii h4s ii» mots firinly pUiiteil in the ini^iiul Hill of Hiphtt - the };uno oi t>ur hiMoiy h^vntit 
liittued oil Midi j tinieept, oifW (ueruMruli/ed 111 the l-imith Aiiieridiiieiit. when* it LdJh li'l witnuiD 
"pjfiKiibrIy deurrihliip the pLcc to be te.iivheil. jiul the penoiu or thinp to be tcired*' Mowcattl. tb<se 
imin^ is'jmiiti jrv KquKrd 10 specify neither person nor pLie. diuoiumut; tii(he"y;L’iii*rai sv.irniin'* rh^i 
oiii nitron's foiiiulcrs h.iJibborreil.'[hisscctron will expire on r>ci.-ernlteT.^l.iO(>''i. 


}t<AtTiinietil I 
wnttAiii 


Leas to StijTvd C oiiititutiii.TifnMB . 11 k I'ntriot Aet xinrmied trinniMl finttito «*• tli.it the 
II i>lH4«n irpciied rmjib 4litl em>uls iildcr lh.iii Hhi cUyi with only a siil>pi>eFM irUcjU of i 


Se>.ti<ni 212: Vuliuitjry Diselosinia ^ fcjuyeui Lrttgn C-Hirciif l>iw i>riiiiii> irkcoiininniiuiioit* 
»tMn|Vinies to rrlcise lOiLHiina rcconb JiiJ content to the pATrninait whai they luw 4 goml f4ith 
beltrl'ir ivLues bi j ihivdt I luwwr.the pjtriot Act ami vubtequefit l4^.isb(ioM iimvieJ thjt ITi|$)&ei hom 4 
"rcasoiiiblr'' to “px-id laith" Iselief tlut the itifornution leflccis 411 anergency. I he .let 4lto Mnk .muy die 
irqiHnaiieiii ihji the •hrr4t be “irnminent'* The Departnieni afjiistice liupertnr (.teaerol hi*, conliniied 
tlut the gomnineiit i» luing Hm l•xqdlolc to mpievt iit<«>iiniition in the absatce of true eineigericia 

SeLti.>n 213- Sneak 4iid Peek Se4iclitx . lhac 4nr debyed muiee rearvh wanyntt, Uefonr the Patri'U 
Act, 1 r 1 iMm. 1 l setrsh Wjmnt^ a*v|Mirvtl prior iiorihcaniin except in rxip-nl ciremtutiines or for stomd 
<->HMiiiuiiic.irtoii> when MotKe W'tnild '‘cenously jeiip^nlunr an iiisvstipiti<»ii*' ihe Puriot Act rx^Miicled 
fhb once niiTOW l<n>phole used sokly loi stored ci>mHiiinic.irhnb h» iill se4ivha. Agaii> might iiow 
use iliu vague calch-oil In cirruiiivciil lonpCjinliiig hmith AinendiiicKt piotectiom Ihcsesiicuk and peek 
wjiniiits Aiv not hiiiited to tammin citev * thaeby iimk'Tininuig one ol the com |uuilic4tions fni the 
iHiguul Pjuiiu Ail In laa.for the Jun7 tned vc-ii.tliegovatniieiit reports ilut out ofwosinukaiid |ic.ik 
jppln'4tions. only sevai. or 4ln>ut one ivcrvcnt. wsnt used ibr tenorism cisct. 

up coiiirmtnuabon rreonk ni rr4l time .iiid iVniviJc ihc piVcninient Ailli 4 sirvaming Ibr of phone calk 
<n enuib made by 4 pcrvnt or .Kionm Heiorv the Pitiiot Act. tbn icciion wm limiKd to iMckiiiy the 
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■roiDiMiiUKJinon* o< <u»}>ccfccl ictTorwti. Nci\h’. it ciii l>c iiscU («co|tk who jre wkv.iiu to 

an iiiwsTimtioii. e\-rn it' they li-itv done mithiDj; 


l£. rhne lire I'lSA C.i««trt onleit I'ar 4iiv tan^iUtr lliini; 


-> libraiy rcconj*. .1 «.niiipiiter haul drne. a <-tr • the {FH-crriiHciit claiint is rckvjnt to 411 iintvi.aittoii to 


pinfcel .ifsauisl lctn<rmii. S'di«.c prfs>.i;;e mI' liir P4tn<»l Aci, ihr pennn whoM; ihmp .ire being Miac4 need 
It'll |w « stisiuyted triPMiM m even be m crnitm with niie. I hb section n tyheduk'd cn^sirr nn L)ee 


-tl.lWW, 


S ection Jl«>: (:runiti.i] tVii Kcpntci, llapaiiJ Iracc OrJcp 'Hie Pitriot Aee .uiicnikd the a 1111111 . 1 l code 
(n cUnly' that the pen regtstei - 11.111 and irji-e uithoiity peirniis thegovcrinneiii tn itdlect hitcnict mroith 
III leal time. I lowever. the tfanite floci not define ‘liiteritet rrcoM' cleaily ( emjims iiceik to make sme 
ihai the gowniuicjit u not jliiuiiig this |vti>\iunti Ui cnllea h>a ot' oYiYthing an innixeut peivtn rcaih 
">11 die IliteillCI 


ihr Palnot Avt, the vxIctisim' anti >ettvtiYe poWen tmth'r I ISA eoitlil only be ined when ihe •.olkttion 
of lorvit'ii iiit<||i{(ciKe - .» -ii^prised to pnwcciitioM - win ilte piinniry pm ^uvie of die Mits-etUancc. Now. 
I nlleetiiig (iircign tiitelllyeiice iiecii aiily be 4 “ufttiifu-mt’* purpose, ivriiiitiing lltc goveiinneiif to me ilm 
(ivMTf i'ISA wamiMt uaiiJLiid iii pber ofa ti-jdiii«iiul iriiitiiul M-airaiic Cungrew imuvi linJ out Mhcthet 
tlicgiA'CTnilieiit llJQ anidMbtcdsurvTilUncc iimkr the relaxed I ISA itaiidankhM viliilliul pn-mccutiotn. 

Seaiuu 21 SmpL? JunxiiauMi^cuYli Wan mn . The Hati iot Aa .illowi Judges sutiiirt m dniiicn whete 
renomiioreLted activitin iiuy have iKcurrcd to tisnc warraiils autside of thru dutna. possibly tianuiig 
h.nibhip on 4 nxiptciit who may want to ch.illenge tlw wariMit. 

all ofdrr foi ulcttn'rnic evideiibe oiiMide ofihc vhsinvr in whuh hr oi thiMib. I'hu pruvnioii nuy same a 
h'liihhip Ion ifmotc Inwiiei 01 |s|i«iie »erviet ptwidet wh" wants to rlwlknite the legality ol’tlieonler 


SeUHm 411- iJeokyual Lxclusion The Patnol Ast artieiided tJie liiimigratiiiu anti Nariuiulity Ait In 
ex]>4nd the cemwisni-ivlaied gtoiinds fiir denying hncijtii iialitNiab adimuion into the United Stales, and 
liir deporting alient alieady hem Thu revised ilic div-rediird praLtice of ideahtgual rxeinuon: rxvtudiriy, 
r'sm«:n cm/cm IstsoJ solely on their politual sicws and aKocutions. rather than ilieir condtnt 


■ Syet m n 505: Natimul Seciinty Letters. NSl i itK dciiiiUKh fur ciotonici reeonh (roin limuK-ul institutions, 
cmhr hiinrausand miiimiiiiit'aliiins sers’icepToailcrs. They haw existed fui ilec.nlu:i.b»il prior to p.tts,igr of 
the IVri'U Act and its subsapiemamrmlineitts. they svrre limited to colkitinginlrirttiaii'ni oiiswpetted 
tvrioiisu or Urretgii aemrs. Rcsipieiitsi arc gagged from telling anyone hesitln dieii Liwyers .lud ihotv 
nereswry to Kspniid In the ivi|uesr rfui they ctilirr reeeiwd or rompln'd with a NSl . I he gag has been 
tnmk down at inuoiontuiional hnr tctnalin on the books In 2(t»7 and ihe jnmee ncpartmcni* 
impeitor geiieial icpurtrd riiat upsvatxh nf^il.lKKl NSl* ate now luuvd eaih year, many nf whish ubiain 
inroriiMiloii isii |K'0|>k two and ihivc times remoN'cd fToiii a suspected leiu>nsi. 
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S^»i:tu.ii l;tcbiiiru>n o< Duinatu: iirtrunim . 1 he Junior Avt bMAitciitfd cIk iKiimiloh «»t 
(imimCir (cmirBr Ait> ui mclutk* jny itjic mr tVilrijJ cnuic ib « iinrdicjit ndirmc. iHcliitliM^. 
|H’<a\'Cliil civil dbobrdicruc. 


Sfvii oii Ht>5: Mjft.tul_Sup| ?ort 11m (.Mmuiou h.ir» iiKliviilii^b li«>nt pn'Vi(tliij; itufcriiil 

(it Icrtdruti. ilrlincil « pMividin(< iMiv Mii^iblc itt inunpMc }(<i«nt,«rvicc «it ■ith’icc iti <« irrnifttt 

Mr \lot((iuiMl toT'iip A« .uiiciiil4^ Ky I^ikh Ait wd othm Uw> •iitcr Sepinitlvcr tl, thiv 
miitxi t:riii>iiuli749 4 witlr 411,^ ivf 4t'iiV'iii(3,fc^UiU«ss ul’ whether (hr) 4b'i4ully i«t iirtciiti«iH.illv 
lutHm rerrrrivt |C(i»k nr Mr^itiijnitm. l-eJrrui niuiis liiov viiutL (••irtiiim ttr the vutule a 
itiKtHutitutioiul 4iKi 4 luiiiiber o( c&o have liecn JihiiluciI or eriiWii In ntoirul. 


Its uiceptioii, riSA lus iv^uLiIeil vr4rcbn juil vunrilLiiicc im US viiii for inteUi^viiic purposes. 

IhiJer riSA. a pcrs<tii vvouUI Iiavc to Ivchtng to a sioiip siivpcitcd of terroririii Ivlbic lie or ilie 


ctuiltl heiuneilletl 1 he lnlellip,eiKe Rehirni 4turirmtri«in ihevvntitin Ai I nf 2tHH .iililwl 4 iti>w 


i4«‘ltoiy.4ll(nvi»): «i>ineotie wfinlly tfiiitOilMU'd with tcrroiivt oifsaitirAtroii to Iv iitycied tor 


MintnIliMiie fho uxtttm iv vcheilsilcd (o expire on rrei.-erriKer 3|» 2tnKt 
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to I null* ul I'rhar) Art, I.! US.!'. ^ (20IMI), tiv T-air CjvdK kr^iortoiie Att, ts U.V(1 ^ IftHI ci »«! .util tlw 

NmiuiuI V<wrttyA.t or rM7. M) UlC. • 4yrf4^(l)<2iJ(|i)). 

32 Ak AitM'«kktL ttir NM «fcHutc .ludinror-j the Diirctot af (Jw I'BI m Im detii^tM'r (BKludiiit* 4 ul A)tctK ui ( tucfsc 
•A A Huitmi HrM office) (o iin|Hitr « orJn Oh iin>' ferMin gt ciitN>‘ trrvml «itli an NSI -W |A U.SC. \ ZfVHc). lu 
•inpcnt' korJt onki. tiw Ihtcttnr nr Im thn^Kr tn«ist "rertiti'" llal. ah*ml tlK non>diwifiMnr a(ili)nbiH«."tlKn: itwn irkuh 
4 tlaiiKcr |M itK tuHiMtal M^:uflty' of dte UitiicJ Suicv unrtfrmur miiIi a uiiuuul lOuiilrtlrTKitMH. ui ciMiiiliMinivlltitigKr 
inkCM^EUluii, MbThm-CKc widt JiplmtuTb tebthHu, rv tlaittccr tn dte Idr r* pitytir.ii tafery of aiiy penm)** IJ >0 I J709(r)(|). 
If llir Oimtor uf die Mil or Im c(t>4|pioc w rcitilm. thr tciipiml of die iVSI n pr<<l«tl»(cil ftiim ''itKlMi|nig| In ativ |>er%<iti 
(odiet tiun thme fov lmni >11(11 Uiw lotuir it Hc<r«Mry lorcHtiply witlidn- n-t|Mettoi ariJHtaini'VQ) oheun k^l aikire nr tcKnl 
aMHUim H nil mpeet to tlie ivijwot) dui die (FK1| (u» tnuKlK or obtaoii'd oreem to tnfnrnuiioii nr irrord* utnler (die NM 
iliHitet.'* tJ. Ciaji utJen uilpxml tiinin llir NSI statute air imputed by (lie 1^1 niulalcrallv. widiuiit prior iihIkbI revinv 
\K'ImW dll' ifatute iv«4iitnr4 :i "rmilirminii'* that die j^{t n neor*4ry. die icnihrMon n lint lomiHiievI |iy aiivone nutuile dx 
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Mr. Sensenbrenner. Also without objection, all Members will 
have 5 legislative days to submit any additional materials for inclu- 
sion in the record, and without objection, the hearing is adjourned. 
[Whereupon, at 3:54 p.m., the Subcommittee was adjourned.] 


APPENDIX 


Material Submitted for the Hearing Record 

Prepared Statement of the Honorable Henry C. “Hank” Johnson, Jr., a Representa- 
tive in Congress from the State of Georgia, and Member, Subcommittee on Crime, 

Terrorism, and Homeland Security 

Mr. Chairman, on October 26, 2001, in a time of fear and uncertainty that fol- 
lowed the terrorist attacks of September 11, 2001, President George W. Bush signed 
the Uniting and Strengthening America by Providing Appropriate Tools Required to 
Intercept and Obstruct Terrorism Act of 2001, commonly referred to as the PA- 
TRIOT Act, into law. 

The PATRIOT Act is one of the most controversial laws to date. It was more than 
300 pages long and was passed a little over a month after the September 11th at- 
tacks. 

I am not down-playing the significance of the September 11th attacks; it was the 
worst terrorist attack in American history. 

While the threat of terrorism is real, and law enforcement must have the right 
tools to protect Americans, any counterterrorism measures must have a solid Con- 
stitutional footing and respect the privacy and civil liberties of the American people. 

The framers of the Constitution recognized the inherent danger of giving the gov- 
ernment unbridled authority to look into our private lives and put checks and bal- 
ances in place to curb government abuses. 

As we started off the 112th Session, my colleagues on the other side of the aisle 
demonstrated their commitment to the Constitution by reading it on the House 
floor. 

Surely, they are familiar with the Fourth Amendment which states “[t]he right 
of the people to be secure in their persons, houses, papers, and effects, against un- 
reasonable searches and seizures, shall not be violated, and no Warrants shall issue, 
but upon probable cause, supported by Oath or affirmation, and particularly describ- 
ing the place to be searched, and the persons or things to be seized.” 

The provisions of the PATRIOT Act that will sunset on May 27, 2011 are dis- 
concerting and expand the government’s authority to meddle in our lives with little 
or no evidence of illegal conduct. 

Section 216 of the PATRIOT Act allows the government to seize “any tangible 
thing,” from an American who has not been suspected of terrorism, including library 
records and diaries, relevant to a terrorism investigation, even if there was no show- 
ing that the “thing” pertains to suspected terrorists or terrorist activities. 

Section 206 of the PATRIOT Act, commonly referred to as the “roving wiretap” 
provision, is less controversial. Roving wiretaps are commonly used by law enforce- 
ment and it is reasonable to make it available to intelligence officers. Under the 
Foreign Intelligence Surveillance Act (“FISA”), “John Doe” wiretaps that do not 
specify the person’s identity are allowed. This standard could be tightened to de- 
crease the likelihood that the wrong person will be targeted. 

Finally, Section 6001 of the Intelligence Reform and Terrorism Prevention Act of 
2004 (“IRTPA”), also known as the “lone wolf’ provision, permits secret service intel- 
ligence surveillance of non-U. S. persons suspected of being involved in terrorist ac- 
tivities even if they are not connected to any overseas terrorist group. Because the 
“lone wolf’ provision operates in secret, it could be subject to government abuses. 
To date, this provision has never been used. 

There is bipartisan consensus, evidenced by the 26 Republican Members who 
voted against reauthorization of the expiring provisions of the PATRIOT Act on Feb- 
ruary 17th, that they need improvement to preserve the rights of the American peo- 
ple. 

If Congress reauthorizes these provisions again with no changes, Americans mere- 
ly visiting a website, mentioning a matter under investigation on social networks, 
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or checking out a “controversial” book from a library is enough not only to invade 
the privacy of law-abiding Americans, but to also do so without any of them know- 
ing that the Feds are watching. 

One of the most difficult tasks for Congress is balancing the nation’s need for se- 
curity against Americans’ rights to privacy, but this is a duty that should not be 
ignored. 

I look forward to hearing from the witnesses about how we can achieve this goal. 

Thank you, Mr. Chairman, and I yield back the balance of my time. 
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Letter from Debra Burlingame, Co-Founder, and Timothy Killeen, 
Executive Director, Keep America Safe 


KEEP 

AMERICA 

SAFES 


April 1,2011 

The Honorable Lamar Smith 

2409 Rayburn HOB 

United States House Of Rcprescniaiives 

Washington. DC 20515 

Dear Rep. Smith: 

The PATRIOT Act has been an essential tool for law enforcement in defending America and 
keeping us safe since its passage in 2001. Thanks to the PATRIOT Act, numerous terror plots have 
been stymied and untold numbers of American lives have been saved. Continued success, however, 
can only be ensured if the PATRIOT Act is renewed in its entirety. The PATRIOT Act is both 
constitutioual and effective. 

America remains a primary target for Al Qaeda and its allies. While the War on Terror rages 
on, we face the very real danger of another devastating attack, fhe threat of Al Qaeda-inspired, 
home-grown terrorism plots are on the rise as the teiTDrist organizarion increases its presence on the 
internet-using videos, internet forums and an on-line niagazine-to reach adherents and recruit new 
followers within the United States. In February, Secretary of Homeland Security Janet Napolitano 
testified before Congress that the threat level today is as high as it has been since September 11. In 
March. Denis McDonough, the Deputy National Purity Advisor to President Obama, addressed 
the issue of radicalization within the U.S. in a major speech, bluntly observing, ''For a long time, 
many in the U.S. thought that we were immune from this threat... That was false hope, and false 
comfoii. This threat is real, and it is serious.*’ Last December, Attorney General Eric Holder said 
the growing number of Americans being radicalized and willing to take up arms against our country 
"keeps him awake at night.” 

If the PATRIOT Act had been in etTecl prior to 9/1 1 , law enforcement agencies would have 
stood a far greater chance of disrupting the terror attack. The PATRIOT Act has been credited with 
helping to erode the bureaucratic ‘‘wall,” which many believe allowed the 9/1 1 terrorists tu succeed 
undetected, between the law enforcement and intelligence communities. It is imperative that we 
never again allow ourselves to regress into the pre-9/} I mindset, which is exactly what will happen 
without a permanent extension of ail provisions of the PATRIOT Act. 

On behalf of over 75,000 members of Keep America Safe, wc urge Congress to permanently 
extend all provisions of the PATRIOT Act in a timely manner. Failure to do so jeopardizes our 
national security and the jives of Americans in the future. 

Respectfully, 

Debra Burlingame 
Co-Founder, Keep America Safe 

Timothy Killeen 

Executive Director, Keep America Sale 


1710 M Sireei. fW, #351 • Washington. OC2CK)3S 
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Letter from J. Adler, National President, 
the Federal Law Enforcement Officers Association (FLEOA) 
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FLOnRAI. LAW ENFORCl MENT OFFICERS ASSOCIATION 
P O. Box 32() Lewisherrv. PA 17339 
www.neoa.ufe 
(717)938-2300 


Marc)) 8. 20) ) 

The Honorable Lamar Smith 
House Committee on the Judiciary 
United States House ot'Rcprcseniativcs 
Washington, DC 20515 

The Honorable John Conyers. Jr 
Ranking Member 
House Committee on the Judiciary 
United Stales House of Representatives 
Washington. DC 20515 

Dear Chairman Smith and Ranking Member Conyers 

On behalf of the 26.000 members of the Federal Law 
Enforcement Officers Association (FLEOA). 1 am 
prepared to support legislation that seeks to incorporate a 
long-icnn solution to the USA PATRIOT Act’s 
problematic reoccurring expiration date li is of 
paramount importance to federal law enforcement 
officers that the online surveillance provisions of the 
USA PATRIOT Improvement and Reauthorization Act 
of 2(XiS continue, are protected from expiring and are not 
degraded or impeded by any further restrictions of the 
currently existing authorities FLEOA is the largest mm* 
partisan, non-profit law enforcement association 
representing over 26.000 federal law enforcement 
officers from 65 federal agencies 

FLEOA has the distinct honor of representing the 
interests of law enforcement otficers from the 
Department of Justice. Department of Homeland 
Security, Department of State, Department of Defense. 
Department of Treasury-, and a host of other agencies 
These officers are the front-line guardians that protect 
our nation frx>m terrorist and criminal threats They 
are the ones that have used the provisions in the USA 
PATRIOT Act to keep Americans safe under the 
microscope of strict Agency and judicial oversight that 
has yet to be cited as "excessive * 
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The USA PATRIOT Aci gsvc law enforcement 2 1 si 
Century tools to combat 2tst Century crimes In today's 
world, tentMisi and criminals use the intoniel, cellular 
and satellite phones, piiishing schemes, social 
networking and wire transfers to affect their crimes 
Prior to the USA PATRIOT Act law enforcement found 
itself playing catch up to terrorists' schemes Today, as 
has been evidenced by many recently thwarted terrorist 
plots, federal law enforcement officers can be ahead of 
violent criminals and better protect the American 
etti/emy FLHOA sees this act as a crucial loA tor law 
enforcement, and not something (hat should periodically 
expire 

Currently, there are a few legislative proposals that have 
been introduced to extend (he provisions of the USA 
PATRIOT Act. Fach would continue to allow roving 
wiretaps of $u^)ect$ who change computers or phone 
numbers to avoid monitoring, tracking ofindividuals of 
interest with no known links to terrorist groups, and 
retrieval of records and other tangible evidence from 
organizations with a court order Unfortunately, they 
only allow for a short-term fix, and do not provide any 
long-term .support for federal law enforcement officers 

Crime and terrorism will not “sunset" and (cirorists don't 
need any "extension* to continue their heinous activities 
Just like handcuffs, (his tool should be a permanent part 
of the law enfcxcement arsenal Arguments to (he 
contrary arc flawed and don't recognize the reality that 
the Act has been judiciously used and has kept 
American's safe The Department of Justice' s. Office of 
Inspector General and the Inspectors General within (he 
Intelligence community, are staffed by dedicated Special 
Agents who are capable of investigating any allegations 
of abuse With (heir professional oversight, there is no 
need for a short-tenn expiration dale 

As you move forward to a reauthonzation of the act, we 
strongly nicouragc you to pay close aiieniion to any 
amendments to law that might impede or degrade the 
ability of law enforcement officers to act as swiffly as 
possible It is imperative to the etTeciivcness of law 
enilxcement’s ability to protect our communities that 
they have timely and broad access to information and the 
ability to put tltai information to use as they dqtloy 
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Those of us in tsw enforcement are well aware of the 
crucial importance of the first three hours aAer a 
kidnapping Whether or not the victim survives oHen 
depends on the actions of responding and investigating 
ofllcers during these crucial first three hours Our societ> 
has seen lit, based on the nature of that crime and the 
exigent circumstances involved to granting special 
authorities and allowances to investigating ofticers when 
responding to a kidnapping We urge you to view the 
investigation of terrorist acts in the same tight and not in 
place any further burdens on our federal Law 
Enforcement Officers while they conduct these 
extremely important, dangerous, and time sensitive 
investigations 

We thank you for your continued efforts to resolve issues 
surrounding this important rcauthorization and we stand 
ready to offer any support you should need 

Respectfully yours. 


J Adler 

National President 
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Letter from Konrad Motyka, President, 
the Federal Bureau of Investigation Agents Association 

Federal Bureau oi investigatieu 

Agents AssoGiation 

March i6. 2011 

The Honorable Lamar Smith 
House C ommillcc on Ihe Judiciary 
United States House of Representatives 
Washington. DC 20515 

The Honorable John Conyers, Jr. ' 

House Committee on the .ludiciary-' 

United States House of Represenratiye.S' y : : r; 

Washington. DC 203 1 5 


Dear Chairman Smith and Ranking Member Cony'crs: 

The FBI Agents^ Association ("FBI.A.A”) appreciates this opponunity to submit our views on 
the importance of reauthorizing the expiring provisions of the USA PATRIOT Act 
("PATRIOT Act"). The FBIAA is comprised of over 12.000 active duty and retired Agents 
nationwide and is the only professional association dedicated to advancing the goals of FBI 
Agents , Oh behalf of the Special Agents of the FBI, we urge you to permanently reauthorize 
the prny isiOns of the P.ATRtOT Act and related law s that ivill expire on .May 27. 201 1. 

Business Records 

The "business :recOTd.s" provision, § 2)5 of the P.ATRlO'l Act, allows criminal- iilvestigators 
to apply to the U.S. Foreign Intelligence Surveillance Act Couitt "FISA Glourt") for an order 
requiring the production of biisines.s records related to foreign intelligence operations or an 
investigation of international terrorism. However, no such order can be issued if it Concerns 
•an investigation of a U.S. person based solely on that person's exercise of his or her First 
Amendment rights, 

This provision is used in specific and rare circumstances. As described by the Congressional 
Research Service, the business records tool has been used ".sparingly and never to acquire 
library, bookstores, medical or gun sale records."’ Despite infrequent use. the ability to 
access important bank and telephone records early m investigations is critical for criminal 
mveshgators. and leaders in the Department of Justice and FBI have called the business 
records prov ision a "vital tool in the war on terror."'' 


Charles Doyle. Congressional Research Senicet, USA P.ATRIOT .Ac!; Sunset: A Sketch f.liinc 2'-^. 

2005! V 0 A X -■> MiL'j RS2 17i.'4.pdt \ vilso Kilwani « J v.t Cor 

Service. Amendments to the Foreign Intelligence Surveillance Act iF.ISA) Set to t\pne February 2^. 2ui ’ 
tFcb- 2?). 201 h. ■ 

f.erter from James 11. Coincy, Deputy^ .Artomey General, to 1 be Honorable j, Demiis Hasien. Speaker 
of the House of RcpresentattvcsiJuly 6,-2004.) available at ilLT Ldi-'i— J ' 

.Of 

Post Office Box 12650 • Arlington, Virginia 222 19 
A Non- Governmental Association 
(703) 247-2173 Fax (703) 247-2175 
F.-matl: fbia.K'^'fbiaa.org wwwvfbiaa.org 
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March 16. 2011 

Page 2 ^ . . 

Given that the provision has been used carefully and eHectively in investigations ot terrorist 
threats, the FBIAA recommends that Congress reauthorize the provi.sioii on a permanent 
basis without new limitations on its use. 

Rovinu mn iiws 

The "roving wiretap" provision, § 206 of the PATRIOT Act, allows the USA Gourt to kssue 
wiretap orders that are not linked to specific phones or computers if the target of the 
.surveillance has demonstrated an intent to evade surveillance. 

The ability to obtain orders for roving wiretaps is absolutely essential to contemporary 
criminal and counterterrorism investigations because criminal networks have become 
technologically advanced and will often purchase and use many different mobile phones and 
computers in order to evade wiretap efforts. Law enforcement e.xpcrts have described the 
roving wiretap provision as a "very cntica! measure"' that has likely helped delect and 
prevent numerou-s teiTorist plots, including the plot.s to bomb multiple synagogues in New 
York City, 

The FBIAA urges Congress to permanently reauthorize the roving w'irctap authority and not 
subject it to further reBtriefions. The roving wiretap provision is already constrained by the 
requirements that; the FiSA Court must find probable cause that the target intends to evade 
surveillance to issue a wiretap and that minimization procedures are followed tegatding the 
icolleetidn, relehtioh, and dissemination of information about U;S. persons. A failure to 
reauthorize the fOvitig Vvj retap provision, or encumbering the provision with unnece-ssary 
restrictions, would jeopardize the utility of an important investigative toot and could, as 
Director .Mueller has warned, open up a "gap in the law that, ., sophisticated terrorists or .spies 
could easily exploit."'* 

Lone Wo! f Surveillance 

The "lone wolf provision, found in Section 6001 of the InteUigence ReFomi and Ten'ori.sm 
Prevention Act of 2004, ailow.s the FTS.A Court to rssue surveillance orders targeted at non- 
U.S. persons who engage in international terrorism or activities in preparation of terronsm. 
Prior to enactment of the lone wolf provision, the FISA Court could only issue surveiiiance 
orders if .specific evidence linked the targeted person to a foreign power or entity. Tiu.s meant 
that non-U. S. individuals acting alone could not be effectively investigated, even if evidence 
indicated that they were preparing to engage in international terron.sm. 

the FBIA.A recommends that Congress permanently reauthorize the lone wolf provision 
because it is a necessary pan of combating contemporary teixonst threats. Communication 
between individual terrorist.s and foreign governments andor entities is often very scarce. 

' Cnslina Corbin. Patnol Act Ijketv Helped Thwart NYT' Terror Plot, hxpeytt. ,S«v, Ma}' di. 200V, 
nni, _ , . y \ \ n ooi.ia-s y oQO os y i , . j 

LB.-i Patriot Act 01 TOO!: Hearing Before the Senate Select Comm. On Intciheence. 110 C ongress 
I Juiv 9. 20u7U,«atement ot FB'I Director Robert Muellers. 
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precisely bccau.se these groups are seeking lo evade delection by law ciiroiccmcm i he lunc 
null 1" provision sices law enforcement an important tool to obtain the information nccessarv 
to ensure that threats arc tbevarted before terrorists can act on their plans. I 'ongicss should 
not allow ihi.s pawrsion to expire, or place additional restriction.? on the provision, as such 
iiction.s could make it more difficult to investigate and prevent dangerous terrorist threats 

(ionclusion 

1-Bi .Agents w'ork diligomly to defect, investigate, and apprehend individuals and group.s u..rt 
are engaged in a constant and evolving effort to craft and execute plots agaiif-t the I inirevi 
States and its citizens. These e.xpinng provisions of the PATRIOT .Act and similar law-, .trc 
an important part of the fight against terrorism. 

The FBI.AA appreciates your con.sideration of these comments and urges Ctingres.s: to 
permanently reauthorize the expiring provisions of the PATRIOT .Act without imposing new 
and unnecessary restrictions on their use. 


Very truly' yours. 


FBI Agents Associalidii 
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